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Abstract of the contribution: This contribution proposes a way forward to normative 3GPP work on GCSE security in Rel-12. The main objective of this contribution is to identify, which key issues to follow up and to discuss in the meeting a set of appropriate requirements for those.
Discussion
This contribution proposes a way forward to normative 3GPP work on GCSE security in Rel-12. The main objective of this contribution is to identify, which key issues to follow up and to discuss in the meeting the formulation of appropriate requirements for those.
The authors have indicated their proposal for in/out of scope in Rel-12. This document is thought of as a working draft and for continuous discussion during the meeting.
	Nr
	Key issue
	Comment on whether in Rel-12 scope 

(for discussion)
	Note on possible requirement

(do be formulated in standardized way if relevant for Rel-12)

	6.1
	Security in critical communication scenarios
	yes
	Require authorization, authentication, key distribution, and data protection to avoiding eavesdropping, illegitimate access, data compromise, replay

From TR: none

	6.2
	Interaction with ProSe security
	To be discussed

If Relay is out of Rel-12, but GCSE works only with network access, no interaction parts will be specified
	Alignment between ProSe group and GCSE group when possible.

From TR: The system shall support groups whose membership shall be the same irrespective of whether a Group Communication is made using ProSe Group Communication or GCSE Group Communication.

	6.3
	Security across unicast and multicast modes
	yes
	consistent set of security mechanisms across the two modes.

From TR: The level of confidentiality and integrity protection provided shall be the same, regardless of whether a unicast or multicast bearer is used, including during transition between the two.

	6.4
	Level of applying security for mitigation of GCSE risks/threats
	yes
	3GPP (application?) layer security (MBMS security) vs. GSC AS application layer security

From TR: none

	6.5
	GCSE security between UE and GCS AS
	Group mgmt/Signalling/negotiaton of used security (GC1) 

no


	From TR (in short): GC1 interface shall be authenticated and properly protected against eavesdropping, modification and replay 



	
	
	Group communication 

yes
	From TR (in short): Group communication (unicast uplink, unicast downlink, multicast downlink) shall be authenticated and properly protected against eavesdropping, modification and replay



	6.6
	Communication between GCS AS and BM-SC (MB2 interface)
	yes
	From TR:

The BM-SC and the GCSE AS shall be able to mutually authenticate each other.
The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality protected.
Double encryption above the network layer should be avoided.


	6.7
	Transmitting Group Member identification
	no

Group management is not in scope of Rel-12


	From TR:

Receiving Group Members shall be assured of the identity of the current Transmitting Group Member(s)  not being spoofed by malicious group members.

Receiving Group Members shall be assured of the identity of the current Transmitter Group Member(s) not being spoofed by attackers outside of group.


	6.8
	Adding and removing group members
	no 

Group management is not in scope of Rel-12


	From TR:

A mechanism shall be provided to ensure availability of GCs when users are added to a GCSE group.

A mechanism shall be provided to ensure confidentiality and integrity of GCs when users are removed from a GCSE Group.

Re-keying procedures?

	6.9
	Illegitimate access to UE
	to be discussed
	From TR: none

	6.10
	GCSE_LTE interaction with ProSe UE-to-Network Relays
	No

Relays are out of Rel-12
	From TR: none

	6.11
	Group key compromise
	yes
	Security credentials need to be securely allocated and stored in the UE.

From TR: none

	6.12
	Securing keys in the UE
	to be discussed
	From TR: none

	6.13
	Decision point for using PtP and/or PtM
	to be discussed
	From TR: (rather privacy requirements)

The authenticity, authorization, and integrity of signalling related to a Group's privacy settings shall be guaranteed.

It should be possible to configure the PtM settings in the entities capable of PtM transmission in a way that minimizes the exposure of the groups' presence. For example, the settings could be pre-configured.



	6.14
	Performance and scalability
	yes
	From TR: Security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability as defined by SA1 in 3GPP TS 22.468 [2].
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Note: This TR covers key issues for GCSE security WID. Only some of them will result in requirements to be considered in Rel-12. Rel-12 requirements need to be formulated for at least the following key issues: 6.1, 6.3, 6.4, 6.5, 6.6, 6.11, 6.14.
