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Discussion
TS 23.468 describes how a GCS Application Server (GCS AS) may use the enablers offered by the 3GPP system for providing a Group Communication Service (GCS). These enablers are denoted as Group Communication System Enablers (GCSE). 

A requirement of GCS is to be able to securely transmit data to a subscribed user group, which is a requirement that 3GPP MBMS was designed to fulfil as well. In order to achieve this by GCSE, authorization, authentication, key distribution, and data protection for GCS are needed. 

GCS AS is the application server (AS) responsible for the group management in Rel-12 and defined outside of 3GPP. Thus joining and leaving a group, as well as authentication, authorization and key management procedures for group members are functions out of the 3GPP domain in Rel-12. Nonetheless, it may be desirable to tie the security to the cellular subscription in future releases.
According to TS 23.468 the enablers offered by the 3GPP system for providing GCS use EPS bearer services and may use MBMS bearer services for transferring application signaling data and user data between GCS AS and UEs. While the GCS AS can handle security completely independently and outside of scope of 3GPP Rel-12, GCS may profit from the re-usage of security functions provided by LTE security and MBMS security, i.e. confidentiality and integrity protection by LTE radio interface security, NDS/IP (which includes a 3GPP-specific profile of IPSec), MBMS encryption and integrity functions, or MBMS key distribution. 
GCS security requirement

GCS security requires protecting GCS when unicast in uplink and downlink as well as when multicast/broadcast for the downlink connection is used. Furthermore, in the downlink, GCS security requires parallel reception and switching between unicast and multicast/broadcast with the same level of security provided and without loss of service continuity (see key issue in clause 6.3 of TR33.888). 

GCS is specified to use unicast via the EPS bearer services. While for unicast in the uplink communication LTE security may be sufficient (subject to the policies of public safety organisations), in the downlink communication it may be sufficient for unicast as well, but it will not be the case if the multicast/broadcast path is used. The broadcast via MBMS user bearer needs to be protected such that only group members that are authorized are able to access the content. Several options for GCS data protection are possible and are specified in the following.

Security options for data protection

SA3 needs to make a decision, whether and which parts of MBMS security can be used in Rel-12. In order to allow the at least partial re-use of MBMS security at all, but keep the key and group management at GCS AS, the GCS AS would need to act in accordance with MBMS key hierarchy as far as the re-used parts of MBMS security are concerned. Thus, in the following we use the same terminology as used in TS 33.246 for MBMS key hierarchy: MSK, the long-lived MBMS service key, and MTK, the short-lived MBMS traffic encryption key)..  Both keys are bound to the service the user has subscribed to and not tied to a particular user.
Note: Because MSKs are assumed to be distributed at the application layer, the 3GPP GCS security specification need not consider the user specific MUK (from which MSKs are derived in 33.246). Key and group management is within GCS AS responsibility, thus it is assumed that group members have already received the MSK beforehand in order to participate in the group communication.

1.
UE-to-UE end-to-end security

The policies of public safety organisations may require protecting communication in the uplink and in the downlink end-to-end between UEs. Such end-to-end data protection is out of scope of 3GPP in Rel-12. The UE has a data protection function using a group key delivered to it beforehand and confidentiality- and integrity-protects all data it sends with this group key. The group would represent the “service”. The GCS AS merely distributes the protected data via unicast and/or multicast/broadcast to all group members. In this case, MBMS is used without security if it is used at all.

2.
UE-to-GCS AS end-to-end security

The policies of public safety organisations may require protecting communication in the uplink and in the downlink end-to-end between UE and GCS AS. Such end-to-end data protection is out of scope of 3GPP in Rel-12. The UE and the GCS AS have a data protection function using a group key delivered beforehand by which all data is confidentiality- and integrity-protected. Whether GCS AS merely distributes the protected data via unicast and/or multicast/broadcast to all group members or whether GCS AS processes the date received in uplink before distribution in the downlink communication is out of scope of 3GPP in Rel-12. In either case, MBMS is used without security if it is used at all.

3.
GCS AS downlink security options considering partial re-usage of MBMS security

In the following it is assumed that uplink unicast protection by LTE security is sufficient and only considerations on downlink communication security are needed.

Security for downlink data protection is in scope of 3GPP, if either LTE security or MBMS security mechanisms or both are re-used. The extra 3GPP specification work that one has to provide for GCS downlink security is determined in the following. Two cases seem to be possible:
Option 1: GCS AS relies on LTE security (confidentiality and integrity) for the unicast downlink and relies on MBMS security for the multicast/broadcast downlink. Note it is assumed that LTE security is allowed to be used by the local legislation.

Option 2: GCS AS relies on MBMS security protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC would process the data for multicast/broadcast and, in addition, send the encrypted data back to the AS for unicast distribution.

4.
 Conclusion
While UE-to-UE end-to-end security and UE-to-GCS AS end-to-end security with respect to data protection are out of scope of Rel-12 specification, GCS AS downlink security needs specification effort in Rel-12.

We propose to include this analysis in the TR.
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Security options for data protection

In order to allow the at least partial re-use of MBMS security at all, the GCS AS would need to act in accordance with MBMS key hierarchy as far as the re-used parts of MBMS security are concerned. Thus, in the following we use the same terminology as used in TS 33.246 for MBMS key hierarchy: MSK, the long-lived MBMS service key, and MTK, the short-lived MBMS traffic encryption key). Both keys are bound to the service the user has subscribed to and not tied to a particular user.
Note: Because MSKs are assumed to be distributed at the application layer, the 3GPP GCS security specification need not consider the user specific MUK (from which MSKs are derived in 33.246). Key and group management is within GCS AS responsibility, thus it is assumed that group members have already received the MSK beforehand in order to participate in the group communication.

X.1
UE-to-UE end-to-end security

The policies of public safety organisations may require protecting communication in the uplink and in the downlink end-to-end between UEs. Such end-to-end data protection is out of scope of 3GPP in Rel-12. The UE has a data protection function using a group key delivered to it beforehand and confidentiality- and integrity-protects all data it sends with this group key. The group would represent the “service”. The GCS AS merely distributes the protected data via unicast and/or multicast/broadcast to all group members. In this case, MBMS is used without security if it is used at all.

X.2
UE-to-GCS AS end-to-end security

The policies of public safety organisations may require protecting communication in the uplink and in the downlink end-to-end between UE and GCS AS. Such end-to-end data protection is out of scope of 3GPP in Rel-12. The UE and the GCS AS have a data protection function using a group key delivered beforehand by which all data is confidentiality- and integrity-protected. Whether GCS AS merely distributes the protected data via unicast and/or multicast/broadcast to all group members or whether GCS AS processes the date received in uplink before distribution in the downlink communication is out of scope of 3GPP in Rel-12. In either case, MBMS is used without security if it is used at all.

X.3
GCS AS downlink security options considering partial re-usage of MBMS security 
In the following it is assumed that uplink unicast protection by LTE security is sufficient and only considerations on downlink communication security are needed.

Security for downlink data protection is in scope of 3GPP, if either LTE security or MBMS security mechanisms or both are re-used. In general two cases seem to be possible:
Option 1: GCS AS relies on LTE security (confidentiality and integrity) for the unicast downlink and relies on MBMS security for the multicast/broadcast downlink. Note it is assumed that LTE security is allowed to be used by the local legislation.

Option 2: GCS AS relies on MBMS security protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC would process the data for multicast/broadcast and, in addition, send the encrypted data back to the AS for unicast distribution.Editor’s Note: The extra 3GPP specification work that one has to provide for GCS downlink security needs to be determined.

Editor’s Note: The extra 3GPP specification work that one has to provide for GCS downlink security needs to be determined.

