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Abstract of the contribution:

This contribution analyzes security requirement for secure boot of MME.
1 Introduction 
If MME allows operating system to be booted not only from internal memory but also from another source, e.g., USB flash drive, memory card, MME may be attacked by the attackers who subvert the bootloader (e.g. through USB, card slots, etc.). This will bring risk to MME that the base functionality within MME being broken. 
This contribution analyzes the security requirements for MME as follows:

 1)
RX-1: A trusted, secure boot shall be used. 

2)
RX-2: MME can boot only from the internal memory.
We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
6.X Security requirement for secure boot 
Requirement name: secure boot
Requirement reference: to be done later
Requirement Description: 

1)
RX-1: A trusted, secure boot shall be used. 
2)
RX-2: MME can boot only from the internal memory.
Threat References: Tx
Test Case: 
1) check if trusted secure boot is used;

2) check if MME can boot only from the internal memory;

Requirement evidences: A document in free form describing: trusted secure boot is used and MME can boot only from the internal memory.
***
END OF CHANGES
***
