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Abstract of the contribution: This pCR proposes to add the assumption that NDS/IP is applied according to TS 33.401.The pCR also proposes to add text to the effect that assumptions on the environment does not need to be preceded by a separate threat analysis, if there are requirements in existing 3GPP specifications that show that the assumption can be made.
1 Introduction 
If there is a requirement in an existing 3GPP specification, that a function shall be present in LTE, there is no need to provide a new threat analysis to make the assumption that this same function is present in the system.
It is proposed that SA3 approves the pCR below for inclusion in TR 33.806.
2 pCR 

***
BEGIN CHANGES
***
8
Security Assumptions on the Operational Environment

Editor's note: Assumptions on the environment complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. Note that to perform a threat analysis, one has to start with the assumptions made on the target of the analysis and what the target expects from its environment. Therefore, some of the assumptions will not be a result of a threat analysis, but rather be the basis for the threat analysis. An example of an assumption preceding the threat analysis is that NDS/IP is applied to IP based control plane signalling.
Editor's note: The description of Security Requirements related to assumptions shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

-
Assumption Name: each security assumption on the operational environment is assigned a unique name. 

-
Assumption reference: a unique identifier. The precise convention for the structure of the reference is ffs. 

-
Assumption Description: a detailed description of the assumption.

-
Threat References: the unique identifiers assigned to the threats the assumption intends to meet, or a reference to a requirement in another 3GPP specification that shows that the assumption can be made.
-
Test Case and Requirement evidences: are not applicable
-
Assumption Name: NDS/IP. 

-
Assumption reference: TBD. 

-
Assumption Description: The security for LTE was designed so that NDS/IP is required to be place. Since this assumption is already built-in to LTE via TS 33.401, there is no point in assuming NDS/IP not being used during the threat analysis of the MME NP, just to re-discover why LTE security is designed as it is. It is therefore assumed that NDS/IP is in use at the domain where the MME is located. 
 -
Threat References: Not applicable, Clauses 11, 12 and 13 of TS 33.401 already specifies that IP based control plane signalling shall be protected  according to NDS/IP as specified in TS 33.210.
-
Test Case and Requirement evidences: are not applicable

***
END OF CHANGES
***
