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Abstract of the contribution: This contribution proposes some adaptions of ICE/TURN extension solution for WebRTC restrictive firewall traversal and the requirements need to be ffs in   Release 13..
1 Discussion  
The extension TURN solution for IMS firewall traversal can be also suitable for the WIC access scanrio, but it needs some minor adaptions due to the protocol stack  and session procedure of WebRTC are different from the IMS . 
One of the differences between IMS and WebRTC is that all the WebRTC media are based on UDP, MSRP andT.140 are no longer over TCP in WebRTC scenario, instead, it is based on SCTP and over UDP as well, so WIC is not necessary like the IMS UE to establish two TLS or TCP connections with TURN server, only connection is needed ,both WebRTC media and TURN control message are over the same TCP/TLS connection.
In the IMS firewall traversal scenario, IMS UE has to send the SIP message over the TLS on the port 443 instead of on the standard port 5061, so the IMS UE can know there is the restrictivie firwall existing between UE and IMS network ,and then can ignore sending the allocate request over UDP on port 3478. But for the WebRTC traversal, it is difficult for both WIC and eP-CSCF to deduce the existence of restrictive from the control plane, due to the WebRTC signalling can directly traverse the restrictive firewall if the firewall allowed the HTTP(s) packet to pass, and WIC will aways perform ICE related procedure for every session, so in order to reduce the session initiate time, WIC need to collect the relay candidates over UDP/3478 used for NAT traversal and over TCP/80 or TLS/443 used for Firewall traversal simultaneously before sends SDP offer/answer and perfer to used the candidate over UDP/3478.
Similar to the IMS firewall traversal, the client needs to be authenticated and authorized by TURN server, but so far, the interface between TURN server and control plane has not defined yet , so an independent locate authenction system has to be deployed for TURN server ,or using the other authentication mechanism such as GBA ,but it is complicated . If the interface is defined, the ICE/TURN authentication information can be exchanged on the control plane and make the authentication more easily.  Another requirement for this interface is that eP-CSCF needs to inform the TURN server to release the unused allocation once the session is finished; otherwise, the TURN server will be easily suffered from the DoS attack , so SA3 need to study whether it is necessary to require SA2 to define a interface between TURN server and eP-CSCF in the next release . 
According to the above discussion, We propose the following P-CR for the TR 33.871.
2 pCR 

***
BEGIN CHANGES
***
6.3.1
Firewall traversal

A Web RTC IMS Client (WIC) may face the same firewall traversal scenario where a restrictive firewall blocks UDP and only allow TLS/443 (HTTPS) and TCP/80 (HTTP) to pass, as described in TR 33.830.   For signalling, because WIC always sends signalling over secure WebSocket, a restrictive firewall will not block signalling messages and there is no need for a firewall traversal solution.  However, a restrictive firewall will block WebRTC media if WIC sends media over UDP or over TCP but not on port 80 or 443.  Therefore a firewall traversal solution is needed for WebRTC media.
The ICE/STUN/TURN is a compulsory function for the WIC, so compared to the tunnel solution defined in annex w2 of TS 33.203, the extension ICE/STUN/TURN solution is preferred to be used for WebRTC restrictive firewall traversal.

The extension TURN solution defined in annex w3 of TS 33.203 can be also used for WIC access IMS scenario, it only needs some minor adaptions. One of them is that only one TLS or TCP connection between WIC and TURN server is needed for both WebRTC data channel and media channel.
Another adaption is that WIC needs to be configured to collect the candidates for NAT and restrictive firewall traversal scenario simultaneously, because WIC needs to perform the ICE procedure for every session, and it cannot conclude the existence of restrictive firewall from the procedure of register.
Note1: other possible adoptions for WebRTC FW traversal needs to ffs in next release.
Note 2: It needs to ffs whether is it necessary to define an interface between TURN server and eP-CSCF in the next release, so that the eP-CSCF can issue the allocation release command to TURN server when the session is finished to avoid the allocation being exhausted ,and transfer the ICE authentication information to TURN server to make the TURN server access authentication more easily. 

***
END OF CHANGES
***

