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Abstract of the contribution:

This proposal aims to differenciate between the public safety security layer and the security layer for a potential commercial ProSe service. In particular, it proposes that we should standardise both network-layer security and session-layer security for ProSe. 
Direct one-to-many communications are being standardised to support a public safety user requirement. In building a public safety service, it is important to put the MNO in absolute control of access to service. It is also important to consider that there may be a requirement to standardise an associated commercial service in the future, a step which would make the public safety service more viable.

The public safety use case is our current focus as it is required in the near future. It has specific requirements around security, and while it is very important that these are satisfied, we should not let these requirements restrict a more widely applicable service. It would be a classic case of ‘the tail wagging the dog’. Less colloquially, this implies that a ‘niche’ user requirement ends up driving the solution for the entire market. We also need to keep the MNO in control of access to the ProSe service nomatter how the public safety service is managed (e.g. by MNO or third party). 

Hence, this pCR proposes that we should actually be standardising two security solutions for ProSe. One solution at the network layer, over which the MNO retains total control and from which a commercially focused standard could be developed (if this is agreed in future by 3GPP). A second solution at the session layer, controlled by the service provider (e.g. MNO or third party) and able to meet public safety security requirements.
*******START OF PROPOSED TEXT CHANGE FOR PROSE TR*********

6.3.X
Solution #3.X: Public safety security layered over network security 

6.3.X.1
General

This solution provides a general approach to key issue #3.2 in the current document.

6.3.X.2
Overview of solution
Public safety users may be viewed as requiring a similar service to a standard user, but requiring additional security features. The following are advantageous for public safety users:

· Able to harness the functionality available to a standard user.

· Difficult to distinguish from a standard user.

· Protection of privacy of identifiers from a local evesdropper. 

These desirable properties imply that a public safety solution should be a solution designed for a standard user, but with public safety security additions built on top. Another advantage of this approach is that it prevents public safety security requirements impacting the normal user.

At present it appears that solutions aimed at general users are being defined at the network layer (e.g. encryption of payload within PDCP packets) whereas public safety solutions are being defined at the session layer (e.g. encryption of RTP packets). It is also clear that the network layer may not be able to provide enhanced security features that the public safety user may require, such as cryptographic authentication, due to efficiency constraints and packet lengths. Hence this solution proposes that two security solutions are required for ProSe under the following model:
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Figure 6.3.X.2.1: Multiple security layers for Public Safety Services

While this double layered approach may seem to introduce redundancy, it is equivalent to the approach used for media layer security, where the network layer is encrypted to the basestation and within that the session is encrypted as SRTP.

Another way of viewing this model is that eventually the MNO may wish to treat ProSe as a commercial service, and public safety users as an isolated user group within that service. Whether the MNO is simply providing access to the transport network/spectrum, or the managing entire service, the MNO stays in control of the use of ProSe at the network layer. At the same time, the burden on the MNO is reduced. Network layer configuration to support public safety users will be minimal, with intelligent group management occurring at the (entirely software-based) session layer.

Figure 6.3.X.2.2 describes this approach to ProSe security. The MNO manages access to the public safety services via network layer security, the service provider manages dynamic subgroups via session layer security.
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Figure 6.3.X.2.2:  Group separation over two layers

As part of this approach, it is essential to define the security processes at both the network layer, and the session layer. Only with both components defined will it be possible to setup secure group communications between UEs, as required by SA1. 
6.3.X.3
General Security Procedures

This section describes general procedures to setup and use a public safety one-to-many communication. 

6.3.X.3.1
Network Operator Setup Procedures
The network operator is responsible for controlling which UEs are allowed access to public safety services. Upon request by the service provider, the network operator may enable public safety ProSe services (among other additional features). As part of the process of enabling the service, the MNO will add the user to the ‘public safety group’ and provision keying material appropriately to allow the user to decrypt traffic at the network layer. 

NOTE: At the same time, the MNO may similarly allow discovery of public safety users.

At this point, the user can now view sessions (including identities) created at the session layer but will not be able to read traffic at that layer.

6.3.X.3.1
Service Provider Setup Procedures

Once a user has been allowed access to the public safety services by the MNO, the service provider (which may also be the MNO) can configure the public safety groups which the user can access and keying material associated with those groups. This configuration may be more dynamic than that used at the network layer.

6.3.X.3.1
One-to-many Communications

Once configured, one-to-many communications are secured with all traffic encrypted at the network layer (using a generally-applicable network-layer security solution) and RTP traffic encrypted at the session layor (using a security solution for public safety users). 
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