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Abstract of the contribution: This contribution provides additional requirements for internal attack prevention.
1 Introduction  
This contribution provides additional details requirements for internal attack prevention.
Log and audit function should include at a minimum security logs that are needed to capture critical incidents.  Additional logs, such as operational log should also be maintained for other incidents related to the operations of the system changes or updates to the system.
2 Proposal

It is proposed to include the analysis below to TR 33.806.

3 pCR 

***
BEGIN CHANGES
***
6.5 R1 Security requirement for T1: Internal attacks prevention 
-
Requirement name: internal attacks prevention
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R1-1:  Each User must be strongly authenticated and uniquely identifiable.
2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is ffs whether we need to list what actions should be logged and this may be in another document later.

3)
 R1-3: The logs to be maintained shall include security logs and should include operation logs.
4)  R1-4: The operation authorization of MME users should be defined.
5) 
R1-5: The parameters captured in the logs should include user name, start time, stop time, access type, event level, result, etc. 
-
Threat reference: T1
-
Test case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
Application(s) level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at Application(s) level):

a)
login and log out；User id and time stamp
b)
interface: interface type based on which the system queries the security logs 
c)
event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined for the logs

d) 
results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.
-
Requirement evidences: A document in free form describing: the personnel management, the deployment environment of MME which events were generated, and the output from the log reader.
***
END OF CHANGES
***
