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Abstract of the contribution: This contribution provides additional details on threats and requirements on MME management and maintenance access for inclusion in the TR.
1 Introduction  
This contribution provides additional details to enhance the threast, assets and requirements introduced in the MME management and maintenance access section of the TR using the agreed template for threats, assets and requirement.
Additional threats are added for the case of attacker using rogue or false network elements. To prevent such attacks from false network elements, a requirement for MME to support mutual authentication is added. Access control mechanisms should also be supported, for example, in case when the MME is placed into maintenance mode, it is desirable that limited access be given to certain IP address or address range.
2 Proposal

It is proposed to include the analysis below to TR 33.8xx.

3 pCR 

***
BEGIN CHANGES
***
5.4.2.5 Tx threats on MME management and maintenance interfaces
Threat Reference: Tx 
-
Threat Category: Interface 

-
Threat Description: 

-
attacker may gain unauthorized access through one of the management or maintenance interfaces 
-
attacker may gain unauthorized access via a rogue or false network element such as false eNB 
-
attacker may gain control of the MME and potentially the control of the system, resulting in compromise of sentitive user data, system data, and management data. 

-
Attacker may disrupt and disable normal system operations.  

-
Gaining access to the MME may also allow the attackers to gain access to other network elements such as HSS, S-GW, and eNB through S6a, S11, and S1 interfaces respectively. The results can be devastating.  
Asset: all assets in MME are impacted
-
Risk: Access of MME, other network elements by attacker 
-
Security Objectives: Authentication, confidentiality,  integrity protection, access control.

Editor’s Note: Threats’ relation to attacker model needs FFS.

***
NEXT CHANGES
***
6.6 Rx Security requirements for Tx: MME Management and Maintenance interfaces
-
Requirement name: Interface 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network.
2) RX-2: The MME shall support mutual authentication between MME and any network entities from management or maintenance networks. 
3) RX-3: The MME shall support the use of access control mechanism, for example allowing access from a pre-defined IP address or IP address range during maintenance. 
-
Threat reference: TX
-
Test case: To be added
-
Requirement evidences: A document in free form describing: the MME Management and Maintenance interface in which how authentication, confidentiality, and integrity protection is performed and between which network element and the MME.
***
END OF CHANGES
***
