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1
Opening of the meeting

The meeting was chaired by Dr Anand Prasad, Chairman 3GPP SA3, who opened the meeting at 09h30.

2
Approval of Agenda and Meeting Objectives

The Chairman indicated that the topic of Relay was not in the scope of Rel-12, and would not be discussed.

S3-140350
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

To investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

To notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

4.1
Security Aspects of Group Communication System Enablers for LTE (GCSE)

S3-140360
Analysis on security options in unicast mode





Source: Huawei, HiSilicon, Nokia and NSN

Abstract: 

Four options in multicast mode have been described in key issue: Level of applying security for mitigation of GCSE risks/threats. This contribution makes analysis on security options in unicast mode.

Discussion: 

At the end of §6.4.1 the paragraph beginning "It needs to be analyzed …" should have been an editor's note, not part of the final text.

It was questioned whether selection of one of the two options was mandatory, or whether both / neither could be selected. The author indicated that this was for further study.

Decision: 

The document was approved.



S3-140361
Clarification on GCSE_AS and NDS/IP





33.888 v..





Source: Huawei, HiSilicon, Nokia and NSN

Abstract: 

In SA2 TS 23.468 section 4.2.1, it describes GCSE architecture model and mentions that:

‘This model assumes that the GCS AS is not associated with any PLMN (regardless of the wireless access subscription of the UEs that use it). The GCS AS is merely perceived of as a third party application server by each serving PLMN.’

It is proposed to modify description of GCSE_AS in section of GC2 interface.

Furthermore, the use of NDS/IP mechanism is an operator’s option. So it is proposed to handling the editor’s note according the pCR.

Discussion: 

A typo was identified: 22.468 should be 23.468. Concern was expressed over the "operator option", but it was clarified that the meaning was that it was mandatory for operators to implement, to avoid unstandardized third-party implementations.

The wording of the note was questioned. You can use IPSec from external parties, but this is not NDS/IP, which is only specified within the 3GPP network.

In MTC where the communication was not intra-3GPP, the objective was to allow other mechanisms than NDS/IP, but this policy was questioned. It was also pointed out that all operators did in fact deploy NDS/IP.

Aggreed to use “NDS/IP mechanism” as a terminology and replace “shall” by “should”..

Decision: 

The document was revised to S3-140542.



S3-140542
Clarification on GCSE_AS and NDS/IP





33.888 v..





Source: Huawei, HiSilicon, Nokia and NSN

(Replaces S3-140361)

Decision: 

The document was approved .


S3-140497
GCSE: Additions to key issue 6.3





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

Group Communications are likely to be delivered over a mix of unicast and multicast bearers, to enable efficient use of radio resources, and provide scalability for large groups receiving the same GC from a single eNodeB.  While for unicast in the uplink and downlink communication LTE security may be sufficient (subject to the policies of public safety organisations), it will not be the case if the multicast/broadcast path is used. The broadcast via MBMS user bearer needs to be protected such that only group members that are authorized are able to access the content. 

A consistent set of security mechanisms must be presented across the two modes.

Some proposed solutions include the short-term delivery of media streams over both unicast and multicast bearers, to ensure service continuity during transition. Security mechanisms may therefore need to be consistent with this.

Discussion: 

It was questioned whether the uplink always used EPS bearer services, so "may" was inappropriate. There was thought to be some confusion over services of the uplink and the downlink. Some clarification was needed, possibly by way of an editor's note.

Decision: 

The document was revised to S3-140543.



S3-140543
GCSE: Additions to key issue 6.3





33.888 v..





Source: Nokia Corporation, NSN

(Replaces S3-140497)

Decision: 

The document was approved.



S3-140363
Solving editor's notes on GC2 security





33.888 v..





Source: Huawei, HiSilicon

Abstract: 

There is an editor’s note on key change for unicast case in key issue: Adding and removing group members.

‘Editor’s note: It seems possible to change the MSK and MTK in MBMS such that there is no disruption in communication. Disruption in communication through key change, especially for the unicast case, is ffs.’

This contribution proposes to solve this editor’s note.

Discussion: 

Some modified text was proposed to clarify the applicability to LTE.

Decision: 

The document was revised to S3-140544.



S3-140544
Solving editor's notes on GC2 security





33.888 v..





Source: Huawei, HiSilicon

(Replaces S3-140363)

Decision: 

The document was approved.



S3-140469
MBMS security for GCSE in Rel-12





33.888 v..





Source: Ericsson

Abstract: 

At SA3#74 in Taipei SA3 and SA2 had a joint meeting discussing GCSE security and its scope in Rel-12. After that SA2 had their meeting SA2 #101bis where SA2 progressed further GCSE work. As a result SA2 GCSE TS 23.468 was sent for approval to SA #63, where it was approved. 

This contribution discusses the usage of MBMS security for GCSE in Rel-12 and proposes a way forward.

Discussion: 

Commentary appeared in tdoc S3-150538, and discussion took place in the context of that document.

Merged with 538

Decision: 

The document was revised to S3-140605.



S3-140538
MBMS security for GCSE in Rel-12, comments by NSN





33.888 v..





Source: NSN

Abstract: 

The document proposes revisions to S3-140469.

S3-140469 rules out Option B in Release 12 with the argument that if Option A is implemented, Option B gives no real advantage for the public safety community. We believe this depends on how much effort is expected to go into the development of an GCS AS. It is one thing to somehow distribute the group key MSK in some manner, and quite a different thing to implement a multicast encryption function.  

An advantage of delegating the protection function to MBMS security is to partially re-use an available specification without much effort so that the multicast encryption function would not have to be implemented in the AS. E.g. IMS media security has shown that developing new encryption functions for media is not always so easy and takes a long time. Re-using standardized encryption function may also give in GCS UE implementations advantages.

Discussion: 

At any point in time, one MBMS bearer could only support one MBMS session, so no multiplexing was possible unless encryption was used to differentiate amongst MBMS packets. Perhaps this mechanism, as proposed by SA2, was not the best approach to meet the security requirement.

Some of the NSN proposals were questioned (point 4), and NSN sought to clarify their text.

Motorola did not agree that it was complex to encrypt multicast information for groups, there were mechanisms for this, and indeed this was essential in cases where the users could not rely on the security of the 3GPP network, so the security would be applied in the upper level AS. NSN wondered whether perhaps the 3GPP AS did not need to implement security at all, in this case, but Motorola proposed retaining this capability to meet certain scenarios. The question was, can one RTP session be offered for each user group, and NSN believed that MBMS level security multiplexing was difficult for sessions with different start and stop times, and in such cases, higher level security was to be preferred. The AS could control the multiplexing, but would the MBMS security still work as expected. 

Ericsson believed that it was not possible to make assumptions about the GCS groups - could they include several RTP sessions, for example? NSN believed this was not a problem: groups were not limited to a single RTP session, and each would need a separate MSK. Each MBMS session could be carried by one or more MBMS bearers: several layers had to be considered.

Off line discussion was needed.

Decision: 

The document was revised to S3-140605.



S3-140605
MBMS security for GCSE in Rel-12, comments by NSN





33.888 v..





Source: NSN

(Replaces S3-140538)

Decision: 

The document was approved.



S3-140475
GCSE: Availability of BM-SC for GCSE security





33.888 v..





Source: Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)

Abstract: 

This contribution discusses the Key Issue on the level of applying GCSE security and highlights situations where the BM-SC may not be available to apply the security for group communications.

Discussion: 

Motorola believed only option A was feasible, and offered some text for the "evaluation" clause.

NSN stressed that the objective of the work item was the use of the 3GPP network for critical communications, and the users had to have the confidence that the networks were indeed suitable for this use. Motorola agreed this but believed that as much functionality as might be needed should be provided. Ericsson recalled that the work item was to investigate the applicability of MBMS in the context of resilient eNodes-B, and this text appeared a little strange: it was not appropriate to consider future work in the context of Release 12.

Decision: 

The document was revised to S3-140547.



S3-140547
GCSE: Availability of BM-SC for GCSE security





33.888 v..





Source: Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)

(Replaces S3-140475)

Decision: 

The document was approved.



S3-140438
GCSE: Security options for data protection – way forward for Rel-12





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

The main objective of this contribution is to identify, whether the re-usage of parts of MBMS security would be an option and list all options for data protection.

Discussion: 

BT had some problem with the proposals. Ericsson believed there were some factual inaccuracies and offered some minor wording change.

It was questioned whether option 2 made sense for unicast.

NSN stressed that, in preparing the contribution, they had concentrated on the requirements from the UK Home Office.

The Chairman concluded that option 2 could be removed, but instead a note was added to the option highlighting the concerns, observing that this was outside the scope of the Release 12 work. Regulators and users were asking only for end-to-end security in Rel-12, and 3GPP-network-internal security was really a different matter. But it was stressed that the current work was only a study, and all options should be included at this stage, even though some options could be eliminated when technical specification work took place. Blackberry was nevertheless concerned that the TR would not contain too many options.

Some further minor wording changes were requested by CESG. It was clarified that the term "LTE security" in this context really meant "EPS security". 

Decision: 

The document was revised to S3-140548.



S3-140548
GCSE: Security options for data protection – way forward for Rel-12





33.888 v..





Source: Nokia Corporation, NSN

(Replaces S3-140438)

Abstract: 

Presents the agreed text changes to S3-140438.

Decision: 

The document was approved.



S3-140382
pCR GCSE: IDENTITY: Signalling flows for multicast communications





33.888 v..





Source: CESG (UK Gov)

Abstract: 

This submission updates the IDENTITY solution proposed for GCSE to remove any repetition of content from the ProSe TR. It now references this submission instead. Additionally the interaction between GCSE and the IDENTITY solution proposed in the ProSe TR is described with signalling flows. In particular, IDENTITY support for multicast is described.

Discussion: 

BT was concerned that the session key was distributed raw, but CESG said this was unavoidable. NSN wondered if this contribution made sense if ProSe was not used. CESG believe a single solution which worked across any solution would apply. It was clarified that this contribution was entirely "option A". There was some confusion over the term "session" and "application", and CESG sought to clarify this. Nevertheless, this solution should not appear in the TS but it should appear in the TR as the basis for future work in future Releases.

Decision: 

The document was revised to S3-140597.



S3-140597
pCR GCSE: IDENTITY: Signalling flows for multicast communications





33.888 v..





Source: CESG (UK Gov)

(Replaces S3-140382)

Decision: 

The document was approved.



S3-140445
pCR GCSE: Solution for Security across Unicast and Multicast Modes





33.888 v..





Source: CESG (UK Gov)

Abstract: 

This submission proposes a solution for maintaining security across unicast and multicast modes. Explicitly, it suggests that a session-layer security mechanism external to GCSE (e.g. SDES, KMS or IDENTITY) would meet the security requirement within this GCSE key issue.

Discussion: 

The proposal was to use option A. Ericsson questioned the target Release, as well as precisely what was meant. CESG clarified that the solution might be implemented in Release 13, even though this study was in Release 12.

Ericsson believed that RFC 4568 implied that some work was required in IETF and this should be captured in an editor's note. BT wondered whether it was mandatory to have an IMS core for this implementation rather than media plane security. CESG indicated that any solution would do, these were simply examples.

Decision: 

The document was revised to S3-140549.



S3-140549
pCR GCSE: Solution for Security across Unicast and Multicast Modes





33.888 v..





Source: CESG (UK Gov)

(Replaces S3-140445)

Abstract: 

Contains the changes proposed on S3-140445 (two editor's notes).

Decision: 

The document was approved.



S3-140474
Negotiation of MBMS security for MB2





33.888 v..





Source: Ericsson

Abstract: 

This contribution proposes a negotiation mechanism which would allow GCS AS to indicate whether it requires MBMS security services from BM-SC and for the BM-SC to response if it supports MBMS security services.

Discussion: 

There was some debate over the necessity for these mechanisms in Rel-12, if option A were the only solution for Release 12, depending on what security mechanisms were introduced. But if there was no GCSE MBMS security in Release 12, this would need to be signalled and negotiated. NSN was in favour of keeping it in the TR, but for Rel-13. NSN also indicated that there was no risk of downgrading security because the signalling was all intra-network, not involving the UE. An editor's note would be added.

NSN also wanted clarification of why there was a need to bind to the TMGI Request. The numbered points below the figure applied to this and were not relevant for the security issue. The text could be simplified and the figure removed.

.

Decision: 

The document was revised to S3-140550.



S3-140550
Negotiation of MBMS security for MB2





33.888 v..





Source: Ericsson,NSN
(Replaces S3-140474)

Decision: 

The document was approved.



S3-140439
Option 1 - Re-usage of MBMS security and LTE security for downlink data protection in GCSE





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

Two options have been identified that re-use the data protection mechanisms of MBMS security. In Option 1 GCS AS relies on LTE security (confidentiality and integrity) for the unicast downlink and relies on MBMS security for the multicast/broadcast downlink

Discussion: 

BT again questioned the meaning of LTE security. No new mechanisms (beyond those already in Release 11) were needed. Qualcomm questioned whether more than one BMSC might be involved; if so, the mechanism would not work because there was only one packet counter and only one state machine. NSN agreed to some extent. The SA2 spec supported the one-to-one condition. It was necessary to cater for all possible cases when devising the procedures. Multiple BMSCs would indeed be problematic. It was postulated that a timestamp might be used instead of (or as well as) the counter. This would have to be left ffs.

Decision: 

The document was revised to S3-140551.



S3-140551
Option 1 - Re-usage of MBMS security and LTE security for downlink data protection in GCSE





33.888 v..





Source: Nokia Corporation, NSN

(Replaces S3-140439)

Abstract: 

Includes the editor's note discussed in S3-140439.

Decision: 

The document was approved.



S3-140440
Option 2 - Re-usage of MBMS security for all downlink data protection in GCSE





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

Two options have been identified that re-use the data protection mechanisms of MBMS security. In Option 2 GCS AS relies on MBMS security protection mechanism for both, unicast and multicast/broadcast downlink, i.e. the BM-SC would process the data for multicast/broadcast and, in addition, send the encrypted data back to the AS for unicast distribution. This pCR sketches a solution for re-usage of MBMS security for all downlink data protection
Discussion: 

There was a short indication on the question of timestamp versus monotonic counter, and this had been fixed elsewhere. A similar editor's note could be included, bearing in mind what was practical to implement. It was questioned whether outsourcing this function was desirable or necessary. Nokia agreed that availability was crucial, but it was not appropriate to specify it in a technical specification.

Decision: 

The document was revised to S3-140552.



S3-140552
Option 2 - Re-usage of MBMS security for all downlink data protection in GCSE





33.888 v..





Source: Nokia Corporation, NSN

(Replaces S3-140440)

Abstract: 

Includes the agreed editor's note.

Decision: 

The document was approved.



S3-140441
GCSE: Requirements on BM-SC, UE and MB2 interface for downlink data protection





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

It is proposed to include normative text for GCS security in a new Annex to 33.246. This new Annex would have to contain a description of information flows and list explicitly which (sub)clause of 33.246 is relevant/non-relevant for GCSE security.   The f

Discussion: 

Time did not permit discussion of this document.

Decision: 

The document was postponed.



S3-140442
GCSE key issues in scope of Rel-12





Source: Nokia Corporation, NSN

Abstract: 

This contribution proposes a way forward to normative 3GPP work on GCSE security in Rel-12. The main objective of this contribution is to identify, which key issues to follow up and to discuss in the meeting the formulation of appropriate requirements for

Discussion: 

The document would be discussed after the meeting by email and / or by teleconference.

617 will gather the results on their discussions

Decision: 

The document was noted.



S3-140424
Requirements related to different attacks





Source: Nokia Corporation, NSN

Abstract: 

The GCSE TR 33.888 has currently a list of key issues and requirements associated to each key issue. The presented attacks focus on different interfaces and different security properties. 
Discussion: 

The document would be discussed after the meeting by email and / or by teleconference.

617 will gather the results on their discussions

Decision: 

The document was noted.



S3-140449
pCR GCSE: Solution for Security in critical communication scenarios





33.888 v..





Source: CESG (UK Gov)

Abstract: 

This contribution adds a solution that notes that some public safety users will require e2e or e2ae security to operate over GCSE, and that the solution for GCSE security should not prevent the use of these types of solution.

Discussion: 

It was clarified that the newly referenced TR and TS would not be used in their entirety, and no normative implication was intended. Extensive (simplifying) changes to §6.X.4.1 were agreed.

Decision: 

The document was revised to S3-140553.



S3-140553
pCR GCSE: Solution for Security in critical communication scenarios





33.888 v..





Source: CESG (UK Gov)

(Replaces S3-140449)

Abstract: 

Includes agreed revisions.

Decision: 

The document was revised to S3-140590.



S3-140590
pCR GCSE: Solution for Security in critical communication scenarios





33.888 v..





Source: CESG (UK Gov)

(Replaces S3-140553)

Decision: 

The document was approved.



S3-140362
Some corrections and clarifications to GCSE TR





33.888 v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was merged into S3-140546.



S3-140494
GCSE: Update of Section 4.2 according to TS 23.468





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

This contribution gives an update of section 4.2 considering the approved TS 23.468.

Decision: 

The document was merged into S3-140546.



S3-140546
Some corrections and clarifications to GCSE TR





33.888 v..





Source: Huawei, HiSilicon, Nokia, NSN

Abstract: 

This is a merger of revised text from S3-140362 and '494.

Decision: 

The document was approved.



S3-140443
GCSE update on Section 5 according to TS 23.468





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

This contribution gives an update of section 5 according to the TS 23.468.

Discussion: 

It was queried whether the MuSe entity necessary needed to appear in the figure, and the author indicated that this was explained in the text below the figure. Further precision in the definitions might be needed.

Decision: 

The document was approved.



S3-140483
GCSE: Update of Section 1 according to TS 23.468





33.888 v..





Source: Nokia Corporation, NSN

Abstract: 

This contribution gives an update of section 1 considering the approved TS 23.468.

Decision: 

The document was approved.



S3-140491
GCSE: Update of Section 3.3 according to TS 23.468





Source: Nokia Corporation, NSN

Abstract: 

This contribution gives an update of section 3.3 considering the approved TS 23.468.

Decision: 

The document was approved.



S3-140489
GCSE: Update of Section 3.3 according to TS 23.468





Source: Nokia Corporation, NSN

Abstract: 

This contribution gives an update of section 3.3 considering the approved TS 23.468.

Decision: 

The document was withdrawn.



S3-140541
GCSC TR 33.888





33.888 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-140604
LS to SA2 on GCSE





Source: Ericsson

Decision: 

The document was withdrawn.



S3-140617
results of discussions on 442 and 424





Source: NSN

Decision: 

The document was left for email approval and approved.



4.2
Security Aspects of Proximity-based Services (ProSe)

S3-140359
Way forward for ProSe security





Source: Huawei, HiSilicon

Abstract: 

As SA-wide work item on ProSe for R12, SA2 has made some decisions and has progressed to a TS stage to finalize R12. The SA2’s TS 23.303 has been stable for some time now. SA3’s TR has progressed sufficiently that we can move forward with our own TS based on some of the decisions made by SA2.

Discussion: 

Ericsson believed it would be good to describe model B, but others thought it was not in the scope of Release 12.

Decision: 

The document was noted.



S3-140524
Comments on S3-140359





Source: Alcatel-Lucent

Abstract: 

Comment contribution on S3-140359

Discussion: 

It was confirmed that the deletion of "restricted" had been agreed by SA2. The approach of the document was endorsed as the way forward for ProSe.

It was decided that post-Release-12 topics would be retained in the TR but placed in a dedicated annex, to be brought into the main body during the development of Release 13. The scope of Release 12 would be made clear in the TR (33.833).

Decision: 

The document was noted.



S3-140554
LS on scope of ProSe in Rel-12





Source: Ericsson

Discussion: 

The document was prepared by Mr. Vesa Lehtovirta based on the contents of S3-140524.

Decision: 

The document was approved.



S3-140456
Amendment to Introduction of proximity Services Security





33.833 v..





Source: Samsung

Abstract: 

For Proximity based services, the scope and service scenarios for release 12 ProSe enabled UEs are changed. In this contribution, we rectify and clarify certain inaccuracies in TR 33.833 in accordance with release 12 ProSe features.

Discussion: 

Following the discussion under S3-140524, it was agreed that the deleted references in this draft should be retained. The SA2 TS would eventually need to be referenced.

The scope of Release 12 could be included in a new §4.1.3, based on the text in the LS S3-140554.

Decision: 

The document was revised to S3-140555.



S3-140555
Amendment to Introduction of proximity Services Security





33.833 v..





Source: Samsung

(Replaces S3-140456)

Decision: 

The document was approved.



S3-140452
Prose Security Architecture





33.833 v..





Source: Samsung

Abstract: 

In last SA2 Working group discussion, SA2 working group members change the Proximity based services architectural reference model. Security threats, requirements, and solutions have to be considered based on the changed architecture model. Therefore, in this contribution the reference architecture and security aspects are addressed.

Discussion: 

A modification to the definition of PC1 and to the editor's note below it from Vodafone was supported by BT, but the precise wording caused some difficulty due to the question of whether the subject was within the scope of the SA3 work. Was the situation similar to that for GC1? A lengthy discussion on the precise wording ensued.

Decision: 

The document was revised to S3-140556.



S3-140556
Prose Security Architecture





33.833 v..





Source: Samsung

(Replaces S3-140452)

Abstract: 

Captures the agreed revisions.

Decision: 

The document was approved.



S3-140453
Security for Proximity based service Direct communication





33.833 v..





Source: Samsung

Abstract: 

For Proximity services, the scope of release 12 of SA2 is restricted to One-to-many ProSe direct communication. Therefore, for the security feature in SA3 has to focus on One-to-many ProSe direct              communication. In this contribution, we revise the TR 33.833 in the light of TS 23.303.

Discussion: 

It had been agreed during the above discussions that the text would be retained, but moved to an annex, and this task was delegated to the Rapporteur. However, BT thought that this was a special case of one-to-many. A minor modification to §5.4.3.2 was needed.

Decision: 

The document was endorsed.



S3-140454
security for ProSe discovery





33.833 v..





Source: Samsung

Abstract: 

For Proximity based services, up to the present we consider the restricted and open direct discovery.  On the other hand, the release 12 ProSe discovery covers only aspects of the open direct discovery. Therefore, in this contribution, we modify the TR 33.833 to align with SA2 specification scope.

Discussion: 

The beyond-Release-12 elements would be retained but moved to an annex, and this was entrusted to the Rapporteur.

Decision: 

The document was endorsed.



S3-140425
Analysis of Requirements





33.833 v..





Source: Nokia Corporation, NSN

Abstract: 

TR 33.833 contains in chapter 5 for most of the security issues a section on the implied requirement to the ProSe security solutions. Many of those requirements are repetitions of the ones in previous sections or are basically the same requirement 

Discussion: 

The mandatory / optional nature of the provisions was questioned but it was clarified by the author that this was yet to be determined. Qualcomm believed it was necessary to be careful of potential overlap of ProSe elements.

Decision: 

The document was noted.



S3-140434
Proposed skeleton for ProSe TS





Source: Qualcomm Incorporated

Abstract: 

SA2 have had their Rel-12 ProSe TS approved. There are several different ProSe features included.  Hence it seems appropriate that SA3 document their Rel-12 ProSe work in a new TS as more than a simple CR to another specification is needed. It is proposed that SA3 agree have a new TS for ProSe. 

A proposed skeleton for the TS is in the attachment to this contribution. After the normal first three clauses, the skeleton proposes to put any needed background text in clause 4. Clause 5 will contain any security procedures that are common between the different ProSe features. Finally clause 6 will included the overall security solution for each different ProSe feature that will refer back to the procedures in clause 5 as necessary. It is proposed that SA3 agree to use the attached as the skeleton for the ProSe TS. 

Finally if SA3 agree to a new TS, then a WID update is needed to clarify that SA3 is having a new TS (S3-140437 contains a proposed update).

Discussion: 

This document was presented in conjunction with S3-140436 and S3-140437.

There was a short discussion on whether it was better to maintain the TR, or to simply modify the affected TSs.

Samsung wondered whether the TS needed an annex to retain the provisions of the TR. The Rapporteur indicated that this would become clear when contributions were made to the text.

Decision: 

The document was approved.



S3-140436
Proposed text for the early sections of ProSe TS





33.833 v..





Source: Qualcomm Incorporated

Abstract: 

This contribution proposes some text to include in the early clause of the ProSe TS.

Discussion: 

The WID proposing this TS was presented in S3-140437.

Decision: 

The document was revised to S3-140558.



S3-140558
Proposed text for the early sections of ProSe TS





33.833 v..





Source: Qualcomm Incorporated

(Replaces S3-140436)

Abstract: 

New scope text.

Decision: 

The document was approved.



S3-140437
Update of ProSe WID to include SA3 TS





Source: Qualcomm Incorporated

Abstract: 

This contribution proposes a small update to the ProSe WID to include that SA3 are having a TS.

Discussion: 

The supporting companies were missing.

Decision: 

The document was revised to S3-140559.



S3-140559
Update of ProSe WID to include SA3 TS





Source: Qualcomm Incorporated

(Replaces S3-140437)

Abstract: 

Includes the supporting companies.

Decision: 

The document was approved.



S3-140557
ProSe TS skeleton





33.xxx v..





Source: Qualcomm (Rapporteur)

ACTION:
MCC will ask for a spec number for the TS

(action on: MCC)

Decision: 

The document was approved.



S3-140506
Reply LS on ProSe Lawful Interception





Source: SA2

Abstract: 

Provides answer to questions from RAN. (SA2 is cc.)

Decision: 

The document was noted.



S3-140509
LS reply on discovery message size





Source: SA2

Abstract: 

Provides an answer to the question on discovery message size from SA2.

Discussion: 

The field structure and lengths were provided. BT questioned whether two bits was sufficient to describe the number of UE modes envisaged.

Decision: 

The document was noted.



S3-140511
LS on Provisioning of ProSe configuration information in a public safety ProSe enabled UE





Source: SA2

Abstract: 

SA2 has discussed the provisioning of the ProSe configuration information for a UE intended to be used for public safety communications and has reached agreements that are captured in TS 23.303.

Discussion: 

The action requested of SA3 was "to determine the mechanism for the ME to identify whether the selected USIM permits the Prose enabled Public Safety UE to use the ME provisioning parameters".

A response might be required from the next SA3 meeting.

ACTION:
To address the i/c LS in S3-140511.

(action on: all delegates )

Decision: 

The document was noted.



S3-140537
LS about the removal of ENs from TR 23.703 annexes





Source: S2-140776

Abstract: 

SA2 during the study phase of ProSe has identified a number of editor's notes that reflect actions to SA WG3 and CT WG1. The content of the agreed normative stage-2 procedures that was contained in the TR 23.703 v.1.1.0 annexes as a temporary placeholder will now be moved to TS 23.303 that will be sent for approval at SA#63. 

These editor's notes need to be removed, therefore SA2 would like to inform SA WG3 and CT WG1 about them since they may affect your work on ProSe.

Discussion: 

These editor's notes would be taken into account in the work of SA3, noting that some were no longer in scope for Release 12.

ACTION:
To take account of the editor's notes mentioned in S3-140537 in future work of SA3 by way of any necessary contributions.

(action on: all delegates)

Decision: 

The document was noted.



S3-140422
ProSe Security-Security for PC3





33.833 v0.4.0





Source: HUAWEI, Hisilicon

Abstract: 

This document is about the security protection on the PC3 interface between the ProSe Function and the UE.

Discussion: 

It was questioned what was included in the ProSe authentication request, and the author replied that the information needed to authenticate the UE as contained in the HSS would be included, the same as the MS AK.

BT wondered if there was a need for segregation here. Was there an AMF bit to indicate this? Alcatel-Lucent noted that there was no similar mechanism in IMS. 

Samsung asked what the use of the sequence number was. Huawei responded that it adds the same freshness to the key as that in Kasme derivation.

Nokia believed that there might be a contention error for sequence numbers by this new usage, and moreover what was proposed would be difficult to achieve in the terminal (based on the experience of implementing GBA). Huawei stated that the purpose of the text was to give detail on one solution proposed in the TR. Nevertheless, Nokia would like to see an FFS editor's note concerning sequencing, HLR load issues and synchronization.

Ericsson and BT would like to have seen a comparison of this solution against other solutions, eg GBA. Huawei 


was not sure stated that it was really possible is not necessary  to compare GBA vs. this solution in this contribution since it only gives details for the existing AKA-based solution in section 6.1.2.2.

.

Orange wanted to see the content of the authentication vector described in detail.

Ericsson stressed that the TR should indicate why this solution would be preferred to the (existing, standardized) 


solution using GBA. Huawei thought this might have to wait until the next meeting, since that there was currently


 three possible solutions, not just two. Nokia observed that the document proposed a solution not wholly dissimilar 


to GBA, and a note could be added to compare the key derivation method. 


Interdigital believed this was not, in fact, a new solution. There was no difference between this approach and the 


long-standardized AKA approach.


Samsung was still puzzled about the need for the concatenation IK-CK. Huawei again explained the approach, saying that the original IK and CK could not leave the HSS for security reasons, hence the IK’ and CK’ need to be derived using the 256-bit concatenation IK-CK as the input key for the KDF. . The solution of §6.1.2.2 had not changed, so the best place for a new 


editor's note was not immediately below §6.1.2.X as had been proposed. Finally it was accepted to put the editor’s notes in 6.1.2.X.

Decision: 

The document was revised to S3-140560.



S3-140560
ProSe Security-Security for PC3





33.833 v0.4.0





Source: HUAWEI, Hisilicon

(Replaces S3-140422)

Abstract: 

Captures the three agreed editor's notes and associated changes.

Decision: 

The document was approved.



S3-140444
Proposed improvements to ProSe solution 2.5





Source: Qualcomm Incorporated

Abstract: 

This contribution proposes an update of solution 2.5.

Discussion: 

Blackberry wondered if the key used for computing the MIK was UE specific, and this was confirmed. There was no concept of Groups in the context of this procedure.

Some minor updates were needed as a result of hang-overs from a previous contribution.

Samsung sought clarification of "the ProSe App Id Name of that code and possibly the meta-data" in step 4 of the overview, and Qualcomm explained the text.

Decision: 

The document was revised to S3-140561.



S3-140498
Updates to solution #2.5: Security for discovery with network checking





33.833 v0.4.0





Source: Ericsson

Abstract: 

This contribution proposes a number of changes to the solution in section 6.2.5 (Solution #2.5: Security for discovery with network checking) to align with SA2 specifications. Some additional clarifications are also proposed.

Discussion: 

Qualcomm believed that this document could be combined with the previous one since it addressed the same areas. Qualcomm also proposed some minor improvements to the text. He was concerned that the editor's not confused public safety and commercial usage. Alcatel-Lucent thought the editor's note could be clarified and made more concise.

Alcatel Lucent also believed a modification to the second paragraph of §6.5.3.1 was needed: the requirement needed to have the conditions specified. Samsung agreed, pointing out that §6.2.5.3.1/2/3 were relevant in this context and proposed moving the entire clause §6.2.5.3.1.

Vodafone proposed to remove the editor's note altogether, as redundant. An alternative, according to Alcatel-Lucent, would be to change the title of this clause to restrict its scope. In was decided to do both.

Samsung observed that protection of PC3 had already been covered. Qualcomm stated that the objective had been to describe the complete solution in full.

Decision: 

The document was merged into S3-140561.



S3-140561
Proposed improvements to ProSe solution 2.5





33.833 v0.4.0





Source: Qualcomm Incorporated

(Replaces S3-140444)

Abstract: 

Fixes the figure.

Decision: 

The document was approved.



S3-140446
Freshness for direct discovery





33.833 v0.4.0





Source: Qualcomm Incorporated

Abstract: 

This contribution provides more details to the security solution for direct discovery in the case that the UE checks the discovered codes with the network.

Discussion: 

Nokia sought clarification as to whether after step 3 a reply attack might be possible. Qualcomm believe the max offset configuration would minimize this possibility. Possibly a note (in step 2) was needed to warn of this.

Alcatel-Lucent believed the wrong figure was included, and Qualcomm agreed that it needed updating to include the time offsets etc.

Decision: 

The document was revised to S3-140562.



S3-140562
Freshness for direct discovery





33.833 v0.4.0





Source: Qualcomm Incorporated

(Replaces S3-140446)

Decision: 

The document was approved.



S3-140448
DDoS attacks using direct discovery





33.833 v0.4.0





Source: Qualcomm Incorporated

Abstract: 

This contribution provides more details to the security solution for direct discovery in the case that the UE checks the discovered codes with the network.

Discussion: 

Huawei was concerned that previous contributions showed how the UE synchronized with the network, and what would happen if the two times were different. Qualcomm replied that the time provided by the ProSe function should be taken. Huawei wanted it clarified that this would have to inhibit other time synchronization mechanisms. Huawei was concerned that a UE might by trying to synchronize to two or more clocks. 

Alcatel Lucent was worried that UEs might send large numbers of (D)DOS attacks by changing their identities. It was not realistic to impose limits on the UE and to rely on "proper" behaviour. Qualcomm agreed, but this was not a ProSe-specific problem, since it applied to any network function. Alcatel-Lucent said the solution might work against DOS attacks, but not necessarily against DDOS. Was it not easier to deny service to such UEs when they are identified. The proposed solution did not solve the problem, so it was not necessary to even try to do it.

Nokia agreed with Alcatel-Lucent: the procedure did not really help. Qualcomm wished to retain the text in the TR and re-evaluate it when preparing the TS. There was little enthusiasm for this.

Decision: 

The document was revised to S3-140563.



S3-140563
DDoS attacks using direct discovery





33.833 v0.4.0





Source: Qualcomm Incorporated

(Replaces S3-140448)

Decision: 

The document was approved.



S3-140455
Analysis of security for direct discovery





33.833 v0.4.0





Source: Qualcomm Incorporated

Abstract: 

This contribution provides an analysis of the solutions proposed in the TR 33.833 to secure direct discovery.

Discussion: 

The document served as an introduction to S3-140467. Meanwhile, a further philosophical discussion took place on the reliability of UEs and the potential of a UE to indulge in all sorts of malfeasance.

It was agreed that the details of #2.5 would be taken into account in furthering the TR.

Decision: 

The document was noted.



S3-140467
Incorporating solution #2.5 in the ProSe TS





33.833 v0.4.0





Source: Qualcomm Incorporated

Abstract: 

This contribution provides a pCR for including an updated solution #2.5 in the ProSe TS.

Discussion: 

The text of this document would need to be modified in the light of the preceding documents. Vodafone would like to see an update of this document including all the previous discussions.

Nokia proposed that, since this document was more or less a copy and paste of the previous documents, and it was not useful to discuss this document in detail in its present form.

Qualcomm summarized the changes needed as a result, including an FFS on the use of GBA.

Decision: 

The document was revised to S3-140564.



S3-140564
Incorporating solution #2.5 in the ProSe TS





33.833 v0.4.0





Source: Qualcomm Incorporated

(Replaces S3-140467)

Abstract: 

Contains all the changes agreed up to this point.

Decision: 

The document was approved.



S3-140450
Proposed LS on parameter synchronization





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-140566.



S3-140566
Proposed LS on parameter synchronization





Source: Qualcomm Incorporated

(Replaces S3-140450)

Decision: 

The document was approved.



S3-140451
Proposed LS on discovery message format for ProSe/D2D





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was postponed.



S3-140465
Direct Discovery response





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-140468
ProSe: Evaluation of direct discovery solutions





Source: Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)

Abstract: 

This contribution provides an evaluation of the proposed solutions for the security of direct discovery messages.

Decision: 

The document was postponed.



S3-140396
Securing the UE location reporting interface





Source: Vodafone

Abstract: 

-

Discussion: 

ALU: interface not in 3GPP, regulated in OMA. We can't mandate any functionality to that interface. 

Vodafone: the market decides, the security requirements don't change. We should support GBA for the Proxy at least. If the public safety authority wants to change the operator, they just remove the USIM. We can also remove the reference to TS ULP.

ALU: we still have to go to OMA to mandate anything.

NSN: It would be useful to send an LS to OMA to reference our documents to then.

The Chairman proposed to investigate the LS and also decide if this is in scope of Rel-12.

Decision: 

The document was noted.



S3-140397
Origin authenticity and authorization of proximity requests





Source: Vodafone

Abstract: 

no mechanism currently exist to ensure that the ProSe Function of an initiating PLMN which sends a proximity request for a target UE to another ProSe Function (over PC6 or PC7 interface) has genuinely been requested by a UE of the initiating PLMN. 
Discussion: 

ALU: There's a secure tunnel between the security gateways already.

VF: The application server could be outside the operator's control.

ALU: weak at UE level, it could be misused. The cryptographic signature could be misused.

VF: Only the application server should be able to verify the signature.

Decision: 

The document was approved.



S3-140381
pCR ProSe: Public safety security layered over network security





Source: CESG (UK Gov), Home Office (UK Gov), Ericsson

Abstract: 

-

Discussion: 

NSN: why not use this distinction in the application layer?

CESG:We would like to be in control of the session layer setup.

Decision: 

The document was revised to S3-140568.



S3-140568
pCR ProSe: Public safety security layered over network security





Source: CESG (UK Gov), Home Office (UK Gov), Ericsson

(Replaces S3-140381)

Decision: 

The document was approved.



S3-140462
Integrity protection in PDCP layer for One-to-many communication





Source: Ericsson

Abstract: 

-

Discussion: 

BT: Packets injected and then rejected are not being checked. For example in billing, this would be a problem because you are being charged for that.

Nokia:  the operator is not aware of those packets, they wouldn't charge for them.

Decision: 

The document was approved.



S3-140402
ProSe: Security analysis for GBA-based key distribution for group communications with invitation





Source: China Mobile, Intel

Abstract: 

-

Discussion: 

ALU: step 5 cannot be scheduled to be executed before 6. 

China Mobile: This is to guarantee that the removed UE will not require a key from the ProServer.

ALU: message 6 can be sent at any time. If the message before the list is updated the User_n will not be joined in the group.

It was agreed to add a pre-condition in the beginning of step 5.

Decision: 

The document was revised to S3-140569.



S3-140569
ProSe: Security analysis for GBA-based key distribution for group communications with invitation





Source: China Mobile, Intel

(Replaces S3-140402)

Decision: 

The document was approved.



S3-140358
update to solution #3.5





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

BT: add an editor's note on how the security key of the group will be protected.

Blackberry: you rely on the group key not being ever compromised.

Huawei: there is nothing else to rely on.

Blackberry: add an editor's note on the mutual authentication being sufficient.

ALU didn't agree with this, Blackberry had a similar concern. It needs to be checked whether he requirement on mutual authentication has been met

It was agreed to have editor's notes to address these issues.

Decision: 

The document was revised to S3-140570.



S3-140570
update to solution #3.5





Source: Huawei, HiSilicon

(Replaces S3-140358)

Decision: 

The document was approved.



S3-140377
pCR ProSe: IDENTITY: Signalling flows for configuration by KMS





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-140595.



S3-140595
pCR ProSe: IDENTITY: Signalling flows for configuration by KMS





Source: CESG (UK Gov)

(Replaces S3-140377)

Decision: 

The document was approved.



S3-140378
pCR ProSe: IDENTITY: Signalling flows for pre-arranged groups





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-140586.



S3-140379
pCR ProSe: IDENTITY: Signalling flows for ad-hoc groups





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-140587.



S3-140380
pCR ProSe: IDENTITY: Media Security





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-140588.



S3-140473
pCR ProSe: IDENTITY: Update to group introduction





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-140589.



S3-140477
Improvement to solution #3.6 on one-to-many communications





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-140596.



S3-140596
Improvement to solution #3.6 on one-to-many communications





Source: Qualcomm Incorporated

(Replaces S3-140477)

Decision: 

The document was approved.



S3-140481
Incorporating solution #3.6 into the ProSe TS





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-140457
Security for One-to-many ProSe Direct Communication





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-140591.



S3-140591
Security for One-to-many ProSe Direct Communication





Source: Samsung

(Replaces S3-140457)

Decision: 

The document was approved.



S3-140432
Trusted and reliable accounting for ProSe





Source: Samsung, Gemalto

Abstract: 

-

Decision: 

The document was revised to S3-140594.



S3-140594
Trusted and reliable accounting for ProSe





Source: Samsung, Gemalto

(Replaces S3-140432)

Decision: 

The document was approved.



S3-140471
ProSe: Key issue on UE-to-Network relays





Source: Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)

Abstract: 

This contribution copies the Key Issue on UE-to-Network relays from the study on GCSE security and adds a pair of security requirements.

Decision: 

The document was postponed.



S3-140470
pCR ProSe: IDENTITY: Signalling flows for one-to-one solution.





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was postponed.



S3-140567
LS to OMA on 
TLS-PSK with GBA





Source: Vodafone

Discussion: 

ALU: after checking the text in SA2 document, sample services are expected to be used by the ProSe server for receiving the location of the mobile.

GBA to secure the IF is not correct.

The OMA standard already specifies two options for securing the IF outside the 3GPP scope. The LS is not needed.

Vodafone: SA3 needs to handle the configuration of the security parameters.

Gemalto supported sending the LS to OMA.

The Chairman commented that the decision was made to send the LS to OMA.

ALU: Making mandatory GBA for the ProSe means that when there is no GBA there is no ProSe UE?

Gemalto: SA3 is considering, not decided yet. 

ALU: OMA is not responsible for mandating GBA for ProSe. Only the protocol in case GBA is supported. I don't understand the action for OMA.

ALU: OMA has no control over mandating a protocol that belongs to 3GPP and vice versa. Their answer will not bring anything new.

The Chairman proposed to have an email approval on the content, the LS has been confirmed to be sent to OMA.

Decision: 

The document was left for email approval and approved.



S3-140582
Prose Lunch session at SA3#74 Bis - minutes





Source: WG Vice Chair

Decision: 

The document was noted.



S3-140586
pCR ProSe: IDENTITY: Signalling flows for pre-configured groups'





Source: CESG (UK Gov)

(Replaces S3-140378)

Decision: 

The document was approved.



S3-140587
pCR ProSe: IDENTITY: Signalling flows for ad-hoc groups





Source: CESG (UK Gov)

(Replaces S3-140379)

Decision: 

The document was approved.



S3-140588
pCR ProSe: IDENTITY: Media Security





Source: CESG (UK Gov)

(Replaces S3-140380)

Decision: 

The document was approved.



S3-140589
pCR ProSe: IDENTITY: Update to group introduction





Source: CESG (UK Gov)

(Replaces S3-140473)

Decision: 

The document was approved.



S3-140603
New draft TR 33.833 (ProSe)





33.833 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



4.3
SAE/LTE TS 33.401 Issues: Small Cell Enhancements (SCE)

Samsung's option Option 2 seven companies. Samsung option was the preferred solution

Option 3 was not chosen either.

S3-140507
LS on system aspects for Small Cell Enhancement work in RAN





Source: S2-140537

Abstract: 

-

Decision: 

The document was noted.



S3-140512
Reply LS on system aspects for Small Cell Enhancement work in RAN





Source: R2-140999

Abstract: 

-

Decision: 

The document was noted.



S3-140510
Reply LS on system aspects for Small Cell Enhancement work in RAN





Source: R3-140486

Abstract: 

-

Decision: 

The document was noted.



S3-140535
Reply LS on system aspects for Small Cell Enhancement work in RAN





Source: R2-140934

Abstract: 

-

Decision: 

The document was replied to in S3-140577.



S3-140577
Reply to: Reply LS on system aspects for Small Cell Enhancement work in RAN





Source: Ericsson

Decision: 

The document was approved.



S3-140412
SCE - Skeleton for super-CR





Source: Ericsson, ZTE, Alcatel-Lucent

Abstract: 

This is a proposed skeleton for the super CR on dual connectivity and small cell enhancements.

Discussion: 

The skeleton was approved, and a new living document was created in order to gather all changes directed to the Small cell enhancements TR in S3-140578)

Decision: 

The document was noted.



S3-140356
key refresh initiated by SeNB





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-140579.



S3-140579
key refresh initiated by SeNB





Source: Huawei, HiSilicon

(Replaces S3-140356)

Discussion: 

Merged into 576

Decision: 

The document was revised to S3-140576.



S3-140357
key refresh when KeNB updates





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU: Message 8 does not exist in RAN2 procedures.

NSN: how to generate new S-KeNBs and distribute them. Refer to the central place wherever it is. The various triggers of the KeNBs changing should also be detailed. The term "refresh" is used for PDCP counter overflow, so it should be changed here with another term.

NT-DoCoMo: impact when DRBs are down.

Huawei: it's a RAN question.

NTT-DoCoMo: release of DRBs, what's the impact on the services on top?

This comment was addressed in the revision of the document.

Huawei:

Decision: 

The document was revised to S3-140580.



S3-140580
key refresh when KeNB updates





Source: Huawei, HiSilicon

(Replaces S3-140357)

Discussion: 

Merged into 576

Decision: 

The document was revised to S3-140576.



S3-140466
Counter Check for SeNB





Source: Huawei, HiSilicon

Abstract: 

Update of S3-140355

Discussion: 

NSN: SCG release procedure or release of the bearer procedure?

Huawei: yes, it is the bearer release procedure.

Samsung: why is SeNB needing to initiate the procedure if it can be done by the MeNB? 

ALU: PDCP count and checking is RAN procedure, we don't need such a long explanation and call flow. Expand only by including the SeNB case.

The Chairman commented that dual connectivity will have its place.

NTT-Docomo: seNB can initiate the procedure, and where to perform the check. It is done in MeNB as it is explained here, but MeNB initiating the procedure and checking SeNB PDCP counts is missing .

NSN: the text doesn't explain fully the message flow.

NTT-Docomo: the text should be re-formulated to be less ambiguous.

Ericsson: SeNB knows the PDCP counts, that's why it is initiated here. The comparison between the SeNB and MeNB.

The Chairman commented that there are two open issues: Who triggers? Who decides which action to take? Who gets informed (SeNB needs to be informed?)? This needed some offline discussion.

NSN: we don’t need a new procedure for PDCP counts, can we agree on this?

NTT-DoCoMo: MeNB checks PDCP counts of everything. The reason why to check is not described anywhere because it's network side implementation.

Huawei: SeNB has to be involved.

Decision: 

The document was revised to S3-140581.



S3-140581
Counter Check for SeNB





Source: Alcatel-Lucent,Huawei,HiSilicon

(Replaces S3-140466)

Decision: 

The document was approved.



S3-140414
SCE - S-KeNB freshness problem description





Source: Ericsson

Abstract: 

This discussion paper explains the problem with freshness requirements related to S KeNB derivation, and the basis for the two main approaches to resolve this. It also shows the relation to DRB ID allocation, which was discussed on the SA3 email list end

Decision: 

The document was noted.



S3-140415
SCE - Use of multiple encryption keys in one SeNB





Source: Ericsson

Abstract: 

This discussion paper explains the situation where multiple encryption keys are used in the same SeNB. The reason this happens is inherent to the fact that the MeNB have to derive a new S-KeNB when adding a new DRB and there already are existing DRBs active
Decision: 

The document was noted.



S3-140416
SCE - Main option 1 for SCC increment





Source: Ericsson

Abstract: 

The contribution provides a technical description of Option 1 for when the SCC should be incremented. The SCC is increased for every X2-AP Addition/modification procedure that affects keys used in the SeNB. The contribution does not evaluate the option. T

Decision: 

The document was noted.



S3-140417
SCE - Main option 2 for SCC increment





Source: Ericsson

Abstract: 

The contribution provides a technical description of Option 2 for when the SCC should be incremented. The SCC is increased when a DRB ID has to be re-used in the SeNB. The contribution does not evaluate the option. The purpose is to clarify the difference

Discussion: 

BT: if you are sending keys across an interface or storing  them, there is an unnecessary security risk.

Ericsson: there is a trade of store versus transfer.

BT: storing is a risk.

NSN: you have to store the encryption anyhow.

ALU: SeNB is not less secure than the MeNB. Why making this assumption?

It was agreed to include BT's point.

Decision: 

The document was noted.



S3-140419
SCE - Main option 3 for SCC increment





Source: Ericsson

Abstract: 

The contribution provides a technical description of Option 3 for when the SCC should be incremented. The proposal of this option is very simple. The SCC is never increased for the same SeNB and UE pair. The contribution does not evaluate the option. The

Decision: 

The document was noted.



S3-140433
Security aspects of SCE architecture 1A





Source: Samsung, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-140565.



S3-140565
Security aspects of SCE architecture 1A





Source: Samsung, Alcatel-Lucent,China Mobile, Qualcomm

(Replaces S3-140433)

Discussion: 

NTT-DoCoMo: "MeNB/SeNB implementation should assign different DRB-IDs for successive DRB offloading", I'm not happy with this because it is up to RAN2 to decide this.

NSN: we should tell RAN2 that the identity space (DRB-ID) should be standardized. This will be included in the LS to be delivered to RAN2.

ALU: the principle of refreshing the key will not be affected by the response from RAN2.

Ericsson: what if the allocation is done in the SeNB? Step 6 needs to be clarified.

NSN: either we say that MeNB generates itself or the SeNB does it and there's a request of a new bearers. Do we have an exchange between MeNB and SeNB so we piggyback the message about DRB-IDs in the handshake? This would be a SA3 preferred solution.

DRB-ID allocation could be performed in SeNB or MeNB. SA3 prefers MeNB, otherwise we need an additional handshake to exchange this information.

It was decided to include this among other issues in the LS to RAN2.

Samsung: the proposal of this document would be sent to RAN2 as our current solution.

NTT-DoCoMo and Huawei didn't agree with requisite 2. 

NSN: this reduces two key exchanges on the fly.

NTT-Docomo: we should only deal with security decisions.

Delegates agreed with NSN proposal on having a SA3 preferred solution and send it to RAN2.

The requisites of the document were discussed and re-worded as the SA3 solution.

The agreed proposals were included in the revision of this document.

Decision: 

The document was revised to S3-140583.



S3-140583
Security aspects of SCE architecture 1A





Source: Samsung, Alcatel-Lucent,China Mobile, Qualcomm

(Replaces S3-140565)

Discussion: 

This document will be mentioned in the SuperCR as the SA3 preferred solution

Decision: 

The document was approved.



S3-140407
SCE - Option X for SeNB Maintaining COUNT





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NTT-Docomo: This reduces the number times for key refresh but no additional advantage. This could be treated as an additional option, we don’t have to make a decision now.

Qualcomm supported Huawei's proposal.

Ericsson: this affects to the way you assign DRB IDs.

NSN: this could be brought back later after feedback from RAN2.

It was agreed that the document will be resubmitted to the next SA3 meeting for further discussion (including changes).

Decision: 

The document was noted.



S3-140499
SCE: Proposed text for super CR Sec X.1





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

Small Cell Enhancements: Proposed text for super Cr sec X.1

Decision: 

The document was revised to S3-140571.



S3-140516
Comments on 499, Text for Sec.X.1 of SCE Super-CR for TS 33.401





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140571.



S3-140500
SCE: Proposed text for super CR Sec X.2.1





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

Small Cell Enhancements: proposed text for super CR Sec x.2.1

Decision: 

The document was revised to S3-140572.



S3-140517
Comments  on 500, Text for Sec.X.2.1 of SCE Super-CR for TS 33.401





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140572.



S3-140501
SCE: Proposed text for super CR Sec X.2.3





TS33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

Small cell enhancements: proposed text for super CR sec x.2.3

Decision: 

The document was revised to S3-140573.



S3-140518
Comments on 501, Text for Sec.X.2.3 of SCE Super-CR for TS 33.401





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140573.



S3-140502
SCE: Proposed text for super CR Sec X.2.4.1





TS33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

Small cell enhancements: Proposed text for super CR Sec X.2.4.1

Decision: 

The document was revised to S3-140574.



S3-140519
Comments on 502, Text for Sec.X.2.4.1 of SCE Super-CR for TS 33.401





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140574.



S3-140503
SCE: Proposed text for super CR Sec X.2.4.2





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

Small Cell enhancements: Proposed text for super CR sec x.2.4.2

Decision: 

The document was revised to S3-140575.



S3-140520
Comments on 503, Text for Sec.X.2.4.2 of SCE Super-CR for TS 33.401





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140575.



S3-140504
SCE: Proposed text for super CR Sec X.2.4.3





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

Small Cell Enhancements: proposed text for super CR sec x.2.4.3

Decision: 

The document was approved.



S3-140394
SCE: Proposed text for super CR Sec X.2.5





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson,

Abstract: 

This pCR proposes the text for Sec.X.2.5 of Super-CR on SCE for TS 33.401.

Decision: 

The document was revised to S3-140576.



S3-140521
Comments on 394, Text for Sec.X.2.5 of SCE Super-CR for TS 33.401





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140576.



S3-140395
SCE: Proposed text for super CR Sec X.2.6





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.2.6 of Super-CR on SCE for TS 33.401

Discussion: 

NTT-Docomo: We don't do handover in the offload state.

The whole section is not needed.

The document was revised to introduce suggested changes.

Decision: 

The document was revised to S3-140593.



S3-140593
SCE: Proposed text for super CR Sec X.2.6





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

(Replaces S3-140395)

Decision: 

The document was approved.



S3-140418
Draft Reply LS on security aspects of protocol architectures for small cell enhancements





Source: Ericsson

Abstract: 

This is a proposed basis for the reply LS on SCE.

Decision: 

The document was noted.



S3-140355
Counter check for SeNB





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140388
SCE: Proposed text for super CR Sec X.1





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.1 of Super-CR on SCE for TS 33.401.

Decision: 

The document was withdrawn.



S3-140389
SCE: Proposed text for super CR Sec X.2.1





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.2.1 of Super-CR on SCE for TS 33.401.

Decision: 

The document was withdrawn.



S3-140390
SCE: Proposed text for super CR Sec X.2.3





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.2.3 of Super-CR on SCE for TS 33.401.

Decision: 

The document was withdrawn.



S3-140391
SCE: Proposed text for super CR Sec X.2.4.1





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.2.4.1 of Super-CR on SCE for TS 33.401.

Decision: 

The document was withdrawn.



S3-140392
SCE: Proposed text for super CR Sec X.2.4.2





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.2.4.2 of Super-CR on SCE for TS 33.401.

Decision: 

The document was withdrawn.



S3-140393
SCE: Proposed text for super CR Sec X.2.4.3





TS 33.401 v..





Source: Alcatel-Lucent, Ericsson

Abstract: 

This pCR proposes the text for Sec.X.2.4.3 of Super-CR on SCE for TS 33.401.

Decision: 

The document was withdrawn.



S3-140571
SCE: Proposed text for super CR Sec X.1





Source: ALU,Ericsson,NSN

(Replaces S3-140499)

Discussion: 

Merge of 499 and 516 (comments)

Decision: 

The document was approved.



S3-140572
SCE: Proposed text for super CR Sec X.2.1





Source: ALU,Ericsson,NSN

(Replaces S3-140500)

Discussion: 

Merge of 500 and 517

Decision: 

The document was approved.



S3-140573
SCE: Proposed text for super CR Sec X.2.3





Source: ALU,Ericsson,NSN

(Replaces S3-140501)

Discussion: 

Merge of 501 and 518

Decision: 

The document was approved.



S3-140574
SCE: Proposed text for super CR Sec X.2.4.1





Source: ALU,Ericsson,NSN

(Replaces S3-140502)

Discussion: 

Merge of 502 and 519

Decision: 

The document was approved.



S3-140575
SCE: Proposed text for super CR Sec X.2.4.2





Source: ALU,Ericsson,NSN

(Replaces S3-140503)

Discussion: 

Merge of 503 and 520

Decision: 

The document was approved.



S3-140576
SCE: Proposed text for super CR Sec X.2.5





Source: ALU,Ericsson,NSN

(Replaces S3-140394)

Discussion: 

Merge of 394 and 521

Decision: 

The document was left for email approval and approved.



S3-140578
Living SuperCR on Dual Connectivity and SCE





Source: Ericsson

Discussion: 

This will go to RAN2.

Decision: 

The document was approved.



S3-140613
New version of the super CR on Dual Connectivity and SCE





Source: Ericsson

Discussion: 

Version of the super CR that will not be sent to SA2.

Decision: 

The document was left for email approval and approved.



4.4
Security Assurance Specification for 3GPP Network Products (SECAM)

S3-140505
Security Assurance Methodology for 3GPP Network Products





Source: GSMA

Abstract: 

-

Decision: 

The document was noted.



S3-140370
Scope of TR 33.916





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-140371
MISC changes in TR 33.916





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Discussed together with 413.Merged into 608.

Decision: 

The document was revised to S3-140608.



S3-140608
MISC changes in TR 33.916





Source: Huawei, HiSilicon

(Replaces S3-140371)

Discussion: 

Merge of 371 and 413

Decision: 

The document was left for email approval and approved.



S3-140413
SECAM - certification





Source: Ericsson

Abstract: 

This pCR proposes to remove the use of the term certificate from TR 33.916. The reason is that the term is used in connection with the accreditation of vendors and evaluators, and is easily confused with per-product certificates that are used in, e.g., Co

Discussion: 

Orange proposed to add a note on the accreditation of the actors  being mandatory if there is an accreditation scheme provided.

Ericsson: it should be a note or proper text, not editor's note.

It was agreed to have Huawei's note for section 4.4

ALU: what is certification activities?

Ericsson: we wanted to express that certification is out of scope in SECAM.

The document was merged with 371 into 608

Decision: 

The document was revised to S3-140608.



S3-140421
SECAM - Security Functional Requirements





Source: Ericsson, NSN

Abstract: 

This pCR proposes to clean up the terminology used for requirements, and to make clear that security assurance activities, like fuzzing of 3GPP protocols are not covered by the security compliance tests, but rather during the Basic Vulnerability Testing.

Discussion: 

TeliaSonera and ALU didn't agree with the last paragraph on NAS.Their concerns were addressed offline.

Decision: 

The document was revised to S3-140609.



S3-140609
SECAM - Security Functional Requirements





Source: Ericsson, NSN

(Replaces S3-140421)

Discussion: 

It contains the approved part without the last paragraph (in 610).

Decision: 

The document was approved.



S3-140435
SECAM:Description of Vendor network product development and network product lifecycle management process





Source: Alcatel-Lucent

Abstract: 

-

Discussion: 

NTT-Docomo and DT didn’t have any problem with the proposed text.

Juniper: why to include something we don't own and that we have to keep changing it?

ALU: Without it there is no text on what the vendor network process is about.

It was approved since nobody objected.

Decision: 

The document was approved.



S3-140585
Editor’s Notes on Environmental Assumptions





Source: NTT Docomo

Discussion: 

Huawei: test accredited laboratories, not security test laboratories.

ALU and Orange supported having it as it is. Juniper as well.

It was agreed to put it under brackets

BT: last sentence of third bullet should go away ("because SECAM is about product testing"). Operators just confirm that the environment is the same, not testing again (during deployment).

NSN proposed to replace test with validation of environmental assumptions.

CMCC: NDS/IP is not an environmental assumption as example. It was agreed to remove it.

Decision: 

The document was revised to S3-140618.



S3-140618
Editor’s Notes on Environmental Assumptions





Source: NTT Docomo

(Replaces S3-140585)

Decision: 

The document was approved.



S3-140447
pCR for TR 33.916-two editorial changes





Source: Huawei, Hisilicon

Abstract: 

-

Decision: 

The document was approved.



S3-140423
SECAM - existence of NDS/IP





Source: Ericsson

Abstract: 

-

Discussion: 

Ericsson agreed with NSN comments in 522.

Decision: 

The document was noted.



S3-140522
Comments  on 423, SECAM - existence of NDS/IP





Source: NSN

Abstract: 

-

Decision: 

The document was revised to S3-140611.



S3-140611
Comments  on 423, SECAM - existence of NDS/IP





Source: NSN

(Replaces S3-140522)

Decision: 

The document was approved.



S3-140525
Comments on: S3-140423 SECAM - existence of NDS/IP





Source: TeliaSonera

Abstract: 

-

Discussion: 

TeliaSonera: Not all operators may have NDS/IP implemented. They may have a simpler solution.

Decision: 

The document was noted.



S3-140523
Commenting contribution on [all SECAM contributions with threats and requirements]





Source: NSN

Abstract: 

-

Discussion: 

China Mobile didn't support the new section on security objectives. This is too general, not necessary.

Ericsson: this doesn’t change anything, makes more explicit what is already in there.

ALU: This elaborating on the security objectives already stated. I support this.

Juniper, NTT Docomo and Orange supported the inclusion of the security objectives.

It was added as a note as proposed by China Mobile, that the security objectives should not be too generic.

Nobody else objected, so the contribution was approved.

Huawei commented that this is more a normal pCR than a commenting contribution. Is this approach acceptable?

China Mobile commented that there's one company objecting and despite that the document is approved.

The Chairman commented that 3GPP procedures progress with consensus.

China Mobile stated for the minutes their official objection to the document. China Unicom supported China Mobile in this issue.

Decision: 

The document was approved.



S3-140458
SCAS - modified structure for clause 4 of TR 33.806





Source: NSN, Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-140460
SCAS - MME model and SCAS scope in new clauses 4.3 and 4.4 of TR 33.806





Source: NSN, Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-140612.



S3-140612
SCAS - MME model and SCAS scope in new clauses 4.3 and 4.4 of TR 33.806





Source: NSN, Ericsson

(Replaces S3-140460)

Decision: 

The document was approved.



S3-140420
SECAM - attacker model update





Source: Ericsson, NSN

Abstract: 

This paper provides an update of the attacker model for the MME network products and starts collecting necessary text for the TS.

Decision: 

The document was left for email approval and revised to S3-140621.

S3-140621
SECAM - attacker model update





Source: Ericsson, NSN

(Replaces S3-140522)

Decision: 

The document was approved.


S3-140484
SCAS:Clarification on OS's security relevant asset





Source: China mobile, China Unicom, Vodafone, DT, BT, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140584
Comments on Clarification on OS’s security relevant asset





Source: NTT Docomo

Decision: 

The document was left for email approval and revised to S3-140623.

S3-140623
Comments on Clarification on OS’s security relevant asset





Source: NTT Docomo

(Replaces S3-140584)
Decision: 

The document was approved.
S3-140463
Scope of MME SCAS - Basic Vulnerability Testing and Interfaces





Source: NSN, Ericsson

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140366
Security threats and requirements on MME software package integrity validation





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was postponed.



S3-140428
SCAS:Threat and security requirement on MME software package integrity and anti-virus





Source: China Unicom

Abstract: 

-

Decision: 

The document was postponed.



S3-140527
Comments on 366, 428, Security threats and requirements on MME software package integrity validation





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140426
SCAS:Threat on secure boot





Source: China Unicom

Abstract: 

-

Decision: 

The document was postponed.



S3-140530
Comments on 426, Threat on secure boot





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140427
SCAS:Security requirement for secure boot





Source: China Unicom

Abstract: 

-

Decision: 

The document was postponed.



S3-140531
Comments on 427, Security requirement for secure boot





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140369
Requirements for internal attack prevention





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was postponed.



S3-140482
SCAS MME Log Management





Source: Huawei, HiSilicon

Abstract: 

SCAS MME Log management

Decision: 

The document was postponed.



S3-140464
Root level access rights and configurations





Source: TeliaSonera

Abstract: 

-

Decision: 

The document was postponed.



S3-140536
Comments on 464, Root level access rights and configurations





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140493
Security threat and requirement of the console interface on MME





Source: China mobile, China Unicom, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was postponed.



S3-140529
Comments on 400, Security threat and requirement of the console interface on MME





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140496
Security threat and hardening requirements from unnecessary open ports and insecure services





Source: China mobile, TeliaSonera, China Unicom, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was postponed.



S3-140429
SCAS:Threat on compromised MME detecting and reacting





Source: China Unicom, China Mobile

Abstract: 

-

Decision: 

The document was postponed.



S3-140532
Comments on 429, Threat on compromised MME detecting and reacting





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140430
SCAS:Security requirement on compromised MME detecting and reacting





Source: China Unicom, China Mobile, TeliaSonera

Abstract: 

-

Decision: 

The document was postponed.



S3-140533
Comments on 430, Security requirement on compromised MME detecting and reacting





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140364
Security threats and requirements on MME management and maintenance access





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was postponed.



S3-140431
SCAS:Security requirement for MME management and maintenance access





Source: China Unicom

Abstract: 

-

Decision: 

The document was postponed.



S3-140365
Security threats of O&M privilege management requirements on MME Management and Maintenance





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was postponed.



S3-140526
Comments on 365, Security threats of O&M privilege management





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140486
Privacy Related Features and Functions





Source: Huawei, HiSilicon

Abstract: 

Privacy Related Features and Functions

Decision: 

The document was postponed.



S3-140367
Security threats and requirements on user identity





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was postponed.



S3-140528
Comments on 367, Security threats and requirements on MME management data





Source: NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140368
Requirements for key storage and access





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was postponed.



S3-140488
Clarification on Security requirement for Resource exhaustion attacks prevention





Source: China mobile,China Unicom, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was postponed.



S3-140610
Addressing last paragraph in 5.2.3.2





Source: Ericsson,NSN

Decision: 

The document was left for email approval and approved.



S3-140398
SCAS: Clarification on OS' s security relevant asset





Source: China mobile, China Unicom, Vodafone, DT, BT

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140399
SCAS: Clarification on Security requirement for Resource exhaustion attacks prevention





Source: China Mobile, China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140400
SCAS:Securitythreat and requirement of the console interface on MME





Source: China Mobile, China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140401
SCAS:Securitythreat and hardening requirements from unnecessary open ports and insecure services





Source: China Mobile,TeliaSonera, China Unicom

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140534
Comments on 464, Root level access rights and configurations





Source: NSN

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140615
new draft TR SECAM 33.916





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-140616
new draft TR SECAM 33.806





Source: Rappporteur

Decision: 

The document was left for email approval and approved.



4.5
Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-140508
LS on security aspects of IMS_webRTC





Source: S2-140552

Abstract: 

-

Decision: 

The document was replied to in S3-140598.



S3-140598
Reply to: LS on security aspects of IMS_webRTC





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-140383
WebRTC - pCR to TR 33.871 sec 4.1.2





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

This pCR updates section 4.1.2 WebRTC Control Plane of TR 33.871 with required clarifications on DTLS and ICE.

Decision: 

The document was approved.



S3-140384
WebRTC - pCR to TR 33.871 sec 4.1.3





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

This pCR updates section 4.1.3 for alignment with section 6.1 of TR 33.871

Decision: 

The document was approved.



S3-140539
WebRTC - pCR to TR 33.871 update to REQ1





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

This pCR updates REQ1 to handle the use case of an unauthorized IMS subscriber gaining access to IMS via a breached 3rd party service (scenario 2).   NOTE: This document replaces S3-140385 after offline discussions with other delegates.

Discussion: 

BT: If one subscriber goes rogue the third party is disconnected.

ALU: REQ 2 addresses this part.

NSN: it is not said what is done in this case, it's a difficult problem.

Decision: 

The document was approved.



S3-140540
WebRTC - pCR to TR 33.871 sec 5.1 REQ3





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 


  Add a security requirement to section 5.1 for eP-CSCF to verify the authenticity of the 3rd party authentication service when validating the access credential issued by it after authenticating the WIC.  NOTE: This pCR replaces S3-140386 to incorporate

Discussion: 

Orange: there's no mention in the requirement about "When an IMS Service provider relies on a 3rd party authentication service to authenticate WIC users, there needs to be a mechanism in eP-CSCF" .

Decision: 

The document was approved.



S3-140385
WebRTC - pCR to TR 33.871 update to REQ1





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

This pCR updates REQ1 to handle the use case of an unauthorized IMS subscriber gaining access to IMS via a breached 3rd party service (scenario 2).

Decision: 

The document was withdrawn.



S3-140386
WebRTC - pCR to TR 33.871 sec 5.1 REQ3





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

Add a security requirement to section 5.1 for eP-CSCF to verify the authenticity of the 3rd party authentication service when validating the access credential issued by it after authenticating the WIC.

Decision: 

The document was withdrawn.



S3-140387
WebRTC - pCR to TR 33.871 sec 5.1 REQ4





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

Add an additional security requirement to section 5.1 for eP-CSCF to determine the IMPI/IMPU of the IMS subscriber authenticated by a 3rd party (i.e. scenario 2).

Decision: 

The document was approved.



S3-140372
pCR WebRTC: Introduction of WebRTC authorization function





TR 33.871 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Huawei: we need an IF between the WAF and the eP-CSCF.

Ericsson: it is needed in some solutions, but SA2 has decided not to standardize it.

China Mobile: This architecture is proposed by SA3?

Ericsson: This is an SA2 architecture except the inclusion of WAF.

ALU: I'm hesitant to make an architecture change, this means standardizing a new reference point.

Ericsson: This can be implemented as an internal interface, if being a software module.

China Mobile: change W4 and make it dashed, meaning different domain.

Decision: 

The document was revised to S3-140599.



S3-140599
pCR WebRTC: Introduction of WebRTC authorization function





TR 33.871 v..





Source: Ericsson

(Replaces S3-140372)

Decision: 

The document was approved.



S3-140404
WebRTC: Evaluation on the countermeasures to satisfy REQ 1 and REQ2





Source: China Mobile, Ericsson, Huawei

Abstract: 

-

Decision: 

The document was approved.



S3-140403
WebRTC:  Discussion on usage of the token validation forOAuth





Source: China Mobile

Abstract: 

-

Discussion: 

Ericsson: you could have a non standardised interface.

NSN: there are cases when there is no interface, then it is desirable to define such token category, as the text appears to explain.

Ericsson:you say that a bearer token has to be sent (in the proposal section).This is wrong.

China Mobile: we have no solution on the token format. Ericsson: I agree, when not using a self contained token.

It was decided to keep the editor's note.

Decision: 

The document was approved.



S3-140409
PCR WebRTC: token validation





Source: Huawei HiSilicon

Abstract: 

This contribution proposes to add a summary of access token validation mechanism for the TR 33.871

Discussion: 

Change of Auth server to WAF

Decision: 

The document was revised to S3-140600.



S3-140600
PCR WebRTC: token validation





Source: Huawei HiSilicon

(Replaces S3-140409)

Decision: 

The document was approved.



S3-140406
WebRTC:  Clarification on the precondition of the authentication using web credentials





Source: China Mobile,Huawei

Abstract: 

-

Discussion: 

NSN pointed out that this overlaps with 479 and 408. The three were discussed together.

China Mobile: 406 is like a precondition/requirement and 479 describes the solution. They complement each other.

Ericsson: I don't think we need more than a requirement (just doc 408). The rest is out of scope.

ALU: 406 and 408 are clearly overlapping. They cannot be together.

479 section of risks:

It was agreed to remove the first paragraph of 5.2.X. 

Ericsson didn't agree with having the sentence "the ‘database lookup or other translation means’ just refers to a technical means addressing how this linkage, once established, could be stored and accessed, but it does not help in establishing this linkage". It was agreed to modify this sentence.

472 was also discussed: it introduces a clause on risks within the requirements.

China Mobile didn't agree with this clause addition.

Ericsson didn't oppose to the new structure proposed by NSN in 472. 472 was approved.

China Mobile didn't agree with REQx, but NSN pointed out that it was related to already existent text in SA2. Ericsson proposed to modify the paragraph. 

Ericsson commented that this requirement may go against a solution later proposed by CMCC wit the eP-CSCF.

Orange supported NSN's requirement.

CMCC wanted to modify "REQ x applies to the registration scenario described in clause 6.1.2.".

NSN proposed to remove WWSF and add authentication service. This was agreed.

406 without the "third party" was approved.

406,408 and 479 were merged into a single document: 606

Decision: 

The document was revised to S3-140606.



S3-140606
WebRTC:  Clarification on the precondition of the authentication using web credentials





Source: China Mobile,Huawei,HiSilicon,Nokia Corporation, NSN

(Replaces S3-140406)

Discussion: 

Merge of 406,408 and 479.

Decision: 

The document was approved.



S3-140408
P-CR WebRTC:addition a requirement for using TNA





Source: Huawei HiSilicon

Abstract: 

P-CR a requirement that WWSF needs to have the ability to validate the IMS identifier when using the TNA.

Decision: 

The document was revised to S3-140606.



S3-140479
WebRTC security - Determination of IMS identities by WWSF





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was revised to S3-140606.



S3-140376
pCR WebRTC: SIP Digest and handling of re-registrations





Source: Ericsson

Abstract: 

-

Discussion: 

CMCC: They didn't agree with storing the hash. It should be necessary to protect the password since it is stored in the UE.The means of doing this is for further study.

Ericsson: we cannot find such security mechanism.

It was decided to send it for email approval.

Decision: 

The document was left for email approval and revised to S3-140620.

S3-140620
pCR WebRTC: SIP Digest and handling of re-registrations





Source: Ericsson

(Replaces S3-140376)

Decision: 

The document was approved
S3-140373
pCR WebRTC: SIP Digest access network restriction





TR 33.871 v..





Source: Ericsson

Abstract: 

-

Discussion: 

Gemalto: we cannot use GBA digest in 3GPP networks. Gemalto disagreed with the statement that a browser cannot implement an interface between the WIC and UICC.

Deutsche Telekom didn't support this note either.

Ericsson asked whether it was fine to have such a note in a TS. They were fine with withdrawing the proposal.

TeliaSonera: it is ok to have the note in a TS.

Ericsson: If we cannot have a password solution for Rel-12 there is no point in having CRs. We have user name/password scheme in all scenarios.

NSN: not necessarily for the third scenario, we don't have a user name/password scheme there.Ericsson didn't agree with this.

Decision: 

The document was noted.



S3-140405
WebRTC: A new solution-WIC direct authentication using web credentials





Source: China Mobile

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140619.

S3-140619
WebRTC: A new solution-WIC direct authentication using web credentials





Source: China Mobile

(Replaces S3-140405)

Decision: 

The document was approved.
S3-140513
WebRTC: pCR to TR 33.871





TR 33.871 v..





Source: Gemalto, Morpho, TeliaSonera

Abstract: 

New version of S3-140459 with addition of supporting companies and new sentence in introduction section

Decision: 

The document was left for email approval and revised to S3-140622.

S3-140622
WebRTC: pCR to TR 33.871





TR 33.871 v..





Source: Gemalto, Morpho, TeliaSonera

(Replaces S3-140513)

Decision: 

The document was approved.


S3-140472
WebRTC security - modified headlines for clause 5 of TR 33.871 v0.2.0





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was approved.



S3-140476
WebRTC security - modified headlines for clause 6.1 of TR TR 33.871 v0.2.0





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

China Mobile: The structure could be improved. Judy suggested evaluation and risks together with solutions. Where’s the evaluation in this structure?

NSN: a pCR could be done for adding an evaluation section. The current TR has a section on assessment of solutions. Than can be evaluation.

The structure was agreed.

Decision: 

The document was approved.



S3-140478
WebRTC security - Risks motivating requirements REQ 1, REQ 2





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140480
WebRTC security - delete text related to the scenario using pools of IMS subscriptions from clause 6.1.2





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-140485
WebRTC security - Introducing new SA2 scenario using pools of IMS subscriptions in TR 33.871 v0.2.0





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-140624.

S3-140624
WebRTC security - Introducing new SA2 scenario using pools of IMS subscriptions in TR 33.871 v0.2.0





Source: Nokia Corporation, NSN

(Replaces S3-140485)

Decision: 

The document was  approved
S3-140410
P-CR WebRTC:Using separate DTLS connection for the different media streams





Source: Huawei HiSilicon

Abstract: 

This contribution proposes that RTP and RTCP use the separately SRTP-DTLS due the multiplexing function is not support in R12

Decision: 

The document was revised to S3-140601.



S3-140601
P-CR WebRTC:Using separate DTLS connection for the different media streams





Source: Huawei HiSilicon

(Replaces S3-140410)

Decision: 

The document was left for email approval and approved.



S3-140374
pCR WebRTC: Resolution of Editor's Note in firewall traversal section





TR 33.871 v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-140602.



S3-140602
pCR WebRTC: Resolution of Editor's Note in firewall traversal section





TR 33.871 v..





Source: Ericsson

(Replaces S3-140374)

Decision: 

The document was left for email approval and approved.



S3-140411
FW traversal for WebRTC





Source: Huawei HiSilicon

Abstract: 

 This contribution proposes some adoptions of ICE/TURN extension solution for WebRTC restrictive firewall traversal and the enhancement that needs to be ffs in R13.

Decision: 

The document was revised to S3-140545.



S3-140487
Skeleton for new Annex on WebRTC  addition on WebRTC being optional





33.203 v..





Source: Nokia Corporation, NSN

Abstract: 

-

Discussion: 

CMMC: we shouldn’t include in the TS what future Releases may content. We disagree with section X.5.

NSN agreed, but they pointed out that we are doing incomplete standards. 

Ericsson didn't understand the point for X.5

NSN answered that there is a contribution that introduces content:495.

Orange agreed with CMCC, the section X.5 should be removed.

ALU supported the section.

Huawei didn't find it necessary to have such paragraph in a TS.

Oleg (Morpho Cards) supported not having this section.

It was agreed to leave out X.5.

Orange: X2.2 refers to a recommendation, not a requirement.

Decision: 

The document was revised to S3-140607.



S3-140607
Skeleton for new Annex on WebRTC  addition on WebRTC being optional





33.203 v..





Source: Nokia Corporation, NSN

(Replaces S3-140487)

Discussion: 

Base for future documents

Decision: 

The document was approved.



S3-140490
Description of scenario 2 in new Annex on WebRTC





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140492
Description of scenario using IMS subscription pool held by WWSF in new Annex on WebRTC





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140495
Use of (D)TLS in WebRTC





Source: Nokia Corporation, NSN

Abstract: 

-

Decision: 

The document was postponed.



S3-140514
WebRTC: CR to TS 33.203





3GPP TS 33.203 v..





Source: Gemalto, Morpho, TeliaSonera

Abstract: 

New version of S3-140461 with addition of supporting companies

Decision: 

The document was postponed.



S3-140375
IMS media plane security interworking for WebRTC access to IMS





33.328
  CR-0058  (-) v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was postponed.



S3-140459
WebRTC: pCR to TR 33.871





3GPP TR 33.871 v..





Source: Gemalto

Abstract: 

IMS AKA usage

Decision: 

The document was withdrawn.



S3-140461
WebRTC: CR to TS 33.203





TS 33.203 v..





Source: Gemalto

Abstract: 

WebRTC authentication with IMS AKA scheme

Decision: 

The document was withdrawn.



S3-140515
WebRTC: pCR to TR 33.871





TR 33.871 v..





Source: Gemalto, Morpho, TeliaSonera

Abstract: 

New version of S3-140459 with addition of supporting companies and new sentence in introduction section

Decision: 

The document was withdrawn.



S3-140545
FW traversal for WebRTC





Source: Huawei HiSilicon

(Replaces S3-140411)

Discussion: 

merged with 374 into 602

Decision: 

The document was revised to S3-140602.



S3-140614
new draft WebRTC TR





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



5
Review and Update of Work Plan

S3-140354
SA3 WorkPlan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



6
Future Meeting Dates and Venues

S3-140352
SA3 meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

January Sorrento, IT

April in China

August possibly in Malaysia

November NAF

Decision: 

The document was noted.



7
Any Other Business

S3-140351
Reserved





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140353
Reserved





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-140592
Presentation on ETSI TC Cyber





Source: ETSI Secretariat

Discussion: 

Carmine Rizzo (ETSI) presented some slides regarding the newly created group ETSI TC CYBER which will have its first meeting at the end of May.

Decision: 

The document was noted.
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	Alcatel-Lucent, Ericsson,
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	SCAS: Clarification on OS' s security relevant asset
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	SCAS:Securitythreat and requirement of the console interface on MME
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	S3-140401
	SCAS:Securitythreat and hardening requirements from unnecessary open ports and insecure services
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	WebRTC:  Discussion on usage of the token validation forOAuth
	China Mobile
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	WebRTC: Evaluation on the countermeasures to satisfy REQ 1 and REQ2
	China Mobile, Ericsson, Huawei
	approved
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	WebRTC: A new solution-WIC direct authentication using web credentials
	China Mobile
	revised
	-
	S3-140619

	S3-140406
	WebRTC:  Clarification on the precondition of the authentication using web credentials
	China Mobile,Huawei
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	-
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	S3-140407
	SCE - Option X for SeNB Maintaining COUNT
	Huawei, HiSilicon
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	S3-140408
	P-CR WebRTC:addition a requirement for using TNA
	Huawei HiSilicon
	revised
	-
	S3-140606

	S3-140409
	PCR WebRTC: token validation
	Huawei HiSilicon
	revised
	-
	S3-140600

	S3-140410
	P-CR WebRTC:Using separate DTLS connection for the different media streams
	Huawei HiSilicon
	revised
	-
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	S3-140411
	FW traversal for WebRTC
	Huawei HiSilicon
	revised
	-
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	S3-140412
	SCE - Skeleton for super-CR
	Ericsson, ZTE, Alcatel-Lucent
	noted
	-
	-

	S3-140413
	SECAM - certification
	Ericsson
	revised
	-
	S3-140608

	S3-140414
	SCE - S-KeNB freshness problem description
	Ericsson
	noted
	-
	-

	S3-140415
	SCE - Use of multiple encryption keys in one SeNB
	Ericsson
	noted
	-
	-

	S3-140416
	SCE - Main option 1 for SCC increment
	Ericsson
	noted
	-
	-

	S3-140417
	SCE - Main option 2 for SCC increment
	Ericsson
	noted
	-
	-

	S3-140418
	Draft Reply LS on security aspects of protocol architectures for small cell enhancements
	Ericsson
	noted
	-
	-

	S3-140419
	SCE - Main option 3 for SCC increment
	Ericsson
	noted
	-
	-

	S3-140420
	SECAM - attacker model update
	Ericsson, NSN
	revised
	-
	S3-140621

	S3-140421
	SECAM - Security Functional Requirements
	Ericsson, NSN
	revised
	-
	S3-140609

	S3-140422
	ProSe Security-Security for PC3
	HUAWEI, Hisilicon
	revised
	-
	S3-140560

	S3-140423
	SECAM - existence of NDS/IP
	Ericsson
	noted
	-
	-

	S3-140424
	Requirements related to different attacks
	Nokia Corporation, NSN
	noted
	-
	-

	S3-140425
	Analysis of Requirements
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	noted
	-
	-
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	SCAS:Threat on secure boot
	China Unicom
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	-
	-

	S3-140427
	SCAS:Security requirement for secure boot
	China Unicom
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	-
	-

	S3-140428
	SCAS:Threat and security requirement on MME software package integrity and anti-virus
	China Unicom
	postponed
	-
	-

	S3-140429
	SCAS:Threat on compromised MME detecting and reacting
	China Unicom, China Mobile
	postponed
	-
	-

	S3-140430
	SCAS:Security requirement on compromised MME detecting and reacting
	China Unicom, China Mobile, TeliaSonera
	postponed
	-
	-

	S3-140431
	SCAS:Security requirement for MME management and maintenance access
	China Unicom
	postponed
	-
	-

	S3-140432
	Trusted and reliable accounting for ProSe
	Samsung, Gemalto
	revised
	-
	S3-140594

	S3-140433
	Security aspects of SCE architecture 1A
	Samsung, Alcatel-Lucent
	revised
	-
	S3-140565

	S3-140434
	Proposed skeleton for ProSe TS
	Qualcomm Incorporated
	approved
	-
	-

	S3-140435
	SECAM:Description of Vendor network product development and network product lifecycle management process
	Alcatel-Lucent
	approved
	-
	-
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	Proposed text for the early sections of ProSe TS
	Qualcomm Incorporated
	revised
	-
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	Update of ProSe WID to include SA3 TS
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	GCSE: Security options for data protection – way forward for Rel-12
	Nokia Corporation, NSN
	revised
	-
	S3-140548

	S3-140439
	Option 1 - Re-usage of MBMS security and LTE security for downlink data protection in GCSE
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	S3-140440
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	-
	S3-140552
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	GCSE: Requirements on BM-SC, UE and MB2 interface for downlink data protection
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	postponed
	-
	-

	S3-140442
	GCSE key issues in scope of Rel-12
	Nokia Corporation, NSN
	noted
	-
	-

	S3-140443
	GCSE update on Section 5 according to TS 23.468
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140444
	Proposed improvements to ProSe solution 2.5
	Qualcomm Incorporated
	revised
	-
	S3-140561

	S3-140445
	pCR GCSE: Solution for Security across Unicast and Multicast Modes
	CESG (UK Gov)
	revised
	-
	S3-140549

	S3-140446
	Freshness for direct discovery
	Qualcomm Incorporated
	revised
	-
	S3-140562

	S3-140447
	pCR for TR 33.916-two editorial changes
	Huawei, Hisilicon
	approved
	-
	-

	S3-140448
	DDoS attacks using direct discovery
	Qualcomm Incorporated
	revised
	-
	S3-140563

	S3-140449
	pCR GCSE: Solution for Security in critical communication scenarios
	CESG (UK Gov)
	revised
	-
	S3-140553

	S3-140450
	Proposed LS on parameter synchronization
	Qualcomm Incorporated
	revised
	-
	S3-140566

	S3-140451
	Proposed LS on discovery message format for ProSe/D2D
	Qualcomm Incorporated
	postponed
	-
	-

	S3-140452
	Prose Security Architecture
	Samsung
	revised
	-
	S3-140556

	S3-140453
	Security for Proximity based service Direct communication
	Samsung
	endorsed
	-
	-

	S3-140454
	security for ProSe discovery
	Samsung
	endorsed
	-
	-

	S3-140455
	Analysis of security for direct discovery
	Qualcomm Incorporated
	noted
	-
	-

	S3-140456
	Amendment to Introduction of proximity Services Security
	Samsung
	revised
	-
	S3-140555

	S3-140457
	Security for One-to-many ProSe Direct Communication
	Samsung
	revised
	-
	S3-140591

	S3-140458
	SCAS - modified structure for clause 4 of TR 33.806
	NSN, Ericsson
	approved
	-
	-

	S3-140459
	WebRTC: pCR to TR 33.871
	Gemalto
	withdrawn
	-
	-

	S3-140460
	SCAS - MME model and SCAS scope in new clauses 4.3 and 4.4 of TR 33.806
	NSN, Ericsson
	revised
	-
	S3-140612

	S3-140461
	WebRTC: CR to TS 33.203
	Gemalto
	withdrawn
	-
	-

	S3-140462
	Integrity protection in PDCP layer for One-to-many communication
	Ericsson
	approved
	-
	-

	S3-140463
	Scope of MME SCAS - Basic Vulnerability Testing and Interfaces
	NSN, Ericsson
	approved
	-
	-

	S3-140464
	Root level access rights and configurations
	TeliaSonera
	postponed
	-
	-

	S3-140465
	Direct Discovery response
	Ericsson
	approved
	-
	-

	S3-140466
	Counter Check for SeNB
	Huawei, HiSilicon
	revised
	-
	S3-140581

	S3-140467
	Incorporating solution #2.5 in the ProSe TS
	Qualcomm Incorporated
	revised
	-
	S3-140564

	S3-140468
	ProSe: Evaluation of direct discovery solutions
	Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)
	postponed
	-
	-

	S3-140469
	MBMS security for GCSE in Rel-12
	Ericsson
	revised
	-
	S3-140605

	S3-140470
	pCR ProSe: IDENTITY: Signalling flows for one-to-one solution.
	CESG (UK Gov)
	postponed
	-
	-

	S3-140471
	ProSe: Key issue on UE-to-Network relays
	Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)
	postponed
	-
	-

	S3-140472
	WebRTC security - modified headlines for clause 5 of TR 33.871 v0.2.0
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140473
	pCR ProSe: IDENTITY: Update to group introduction
	CESG (UK Gov)
	revised
	-
	S3-140589

	S3-140474
	Negotiation of MBMS security for MB2
	Ericsson
	revised
	-
	S3-140550

	S3-140475
	GCSE: Availability of BM-SC for GCSE security
	Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)
	revised
	-
	S3-140547

	S3-140476
	WebRTC security - modified headlines for clause 6.1 of TR 33.871 v0.2.0
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140477
	Improvement to solution #3.6 on one-to-many communications
	Qualcomm Incorporated
	revised
	-
	S3-140596

	S3-140478
	WebRTC security - Risks motivating requirements REQ 1, REQ 2
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140479
	WebRTC security - Determination of IMS identities by WWSF
	Nokia Corporation, NSN
	revised
	-
	S3-140606

	S3-140480
	WebRTC security - delete text related to the scenario using pools of IMS subscriptions from clause 6.1.2
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140481
	Incorporating solution #3.6 into the ProSe TS
	Qualcomm Incorporated
	noted
	-
	-

	S3-140482
	SCAS MME Log Management
	Huawei, HiSilicon
	postponed
	-
	-

	S3-140483
	GCSE: Update of Section 1 according to TS 23.468
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140484
	SCAS:Clarification on OS's security relevant asset
	China mobile, China Unicom, Vodafone, DT, BT, Alcatel-Lucent
	approved
	-
	-

	S3-140485
	WebRTC security - Introducing new SA2 scenario using pools of IMS subscriptions in TR 33.871 v0.2.0
	Nokia Corporation, NSN
	revised
	-
	S3-140624

	S3-140486
	Privacy Related Features and Functions
	Huawei, HiSilicon
	postponed
	-
	-

	S3-140487
	Skeleton for new Annex on WebRTC  addition on WebRTC being optional
	Nokia Corporation, NSN
	revised
	-
	S3-140607

	S3-140488
	Clarification on Security requirement for Resource exhaustion attacks prevention
	China mobile,China Unicom, Alcatel-Lucent
	postponed
	-
	-

	S3-140489
	GCSE: Update of Section 3.3 according to TS 23.468
	Nokia Corporation, NSN
	withdrawn
	-
	-

	S3-140490
	Description of scenario 2 in new Annex on WebRTC
	Nokia Corporation, NSN
	postponed
	-
	-

	S3-140491
	GCSE: Update of Section 3.3 according to TS 23.468
	Nokia Corporation, NSN
	approved
	-
	-

	S3-140492
	Description of scenario using IMS subscription pool held by WWSF in new Annex on WebRTC
	Nokia Corporation, NSN
	postponed
	-
	-

	S3-140493
	Security threat and requirement of the console interface on MME
	China mobile, China Unicom, Alcatel-Lucent
	postponed
	-
	-

	S3-140494
	GCSE: Update of Section 4.2 according to TS 23.468
	Nokia Corporation, NSN
	merged into S3-140546
	-
	-

	S3-140495
	Use of (D)TLS in WebRTC
	Nokia Corporation, NSN
	postponed
	-
	-

	S3-140496
	Security threat and hardening requirements from unnecessary open ports and insecure services
	China mobile, TeliaSonera, China Unicom, Alcatel-Lucent
	postponed
	-
	-

	S3-140497
	GCSE: Additions to key issue 6.3
	Nokia Corporation, NSN
	revised
	-
	S3-140543

	S3-140498
	Updates to solution #2.5: Security for discovery with network checking
	Ericsson
	merged into S3-140561
	-
	-

	S3-140499
	SCE: Proposed text for super CR Sec X.1
	Alcatel-Lucent, Ericsson
	revised
	-
	S3-140571

	S3-140500
	SCE: Proposed text for super CR Sec X.2.1
	Alcatel-Lucent, Ericsson
	revised
	-
	S3-140572

	S3-140501
	SCE: Proposed text for super CR Sec X.2.3
	Alcatel-Lucent, Ericsson
	revised
	-
	S3-140573

	S3-140502
	SCE: Proposed text for super CR Sec X.2.4.1
	Alcatel-Lucent, Ericsson
	revised
	-
	S3-140574

	S3-140503
	SCE: Proposed text for super CR Sec X.2.4.2
	Alcatel-Lucent, Ericsson
	revised
	-
	S3-140575

	S3-140504
	SCE: Proposed text for super CR Sec X.2.4.3
	Alcatel-Lucent, Ericsson
	approved
	-
	-

	S3-140505
	Security Assurance Methodology for 3GPP Network Products
	GSMA
	noted
	-
	-

	S3-140506
	Reply LS on ProSe Lawful Interception
	SA2
	noted
	-
	-

	S3-140507
	LS on system aspects for Small Cell Enhancement work in RAN
	S2-140537
	noted
	-
	-

	S3-140508
	LS on security aspects of IMS_webRTC
	S2-140552
	replied to
	-
	-

	S3-140509
	LS reply on discovery message size
	SA2
	noted
	-
	-

	S3-140510
	Reply LS on system aspects for Small Cell Enhancement work in RAN
	R3-140486
	noted
	-
	-

	S3-140511
	LS on Provisioning of ProSe configuration information in a public safety ProSe enabled UE
	SA2
	noted
	-
	-

	S3-140512
	Reply LS on system aspects for Small Cell Enhancement work in RAN
	R2-140999
	noted
	-
	-

	S3-140513
	WebRTC: pCR to TR 33.871
	Gemalto, Morpho, TeliaSonera
	revised
	-
	S3-140622

	S3-140514
	WebRTC: CR to TS 33.203
	Gemalto, Morpho, TeliaSonera
	postponed
	-
	-

	S3-140515
	WebRTC: pCR to TR 33.871
	Gemalto, Morpho, TeliaSonera
	withdrawn
	-
	-

	S3-140516
	Comments on 499, Text for Sec.X.1 of SCE Super-CR for TS 33.401
	NSN
	revised
	-
	S3-140571

	S3-140517
	Comments  on 500, Text for Sec.X.2.1 of SCE Super-CR for TS 33.401
	NSN
	revised
	-
	S3-140572

	S3-140518
	Comments on 501, Text for Sec.X.2.3 of SCE Super-CR for TS 33.401
	NSN
	revised
	-
	S3-140573

	S3-140519
	Comments on 502, Text for Sec.X.2.4.1 of SCE Super-CR for TS 33.401
	NSN
	revised
	-
	S3-140574

	S3-140520
	Comments on 503, Text for Sec.X.2.4.2 of SCE Super-CR for TS 33.401
	NSN
	revised
	-
	S3-140575

	S3-140521
	Comments on 394, Text for Sec.X.2.5 of SCE Super-CR for TS 33.401
	NSN
	revised
	-
	S3-140576

	S3-140522
	Comments  on 423, SECAM - existence of NDS/IP
	NSN
	revised
	-
	S3-140611

	S3-140523
	Commenting contribution on [all SECAM contributions with threats and requirements]
	NSN
	approved
	-
	-

	S3-140524
	Comments on S3-140359
	Alcatel-Lucent
	noted
	-
	-

	S3-140525
	Comments on: S3-140423 SECAM - existence of NDS/IP
	TeliaSonera
	noted
	-
	-

	S3-140526
	Comments on 365, Security threats of O&M privilege management
	NSN
	postponed
	-
	-

	S3-140527
	Comments on 366, 428, Security threats and requirements on MME software package integrity validation
	NSN
	postponed
	-
	-

	S3-140528
	Comments on 367, Security threats and requirements on MME management data
	NSN
	postponed
	-
	-

	S3-140529
	Comments on 400, Security threat and requirement of the console interface on MME
	NSN
	postponed
	-
	-

	S3-140530
	Comments on 426, Threat on secure boot
	NSN
	postponed
	-
	-

	S3-140531
	Comments on 427, Security requirement for secure boot
	NSN
	postponed
	-
	-

	S3-140532
	Comments on 429, Threat on compromised MME detecting and reacting
	NSN
	postponed
	-
	-

	S3-140533
	Comments on 430, Security requirement on compromised MME detecting and reacting
	NSN
	postponed
	-
	-

	S3-140534
	Comments on 464, Root level access rights and configurations
	NSN
	withdrawn
	-
	-

	S3-140535
	Reply LS on system aspects for Small Cell Enhancement work in RAN
	R2-140934
	replied to
	-
	-

	S3-140536
	Comments on 464, Root level access rights and configurations
	NSN
	postponed
	-
	-

	S3-140537
	LS about the removal of ENs from TR 23.703 annexes
	S2-140776
	noted
	-
	-

	S3-140538
	MBMS security for GCSE in Rel-12, comments by NSN
	NSN
	revised
	-
	S3-140605

	S3-140539
	WebRTC - pCR to TR 33.871 update to REQ1
	Alcatel-Lucent
	approved
	-
	-

	S3-140540
	WebRTC - pCR to TR 33.871 sec 5.1 REQ3
	Alcatel-Lucent
	approved
	-
	-

	S3-140541
	GCSC TR 33.888
	Rapporteur
	approved
	-
	-

	S3-140542
	Clarification on GCSE_AS and NDS/IP
	Huawei, HiSilicon, Nokia and NSN
	approved
	S3-140361
	-

	S3-140543
	GCSE: Additions to key issue 6.3
	Nokia Corporation, NSN
	approved
	S3-140497
	-

	S3-140544
	Solving editor's notes on GC2 security
	Huawei, HiSilicon
	approved
	S3-140363
	-

	S3-140545
	FW traversal for WebRTC
	Huawei HiSilicon
	revised
	S3-140411
	S3-140602

	S3-140546
	Some corrections and clarifications to GCSE TR
	Huawei, HiSilicon, Nokia, NSN
	approved
	-
	-

	S3-140547
	GCSE: Availability of BM-SC for GCSE security
	Motorola Solutions, Thales, EADS, CESG (on behalf of ETSI TC TCCE WG6)
	approved
	S3-140475
	-

	S3-140548
	GCSE: Security options for data protection – way forward for Rel-12
	Nokia Corporation, NSN
	approved
	S3-140438
	-

	S3-140549
	pCR GCSE: Solution for Security across Unicast and Multicast Modes
	CESG (UK Gov)
	approved
	S3-140445
	-

	S3-140550
	Negotiation of MBMS security for MB2
	Ericsson,NSN
	approved
	S3-140474
	-

	S3-140551
	Option 1 - Re-usage of MBMS security and LTE security for downlink data protection in GCSE
	Nokia Corporation, NSN
	approved
	S3-140439
	-

	S3-140552
	Option 2 - Re-usage of MBMS security for all downlink data protection in GCSE
	Nokia Corporation, NSN
	approved
	S3-140440
	-

	S3-140553
	pCR GCSE: Solution for Security in critical communication scenarios
	CESG (UK Gov)
	revised
	S3-140449
	S3-140590

	S3-140554
	LS on scope of ProSe in Rel-12
	Ericsson
	approved
	-
	-

	S3-140555
	Amendment to Introduction of proximity Services Security
	Samsung
	approved
	S3-140456
	-

	S3-140556
	Prose Security Architecture
	Samsung
	approved
	S3-140452
	-

	S3-140557
	ProSe TS skeleton
	Qualcomm (Rapporteur)
	approved
	-
	-

	S3-140558
	Proposed text for the early sections of ProSe TS
	Qualcomm Incorporated
	approved
	S3-140436
	-

	S3-140559
	Update of ProSe WID to include SA3 TS
	Qualcomm Incorporated
	approved
	S3-140437
	-

	S3-140560
	ProSe Security-Security for PC3
	HUAWEI, Hisilicon
	approved
	S3-140422
	-

	S3-140561
	Proposed improvements to ProSe solution 2.5
	Qualcomm Incorporated
	approved
	S3-140444
	-

	S3-140562
	Freshness for direct discovery
	Qualcomm Incorporated
	approved
	S3-140446
	-

	S3-140563
	DDoS attacks using direct discovery
	Qualcomm Incorporated
	approved
	S3-140448
	-

	S3-140564
	Incorporating solution #2.5 in the ProSe TS
	Qualcomm Incorporated
	approved
	S3-140467
	-

	S3-140565
	Security aspects of SCE architecture 1A
	Samsung, Alcatel-Lucent,China Mobile, Qualcomm
	revised
	S3-140433
	S3-140583

	S3-140566
	Proposed LS on parameter synchronization
	Qualcomm Incorporated
	approved
	S3-140450
	-

	S3-140567
	LS to OMA on 
TLS-PSK with GBA
	Vodafone
	approved
	-
	-

	S3-140568
	pCR ProSe: Public safety security layered over network security
	CESG (UK Gov), Home Office (UK Gov), Ericsson
	approved
	S3-140381
	-

	S3-140569
	ProSe: Security analysis for GBA-based key distribution for group communications with invitation
	China Mobile, Intel
	approved
	S3-140402
	-

	S3-140570
	update to solution #3.5
	Huawei, HiSilicon
	approved
	S3-140358
	-

	S3-140571
	SCE: Proposed text for super CR Sec X.1
	ALU,Ericsson,NSN
	approved
	S3-140499
	-

	S3-140572
	SCE: Proposed text for super CR Sec X.2.1
	ALU,Ericsson,NSN
	approved
	S3-140500
	-

	S3-140573
	SCE: Proposed text for super CR Sec X.2.3
	ALU,Ericsson,NSN
	approved
	S3-140501
	-

	S3-140574
	SCE: Proposed text for super CR Sec X.2.4.1
	ALU,Ericsson,NSN
	approved
	S3-140502
	-

	S3-140575
	SCE: Proposed text for super CR Sec X.2.4.2
	ALU,Ericsson,NSN
	approved
	S3-140503
	-

	S3-140576
	SCE: Proposed text for super CR Sec X.2.5
	ALU,Ericsson,NSN
	approved
	S3-140394
	-

	S3-140577
	Reply to: Reply LS on system aspects for Small Cell Enhancement work in RAN
	Ericsson
	approved
	-
	-

	S3-140578
	Living SuperCR on Dual Connectivity and SCE
	Ericsson
	approved
	-
	-

	S3-140579
	key refresh initiated by SeNB
	Huawei, HiSilicon
	revised
	S3-140356
	S3-140576

	S3-140580
	key refresh when KeNB updates
	Huawei, HiSilicon
	revised
	S3-140357
	S3-140576

	S3-140581
	Counter Check for SeNB
	Alcatel-Lucent,Huawei,HiSilicon
	approved
	S3-140466
	-

	S3-140582
	Prose Lunch session at SA3#74 Bis - minutes
	WG Vice Chair
	noted
	-
	-

	S3-140583
	Security aspects of SCE architecture 1A
	Samsung, Alcatel-Lucent,China Mobile, Qualcomm
	approved
	S3-140565
	-

	S3-140584
	Comments on Clarification on OS’s security relevant asset
	NTT Docomo
	revised
	-
	S3-140623

	S3-140585
	Editor’s Notes on Environmental Assumptions
	NTT Docomo
	revised
	-
	S3-140618

	S3-140586
	pCR ProSe: IDENTITY: Signalling flows for pre-configured groups'
	CESG (UK Gov)
	approved
	S3-140378
	-

	S3-140587
	pCR ProSe: IDENTITY: Signalling flows for ad-hoc groups
	CESG (UK Gov)
	approved
	S3-140379
	-

	S3-140588
	pCR ProSe: IDENTITY: Media Security
	CESG (UK Gov)
	approved
	S3-140380
	-

	S3-140589
	pCR ProSe: IDENTITY: Update to group introduction
	CESG (UK Gov)
	approved
	S3-140473
	-

	S3-140590
	pCR GCSE: Solution for Security in critical communication scenarios
	CESG (UK Gov)
	approved
	S3-140553
	-

	S3-140591
	Security for One-to-many ProSe Direct Communication
	Samsung
	approved
	S3-140457
	-

	S3-140592
	Presentation on ETSI TC Cyber
	ETSI Secretariat
	noted
	-
	-

	S3-140593
	SCE: Proposed text for super CR Sec X.2.6
	Alcatel-Lucent, Ericsson
	approved
	S3-140395
	-

	S3-140594
	Trusted and reliable accounting for ProSe
	Samsung, Gemalto
	approved
	S3-140432
	-

	S3-140595
	pCR ProSe: IDENTITY: Signalling flows for configuration by KMS
	CESG (UK Gov)
	approved
	S3-140377
	-

	S3-140596
	Improvement to solution #3.6 on one-to-many communications
	Qualcomm Incorporated
	approved
	S3-140477
	-

	S3-140597
	pCR GCSE: IDENTITY: Signalling flows for multicast communications
	CESG (UK Gov)
	approved
	S3-140382
	-

	S3-140598
	Reply to: LS on security aspects of IMS_webRTC
	Alcatel-Lucent
	approved
	-
	-

	S3-140599
	pCR WebRTC: Introduction of WebRTC authorization function
	Ericsson
	approved
	S3-140372
	-

	S3-140600
	PCR WebRTC: token validation
	Huawei HiSilicon
	approved
	S3-140409
	-

	S3-140601
	P-CR WebRTC:Using separate DTLS connection for the different media streams
	Huawei HiSilicon
	approved
	S3-140410
	-

	S3-140602
	pCR WebRTC: Resolution of Editor's Note in firewall traversal section
	Ericsson
	approved
	S3-140374
	-

	S3-140603
	New draft TR 33.833 (ProSe)
	Rapporteur
	approved
	-
	-

	S3-140604
	LS to SA2 on GCSE
	Ericsson
	withdrawn
	-
	-

	S3-140605
	MBMS security for GCSE in Rel-12, comments by NSN
	NSN
	approved
	S3-140538
	-

	S3-140606
	WebRTC:  Clarification on the precondition of the authentication using web credentials
	China Mobile,Huawei,HiSilicon,Nokia Corporation, NSN
	approved
	S3-140406
	-

	S3-140607
	Skeleton for new Annex on WebRTC  addition on WebRTC being optional
	Nokia Corporation, NSN
	approved
	S3-140487
	-

	S3-140608
	MISC changes in TR 33.916
	Huawei, HiSilicon
	approved
	S3-140371
	-

	S3-140609
	SECAM - Security Functional Requirements
	Ericsson, NSN
	approved
	S3-140421
	-

	S3-140610
	Addressing last paragraph in 5.2.3.2
	Ericsson,NSN
	approved
	-
	-

	S3-140611
	Comments  on 423, SECAM - existence of NDS/IP
	NSN
	approved
	S3-140522
	-

	S3-140612
	SCAS - MME model and SCAS scope in new clauses 4.3 and 4.4 of TR 33.806
	NSN, Ericsson
	approved
	S3-140460
	-

	S3-140613
	New version of the super CR on Dual Connectivity and SCE
	Ericsson
	approved
	-
	-

	S3-140614
	new draft WebRTC TR
	Rapporteur
	approved
	-
	-

	S3-140615
	new draft TR SECAM 33.916
	Rapporteur
	approved
	-
	-

	S3-140616
	new draft TR SECAM 33.806
	Rappporteur
	approved
	-
	-

	S3-140617
	results of discussions on 442 and 424
	NSN
	approved
	-
	-

	S3-140618
	Editor’s Notes on Environmental Assumptions
	NTT Docomo
	approved
	S3-140585
	-

	S3-140619
	WebRTC: A new solution-WIC direct authentication using web credentials
	China Mobile
	approved
	S3-140405
	

	S3-140620
	pCR WebRTC: SIP Digest and handling of re-registrations
	Ericsson
	approved
	S3-140376
	

	S3-140621
	SECAM - attacker model update
	Ericsson, NSN
	approved
	S3-140420
	

	S3-140622
	WebRTC: pCR to TR 33.871
	Gemalto, Morpho, TeliaSonera
	approved
	S3-140513
	-

	S3-140623
	Comments on Clarification on OS’s security relevant asset
	NTT Docomo
	approved
	S3-140584
	-

	S3-140624
	WebRTC security - Introducing new SA2 scenario using pools of IMS subscriptions in TR 33.871 v0.2.0
	Nokia Corporation, NSN
	approved
	S3-140485
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-140490
	Description of scenario 2 in new Annex on WebRTC
	Nokia Corporation, NSN
	-
	-
	-
	-
	-
	-
	postponed

	S3-140492
	Description of scenario using IMS subscription pool held by WWSF in new Annex on WebRTC
	Nokia Corporation, NSN
	-
	-
	-
	-
	-
	-
	postponed

	S3-140495
	Use of (D)TLS in WebRTC
	Nokia Corporation, NSN
	-
	-
	-
	-
	-
	-
	postponed

	S3-140375
	IMS media plane security interworking for WebRTC access to IMS
	Ericsson
	33.328
	0058
	-
	-
	-
	-
	postponed

	S3-140514
	WebRTC: CR to TS 33.203
	Gemalto, Morpho, TeliaSonera
	3GPP TS 33.203
	-
	-
	Rel-12
	-
	IMS_WebRTC
	postponed

	S3-140461
	WebRTC: CR to TS 33.203
	Gemalto
	TS 33.203
	-
	-
	Rel-12
	-
	-
	withdrawn
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	To
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	-
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