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Abstract of the contribution: This paper provides an update of the attacker model for the MME network products and starts collecting necessary text for the TS.
1 Introduction

This paper provides an update of the attacker model for the MME network products and starts collecting necessary text for the TS.
2 Proposal
It is proposed that SA3 discusses the attacker model and agrees the pCR below for inclusion in TR 33.806.
*** BEGIN CHANGES ***
5.3
Analysis

5.3.1
Inside attacker capabilities

The term inside attacker is often used to describe an attacker with some form of privileged access to the target.  The term is not sufficiently clear on its own, and needs to be elaborated in the context of the MME to be useful in the SCAS.

In a most generic sense of the word, an inside attacker can target the MME in many ways, e.g., by:

-
access and modify configuration data

-
access and modify subscriber data

-    access subscriber traffic data and location data

-
access node statistics

-
modify software, firmware and operating systems

-
make physical modifications to boxes, connections and can add hardware (e.g., splitters) on cables.

-
replace the MME with any function of the attacker's choice

-
delete/view/modify logs

-
Control (shutdown) applications and processes on the Network element

-
Read/Modify security credentials

Which of these capabilities the attacker is in possession of, may depend on his/her current user-access role. If there is a role based access control in place, the attacker's capabilities may also depend on how easy it is for the attacker to change his/her user-access role.

Depending on which capabilities an inside attacker have, different countermeasures are more or less effective. Therefore, the attacker model, threats and countermeasures should not be based on the umbrella term "inside attacker", but rather on which particular capabilities the attacker has, which assets the attacker target and which interfaces the attacker uses to get to these assets.

5.3.2
Types of attacks by insiders

A system may or may not permit anonymous user access, i.e. without strong user identification. Logging measures may or may not be in place, and the inside attacker may or may not be knowledgeable on what system logging measures are active. Irrespective of user identification strength, and of logging measures (actual and perceived), it is clear that it is not always possible to directly prevent an inside attacker who chooses to attack regardless of detection mechanisms and regardless of own risk-taking and consequences. A powerfully inside attacker (or team of insider attackers) may also know of all countermeasures, and may be able to circumvent the countermeasures without risk to themselves. 

Not all inside attackers have all the capabilities listed above. For example, one operations OAM engineer may be able to modify the configuration data, but may not be able to modify the software. An administrator of the hardware may, conversely, be able to upgrade the operating system on the node, but may not be able to modify the configuration data (without being detected). Attack threshold will depend on if the attacker can act anonymously or not,

When the capabilities of the inside attacker are sufficiently specified, it is possible to add counter measures, e.g., for protection (e.g., access control on the interfaces used for the attack), and for detection (e.g., logging user id and configuration changes).

The insider attacks against the MME may be classified as follows:

-
Attacks during manufacturing process. These are not part of the SCAS, but part of NESAG's work in GSMA.

-
Attacks on connections to and from the MME. These can be further categorised into attacks that are possible to perform using an operator-external interfaces and attacks on operator-internal interfaces. An operator-external interface to the MME is in this respect an interface that can be used by parties outside of the operator community, e.g., attacks via the NAS protocol. Operator-internal interfaces are interfaces that are accessible to personnel in the operator community. An example of an operator-interface could be the S10 reference point between two MMEs. An attacker may request the security context for a particular UE and, since it is part of the protocol description, the MME that gets the request responds. This would provide a potential internal attacker with access to security sensitive data. All these interfaces that are part of 3GPP specifications are out of scope for the attacker model used for the SCAS, since they are assumed covered by the relevant protocol specifications. However, the SCAS may still add requirements on that the protocol implementation used on these interfaces should be fuzzed. 

-
Attacks by authorized and authenticated personnel via remote and local OAM can only be handled by personnel management at the operator or companies contracted by the operator to run the network operations. However, as an aid in deterring and detecting insider attacks the MME can provide logging information of user id and of events where, e.g., configuration has been changed.

Prevention of attacks where an insider modifies or accesses assets that the attacker is authorized and authenticated to modify or access are left out of scope of the SCAS. Access control and logging mechanisms can be supported to help detecting these types of attacks is possible by the operator. Such measures also act as attack deterrents. Note however that if logs can be modified, as permitted by the capabilities of the role(s) that are accessible to the attacker,  then even this countermeasure renders less effective.

5.3.3
External attackers

External attackers are considered to be those that have no privileged access to the target. That is, an attacker that only has access to the MME via the external interfaces identified in the MME model. Note that the line between an external and internal attacker is not clear cut. One type of external attacker is a user which can only access the MME via the terminal, i.e., using the NAS protocol. Another type of external attacker is someone with access to an interconnect network, and via this network can access the MME via, e.g.,. the S10 interface. The latter may be considered as being a semi-insider.

Attacks, threats and countermeasures shall not be described in terms of an attacker being an insider or an external attacker, but rather in terms of the capabilities of the attacker, there is no need to further distinguish between insider and external attackers.

5.3.4
Attacker strength

A sufficiently powerful attacker may bribe and blackmail people on the inside. In that way the attacker can create a team of inside attackers with the necessary combination of capabilities to perform the attack desired. As seen from above it is not possible to completely protect against this type of attacker. Another indirect countermeasure (besides, for example, proper authentication and authorization in combination with logging) for such attack types can include personnel management, which however is not within the scope of MME SCAS. 


5.3.X
MME network product attacker model definition
5.3.X.1
Introduction
NOTE: The present clause 5.3.X contains the definition of the attacker model, written in such a way that it can directly be lifted over to the final MME NP SCAS. The analysis parts in the other subclauses of clause 5.3 can be left in the present TR to provide a rationale. This note does not need to be carried over to the TS.
The attacker used in the MME SCAS is characterized by the capabilities he or she possesses and with which power the attacker can exert these capabilities. This implies that it is not necessary to make a distinction between an insider or outsider attacker. For example, an attacker with access to the local logical OAM interface is able to attempt to access the OAM function. Another example is an attacker that has the capability to access the local OAM interface, and also has the capability to obtain login credentials to the OAM function. Both these attackers can be considered insider attackers, but they have very different powers. By modelling the attacker based on the capabilities he or she possesses, it is clear what the attacker is expected to be able to accomplish. Only distinguishing attackers based on them being insiders or outsiders is too coarse grained to express the threats.
The attacker model is by its nature an abstract model. It does hence not include capabilities related to specific interfaces or specific assets. Instead, the attacker model describes abstract capabilities which can be used to model the concrete cases necessary.
5.3.X.2
Attacker capabilities
Remote access: It is assumed that the only way an attacker can have remote access to the critical assets of the MME network product is via the remote logical interfaces defined by the MME network product model. The attacker cannot create any additional remote logical interfaces at any time before, during, or after deployment.
Local access:  It is assumed that the only way an attacker can have local access to the critical assets of the MME network product is via the local logical interfaces defined by the MME network product model. The attacker cannot create any additional local logical interfaces at any time before, during, or after deployment.
NOTE: Tampering with the MME network product during the development or deployment process is assumed to be covered by the NESAG work [X].
Access to credentials: Preventive measures against attacks where the attacker has legitimate access to login credentials are out of scope for the SCAS, but measures to detect or deter such attacks are in scope. If, however, the credentials are well-known defaults, fixed, or generated without using random or secret values (e.g. just by hashing the product serial number) that may be e.g. listed in product documentation, or documentation of parts of the product (like used open-source components) then it is assumed that the attacker has access to them, and preventive measures against these attacks are in scope for the SCAS.
5.3.X.3
Attacker strength
The attacker strength defines the assumptions made about the power, duration etc. with which the attacker can enforce its capabilities.
Computational power: The attacker is assumed to not being able to brute force a 112-bit search space in an offline effort. According to the recommendations from ECRYPT, NIST et. al. collected at www.keylength.com (accessed 2014-03-16), this provides a suitable choice until year 2030.
Eavesdropping, modification and injection of data on links: It is assumed that the attacker cannot break well established security protocols in their latest versions, such as TLS or IPsec. It is in particular assumed that the attacker cannot eavesdrop, modify or inject data on links where NDS/IP is applied. This assumption does not rule out that the attacker can exploit vulnerabilities in implementations of established security protocols, or implementation faults like incorrect certificate validation, or misconfigurations like allowing a weak encryption algorithm.
Remote access time window: The attacker is assumed to have unlimited time to access the MME network product via remote logical interfaces..
Editor's note: it is FFS whether unlimited time is too generous to the attacker.
Local access time window: The attacker is assumed to have limited time to access the MME network product via local logical interfaces. For example, the attacker is assumed to be detected, e.g., by security personnel or other working staff before being able to physically open up the MME NP and extracting sensitive data from the circuit boards. This does not prevent that security functional requirements are added to fulfil security policies, e.g., that an alarm goes off if the MME NP is tampered with.
NOTE: The assumption of "limited time" needs further interpretation, which is done on a case-by-case basis in the context of threats and requirements.
*** END OF CHANGES ***

