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Abstract of the contribution: A WebRTC IMS Client that authenticates to IMS using SIP Digest may need to re-obtain the password from the user every time a re-registration is triggered, unless the password is stored in memory. This pCR proposes to capture this issue in a note in TR 33.871. The same issue was issue raised at SA3#74 but was never described in the TR.
1 pCR
***
BEGIN CHANGES
***
6.1.1
Authentication of WebRTC IMS Client re-using existing IMS authentication mechanisms

6.1.1.1
General

Editor’s Note: It is assumed that the WebRTC IMS Client has access to IMS credentials and uses these to authenticate to the IMS.

In this scenario it is assumed that the user has a subscription with an individual IMPU and uses an IMS authentication mechanism (e.g., IMS digest) to authenticate with IMS. The eP-CSCF is assumed to relay the authentication information so that the message flows are unchanged.

Editor's Note: Access to the (U)SIM and the AKA algorithm from JavaScript is currently not supported in today's browsers (without requiring browser modifications or installation of proprietary plugins). It is ffs to use IMS AKA.

6.1.1.2
Use of SIP Digest credentials

In this scenario that the WebRTC IMS Client implements the SIP Digest algorithm and sends the authentication information to the eP-CSCF. The use of SIP Digest in IMS is specified in Annex N of TS 33.203 [5].
NOTE 1:
The use of SIP Digest breaks the 3GPP security requirement mandating IMS AKA to connect to IMS when using a 3GPP access network, see 3GPP TS 33.203.
Figure 6.1.1.2-1 shows the registration flow. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used as long as it is able to relay the IMPI and the digest challenge, challenge-response, and auth-info values.

It is recommended to maintain a clear separation between WebRTC IMS Clients and regular IMS UEs. A user accessing IMS from a WebRTC IMS Client should be assigned a separate subscription in the HSS with a unique IMPI and SIP Digest password.  In this way a compromised password will have an isolated impact and only affect the WebRTC IMS Client.

The solution requires that the IMPI and SIP Digest password are made available to the JavaScript in the WebRTC IMS Client.

The entities that have access to the IMPI and SIP Digest password, and thus needs to be trusted by the operator, are the user, the browser, the WWSF, and the IMS core network.  SIP Ddigest is therefore only intended to be used when the WWSF is controlled by the operator or a 3rd party trusted by the operator.

NOTE 2:
It is assumed that the credentials are entered by the user via the web GUI or retrieved from the WWSF over HTTPS. Note that the latter option requires that WWSF has authenticated the user previously.

NOTE 3:
Unless the SIP Digest password or the intermediate hash value H(A1) (see RFC 2617 [X]) is stored in the WIC, the password needs to be re-obtained each time a re-registration is performed. If the password is entered manually and if re-registrations occur often, this will result in a negative user experience.  This can be avoided by storing the SIP Digest password or H(A1) in the WIC after the initial registration procedure. Ensuring the confidentiality of the SIP Digest password or H(A1) during storage is at the discretion of the implementation and is outside the scope of 3GPP.
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Figure 6.1.1.2-1: WebRTC client authentication using SIP Digest

NOTE 4:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.   

***
END OF CHANGES
***
