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Abstract of the contribution: This contribution proposes minor an editor’s note to TR33.916 to better understand the impact of environmental assumptions in writing SCAS. 
1 Introduction
When writing a SECAM SCAS, certain assumptions may be placed on the environment. This contribution inserts a placeholder in 33.916 to ensure that these assumptions need to be verified at deployment time.
2 Proposed changes
/******************Begin changes*******************************/

4.1
Scope of a SECAM SCAS

A 3GPP Network Product can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. Each 3GPP Network Product, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards) and software (e.g. operating system, drivers, applications, services, protocols); in addition the 3GPP network product can be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.

A pre-requisite for the SCAS writing part is to have a complete list of features/capabilities considered to be part of the Network Product Class.

Editor’s Note: In order to achieve the security assured by a SCAS, the network operator needs to ensure that deployment fulfils the environmental assumptions given in the SCAS. The overall process therefore contains the following steps:
1) 3GPP writes SCAS, which may contain environmental assumptions
2) Accredited security test laboratories (vendors or third party) evaluate network product according to SCAS, but only the single product  in a vendor-documented configuration for SECAM testing, without any considerations on the system or network or environment in a specific deployment. Here SECAM stops. 
3) when the evaluated network product is being deployed, the operator goes back to the environmental assumptions from the SCAS and tests whether they are fulfilled. This validation of environmental assumptions can only be performed during deployment and is needed for security, but is not part of SECAM, because SECAM is about product-testing. 
The Security Assurance Specification (SCAS) for a given network product class provides a description of the security requirements pertaining to that network product class. It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.

NOTE 1:
Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SCAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in 5.2.2.1) is outside of the scope of this study.

NOTE 2: 
For features that are standardized in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS [4]) or other publications.

/************************End changes*******************************/
