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Abstract of the contribution: This document captures the results of way forward discussion based on contribution S3-140424 and S3-140442 and a list of questions discussed on the SA3 mailing list.
Introduction

Discussion to the way forward with GCSE security, related key issues, and security requirements was initiated by S3-140442 and S3-140424. Due to lack of time during the last meeting (SA3-74bis) the discussion was left to email discussion and results are captured in this tdoc.
During SA3-74bis meeting, there was indication that companies seem to be rather interested in considering and studying MBMS security beyond Rel-12. In order to fast progress GCSE WID before the May meeting, the following list of questions was formulated and companies were asked to contribute: 

1) Considering partial re-usage of MBMS security functions in Rel-12 time frame at all? 
2)  Depending on whether we consider GCSE security in Rel-12 with or without MBMS security, which key issues need to be considered for GCSE security in scope of REl-12. See discussion of 442.
3)  What are the requirements needed for Rel-12? See discussion of 442+424.      
4) Which security solution for Rel-12? What  needs to be specified by SA3?
5)  Do we need a TS? If we do not start our own TS, where to put any specification text that may be needed from GCSE security perspective?

Result of discussion

· 5 companies participated in the discussion. 

· The majority agreed that MBMS security should not be considered in Rel-12. Note, when MBMS is used for delivery of GCSE data, MBMS security is disabled.
· The majority agreed on continuing the study of GCSE security beyond Rel-12 re-using MBMS security.

· Key issues stated to be relevant for Rel-12: 

	6.6
	Communication between GCS AS and BM-SC (MB2 interface)

	6.14
	Performance and scalability


Key issue also mentioned:
	6.1
	Security in critical communication scenarios 

	6.3
	Security across unicast and multicast modes 


For the latter two key issues most companies noted that if GCS AS manages the security, the key issues are out of scope. Nevertheless, as also mentioned by companies, the interaction between GCS AS and 3GPP network entities over unicast and multicast should be secured. In this context discussion was raised whether Rx/SGi needs to be secured. Security of Rx and SGi would be out of GCSE specification work.
· Security solution for Rel-12 is needed for MB2 to secure signalling data that terminate at the BM-SC. All other signalling and media data between AS and UE is assumed to be e2e secured in Rel-12, i.e. out of scope for SA3 WID Rel-12. 

· Most companies think that no SA3 GCSE TS is needed for Rel-12. Several proposals for including security relevant parts in existing Rel-12 specifications have been made (ordered in the number of times mentioned as preference):
· Adding a section to SA2 GCSE specification TS 23.468 about security requirements for interfaces

· Including a section into TS 33.246 because of the MB2 interface to BM-SC, because this specification would have at least the MBMS connection used in GCSE.

· Including a section in SA3 security specifications TS 33.401 or TS 33.210 about security requirements of MB2/Rx/SGi interface for GCSE_LTE
While the advantage of the latter two proposals is to keep specification work under SA3 authority, the advantage of the first proposal is the direct connection to the GCSE context, i.e. a single point of reference for all GCSE requirements.
Requirements discussed

· Requirements from 6.6. and 6.14 commonly understood for inclusion:
·  The BM-SC and the GCSE AS shall be able to mutually authenticate each other.

·  The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality and replay protected.

· Requirements from 6.1 (maybe also relevant for Rel-12; reformulated as result from comments in discussion):

· It shall be possible for the BM-SC to apply access control on the messages initiated by the GCS AS. 

· Similarly it shall be possible for the GCS AS to apply access control on the messages initiated by the BM-SC.
Note, Rx and SGi are generic interfaces and not specified in the scope of GCSE. 
· Requirement from 6.14:

· Security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability as defined by SA1 in 3GPP TS 22.468 [2].

