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Abstract of the contribution:

This submission provides more detail on how a KMS provisions a UE to use the IDENTITY solution and the identifiers used. This includes a description of the role of the KMS, the choice of identifiers, and provisioning flows for distributing material from the KMS to the public safety UEs.
Last meeting and in subsequent communications, I had a request for more detail on what identifiers are used by IDENTITY and how the KMS provisioning process would proceed. This submission provides this detail. Note that there is no additional security functionality in this submission, only greater detail on how security information is exchanged.

The first change contatins:
· A description of the role of the IDENTITY KMS is provided.

· A description of how IDENTITY User IDs are created and managed, including a discussion of the specific case of IDENTITY group IDs.

· A description of how the connection is secured, this was previously provided in 6.3.1.3.2.2.
· Three signalling flows between the UE and the KMS. These are used to provision the UEs both with key material, and details of other domains with which the UE may securely connect.

· The discussion of key storage has also been moved to section 6.3.1.2.6 from 6.3.1.3.2.4.
The second change removes the description of connection security provided in 6.3.1.3.2.2 to reflect the addition in 6.3.1.2.4.3.

The third change removes the discussion of key storage from 6.3.1.3.2.4.

*******START OF 1st PROPOSED CHANGE FOR PROSE TR*********
6.3.1
Solution #3.1: Security for ProSe Group Communications

6.3.1.1
General

This solution address key issue 5 in the current document and is aimed to provide the security solution for solutions C1, C5, C6, C7 and C8 in TR23.703 [4]. It is primarily aimed at meeting the public safety user requirements for group communications out-of-network coverage, but can also be applied for in-coverage scenarios.

6.3.1.2
IDENTITY Security Solution

6.3.1.2.1
General

The IDENTITY solution provides a flexible end-to-end security solution capable of setting up secure one-to-one or group sessions without requiring a connection to network infrastructure. It is intended for use by public-safety users who require direct one-to-one or group connections when a connection to the network does not exist. It provides a solution to perform authentication and key-agreement for direct one-to-one communications (C3 and C4) and for group communications (C1, C5, C6, C7, C8) as specified in TR23.703 [4].

The IDENTITY solution allows information to be encrypted to a given UE using solely their public identity (alongside pre-provisioned domain-level information). Only a UE with this identity (alongside private keys provisioned by the network infrastructure) is able to decrypt information encrypted to the identity and sign information as this identity. As a result, provisioning must either occur prior to deployment or while users are connected to the network infrastructure, but secure connections may be established without access to network infrastructure. The security mechanism which achieves this uses the MIKEY-SAKKE protocol as specified in RFC 6509 [12].
6.3.1.2.2
IDENTITY KMS

IDENTITY is a security protocol rooted and managed at the domain level. Each domain supporting IDENTITY secure communications requires an IDENTITY Key Management Server (KMS). The KMS controls the security of IDENTITY communications within the domain, including the key period, the User IDs which a user may use and the domains with which a user may securely communicate.

The KMS issues a public certificate for the domain for which it manages communication security. To securely communicate with users in a domain, the single KMS public certificate for the domain is required. The KMS issues its own KMS public certificate to its users, along with KMS public certificate for other domains KMS, allowing secure, inter-domain communications. Individual users do not require certificates.

6.3.1.2.3
Use of User IDs within IDENTITY

6.3.1.2.3.1
General

To secure communications with a specific user, the initiator must compose the IDENTITY User ID (UID) to which the message will be encrypted. It is intended that the format of the UID should be defined by the KMS. As a result, there is flexibility on the choice of UID depending on the requirements of the specific user group. The only constraint is that UID must be well-defined and derived by the initiator of the communication unambiguously. 

For example, for IMS communications, the UID is likely to contain the user’s IMPU (e.g. alice@domain.com), or in other contexts, perhaps the MSISDN. However, for most domains, the UID used for IDENTITY communications will also contain a reference to the current year, and perhaps also the current month or week within the year. This defines the length of time a particular UID is used, and also the key period for the key associated with the User ID. 

The format for the UID for users within a domain is specified within the KMS public certificate. For example, 


#uri?uidyear=#year&uidmonth=#month /> 

In this case, the initiator would construct a UID for a user within the KMS domain by replacing ‘#uri’ with the recipiant’s URI, ‘#year’ with the current year and ‘#month’ with the current month. For example:

alice@domain.com?uidyear=2014&uidmonth=03
It is recommended that the KMS issues keys for a new month prior to the beginning of the month. This allows the two month’s UIDs to both be valid for use on the month boundary.

6.3.1.2.3.2
Group UIDs

Just as users are able to communicate independently of the network using IDENTITY, groups may be managed independently of the network using group UIDs. In this case, the KMS provisions a UID to the Group Manager using the URI for the group. For example, for pre-configured groups the following may be appropriate:

group.antipolis.police@domain.com?uidyear=2014&uriusage=group;

Or, if a user is allowed to create their own ad-hoc group, they could be provisioned with a UID for this purpose:

group.alice@domain.com?uidyear=2014&uriusage=group;

The Group Manager may sign group management messages using the group UID corresponding to the URI for the group. The group members are able to authenticate the validity of the management message as only the Group Manager is provisioned by the KMS to use the group UID. It is recommended to include the attribute ‘uriusage=group’ in the IDENTITY UID to ensure separation between group UIDs and user UIDs. 
6.3.1.2.4
IDENTITY UE Provisioning

6.3.1.2.4.2
General

To securely communicate using IDENTITY, each public safety UE needs to be provisioned with keys corresponding to the public safety UE’s UIDs, along with domain specific information such as KMS’s public certificate. 

To be configured, the UE creates a secure connection to the KMS, and as part of this process, the KMS verifies the identity of the UE. Within the secure connection, the UE makes a request to the KMS which responds with domain information and key material appropriate to the request and local domain policy.

6.3.1.2.4.2
Pre-Provisioning

Prior to provisioning, the public safety UE requires the address (e.g. URL) of the domain’s KMS. 

Public-safety UEs may also be pre-provisioned with additional security parameters where required. For some user groups, such as UEs which may always be outside of network coverage, the UE may be entirely provisioned prior to deployment.

6.3.1.2.4.3
UE to KMS connection security

To be provisioned, the public safety UE must establish a secure connection to the KMS. If security credentials have already been agreed between the KMS and UE (e.g. due to a previous GBA connection, a secure IMS tunnel or pre-provisioned parameters), an HTTPS connection is established using these credentials. However the secure connection is established, the KMS must be able to verify the identity of the UE.

Otherwise, the KMS acts as a NAF and directs the UE to perform a GBA bootstrapping procedure as described in TS 33.220 [6] and depicted in Figure 6.3.1.2.4.3-1. To achieve this, a BSF and the UE’s HSS is used. As a result of this procedure, the KMS knows the identity of the UE and a shared key, Ks, is established between the KMS and UE to protect the HTTPS connection between them. 
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Figure 6.3.1.2.4.3-1: Bootstrap architecture for IDENTITY Provisioning

Should the KMS require keys to be updated outside of the normal schedule, a GBA push procedure may be started by the KMS to establish a connection between the KMS and the UE for key transfer.

6.3.1.2.5
Procedures for UE Configuration to use IDENTITY

6.3.1.2.5.1
General

This section specifies the key management procedures between the KMS and the UE that allows the UE to be configured to use the IDENTITY solution. It describes the security procedures for the following processes:

-
IDENTITY Provisioning Request

-
IDENTITY Authorise Request

-
IDENTITY Information Request

6.3.1.2.5.2

IDENTITY Provisioning Request

This procedure registers a public safety UE within a specific domain. The public safety UE shall send a provisioning requests to the KMS in the message-body of a HTTP GET request. The Request-URI shall indicate the type of the message. Upon successful request, KMS shall return indication of success.

It is assumed that this requests is made and responded to over an established secure connection as described in Section 6.3.1.2.4. Figure 6.3.1.2.5.2-1 describes the procedure.

Figure 6.3.1.2.5.2-1: IDENTITY Provisioning Request
The provisioning shown in Figure 6.3.1.2.5.2-1 is as follows:

1. The public safety UE sends the HTTP GET (Provision) to the KMS. 

a. The Request-URI of the GET request contains a URI parameter "requesttype" that is set to "prov” i.e. Request-URI takes the form of "/keymanagement/mikeysakke?requesttype=prov". The GET request may contain other URI parameters and headers as required.

2. The KMS checks that the HTTP GET is valid, and extracts the request for further processing. During processing, the KMS shall ensure the public safety UE’s identity is verified and apply the domain policy on assigning UIDs to the UE. 

3. After successful processing, the KMS returns a HTTP 200 OK to the public safety UE. The KMS populates the HTTP response with XML containing all information required to provision the UE. The contents of XML response may be signed by the KMS using the KMS public certificate. The response will include key material corresponding to the UE’s UIDs. It may also include:

a. The KMS public certificate.

b. Public certificate of other KMS domains with which the UE may securely communicate.

c. Domain policies (e.g. frequency of provisioning, or use KMS certificate A to communicate with users in domain Z).

d. If the UE is able to create groups, key material corresponding to the group UIDs.

For most user groups, the public safety UE will periodically (e.g. monthly) make the provisioning request to the KMS.
6.3.1.2.5.3

IDENTITY Authorise Request

Where the public safety UE receives a MIKEY-SAKKE I_MESSAGE using a UID for which the private key has not been provisioned by the KMS, the public safety UE may request the private key for this UID from the KMS. The UE sends an HTTP GET (Authorise) request to the KMS. The Request-URI indicates the type of the message and the UID requried. Upon successful request, KMS returns an indication of success.

It is assumed that this requests is made and responded to over an established secure connection as described in Section 6.3.1.2.4. The signalling flow of the request is shown in Figure 6.3.1.2.5.3-1.


Figure 6.3.1.2.5.3-1: IDENTITY Authorise Request
The UID authorisation procedure shown in Figure 6.3.1.2.5.3-1 follows:

1. The public safety UE sends the HTTP GET (Authorise) to the KMS. 

a. The Request-URI contains an URI parameter "requesttype" that is set to "idrequest” and the Request-URI contains an URI parameter "userid" that shall be set to the URL-encoding of the User ID required. For example, Request-URI takes the form of "/keymanagement/mikeysakke?requesttype= idrequest&userid=alice%40operator.example%3FP-Year%3D2013%26P-Month%3D09";

2. The KMS checks that the HTTP GET is valid, and extracts the request for further processing. During processing, the KMS shall ensure the public safety UE’s identity is verified and the UE is authorised to use the User ID requested. 

3. After successful processing, the KMS returns a HTTP 200 OK to the public safety UE. The KMS populates the HTTP response with XML containing key material corresponding to the requested UE’s User ID. The contents of XML response may be signed by the KMS using the KMS public certificate.

6.3.1.2.5.4

IDENTITY Information Request

Where the public safety UE would like to send a MIKEY-SAKKE I_MESSAGE to a public safety URI for which it does not know or have the KMS public certificate corresponding to the URI, the UE may request this information from the KMS or appropriate public server hosting KMS public certificates. The Request-URI indicates the type of the message and the URI for which information is required. Upon successful request, KMS returns indication of success.

This request may be made without a security association between the server and the UE, however the response from the server should be authenticated by the UE’s KMS. The signalling flow for this procedure can be seen in Figure 6.3.1.2.5.4-1.


Figure 6.3.1.2.5.4-1: IDENTITY Information Request
The URI information procedure is as follows:

1. The public safety UE sends the HTTP GET (Information) request to the server. 

a. The Request-URI contains a URI parameter "requesttype" that shall be set to "inforequest” and the Request-URI contains a URI parameter "uri" that is set to the URL-encoding of the public safety URI for which information is required. For example, Request-URI takes the form of: "/keymanagement/mikeysakke?requesttype=inforequest&uri=alice%40operator.another";

b. Where the server is not the user’s KMS, the Request-URI may also contain a URI parameter “certuri” that shall be set to the URL-encoding of the domain certificate URI that the public safety UE trusts. The Information Server may then respond with domain information signed using this Certificate URI. For example: “certuri=domaincert1.kms.operator.example”.
2. If the request is valid and can be fulfilled by the server, it returns a HTTP 200 OK to the public safety UE. The server populates the HTTP response with XML containing the relevant domain certificate and domain policies provided by the public safety UE’s KMS. The contents of XML response may be signed by the public safety UE’s KMS.

6.3.1.2.6
Key Storage

It is assumed that the UE includes a secure storage. The secure storage may be realized on the ME or on the UICC and should be used to store the key material provisioned by KMS and any other long term key material (e.g. group master key).
*******END OF 1st PROPOSED CHANGE FOR PROSE TR*********
*******START OF 2nd PROPOSED CHANGE FOR PROSE TR*********
6.3.1.3.2
Group Communications using IDENTITY

6.3.1.3.2.1
General

The following security procedures apply to all group communications, regardless of type. A group communication is a ‘one way’ communication (as the number of recipients may be too large to support a two-way protocol). The group communication is encrypted using a session key. This session key is transferred to group members encrypted under a Group Master Key (GMK). The group communication is signed by the communication initiator to authenticate the speaker.









 

*******END OF 2nd PROPOSED CHANGE FOR PROSE TR*********
*******START OF 3rd PROPOSED CHANGE FOR PROSE TR*********


*******END OF 3rd PROPOSED CHANGE FOR PROSE TR*********
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