3GPP TSG SA WG3 (Security) Meeting #74 Bis
S3-140586
31 March – 2 April 2014 Sophia Antipolis (France)
revision of S3-140378
Source:
CESG (UK Gov)
Title:
pCR ProSe: IDENTITY: Signalling flows for Pre-configured Group Communications
Document for:
Approval
Agenda Item:
4.2
Work Item / Release:
R12
Abstract of the contribution:

This submission adds signalling flows for pre-configured groups as part of the IDENTITY solution. Pre-configured groups were previously known as ‘standard’ groups. There is no additional security functionality added, the submission only adds detail and description of the messages involved.
The proposal is effectively a re-write of this section to provide explicit signalling flows and a clearer descriptions of the functionality. However, no security functionality is changed or added. The following changes are made:
· Greater detail is added to the introduction to group configuration, including an overview diagram.

· The roles of a ‘group manager’, responsible for the security configuration of a pre-configured group, and the ‘group controller’ responsible for routing group traffic are introduced.

· The signalling flow for distributing GMKs from the group manager to group UEs is described, attaching the information to group notifications (see Figure 6.3.1.3.2.2-1). The original description of this process is removed.
· Greater detail is added to the introduction to session key distribution, including an overview diagram (see Figure 6.3.1.3.3.1-1).

· The signalling flow for distributing session keys over the network as part of session initialisation is provided (see Figure 6.3.1.3.3.2-1). The original description of this process is removed.

· The signalling flow for distributing session keys directly as part of session initialisation is provided (see Figure 6.3.1.3.3.3-1). The original description of this process is removed.

*******START OF 1st PROPOSED CHANGE FOR PROSE TR*********
6.3.1.3.2
 Pre-configured Group Security Configuration
6.3.1.3.2.1
General
Pre-configured groups are managed by a Group Manager. This is likely to be a central server whose role is to create, advertise and share a security association for the group. To create the group’s security association, a Group Master Key (GMK) is distributed to pubic safety group members. 

The security associations are setup using group notification or advertisement messages, created by the Group Manager. The group advertisement messages notify users of the existence of the group, but also provide the GMK encrypted for the user. Using the IDENTITY solution, the GMK is encrypted to the public safety user’s identity and signed using the (key associated with the) group identity, an identity which the group manager is authorised to use by the KMS. In this way, the group manager’s management messages are authenticated.
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Figure 6.3.1.3.2.1-1: Overview of Pre-Configured Group Security Configuration

6.3.1.3.2.2
Security Procedures for Pre-configured Group Security Configuration
This procedure distributes a Group Master Key (GMK) from the group manager to the public safety UEs within the group. 

It is assumed that for a groups within the network there will be a local participating group server which manages communications with group members. For pre-configured groups, it is also assumed that there exists a group manager, which is a server (e.g. in the public safety control room) with the authority to manage a specific pre-configured group. The security association for the group is created via a group notification/advertisement message sent from the group manager to public safety UEs within the group.

Figure 6.3.1.3.3.2.2-1 shows the security procedures for creating a security association for a pre-configured group.
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Figure 6.3.1.3.2.2-1: Security Configuration for Pre-Configured Groups
A description of the procedures depicted in Figure 6.3.1.3.3.2.2-1 follows:
1. Prior to beginning this procedure it is assumed that all the public safety UEs within the group have been provisioned by an IDENTITY KMS as described in Section 6.3.1.2. The group manager should also be securely provisioned by the KMS to use the identities of the group(s) that it manages.

2. A UE registers with its serving signalling server to use communication services. As part of this mechanism the public safety UEs registers with a group server and group manager. There are no additional security procedures associated with the registration process, although as a consequence, the group server obtains address information for local public safety UEs. 

3. The group manager notifies/advertises the group to public safety users within the group (e.g. using a SIP Group Advertisement message). It transfers the notification message to the participating local group servers. The message contains a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509 [12]. The I_MESSAGE encapsulates the new GMK for the public safety UE. It is encrypted to the identity of the UE group member and signed using the (key associated with the) group identity. The message also contains the GMK key id and period of use.

NOTE: Only a Group Manager authorised by a trusted KMS knows the private key associated with the group identity and is able to sign a message. All group members are able to verify the signature and hence can confirm the group manager is authorised to manage this group.

NOTE: If there is a requirement to multicast the group notification message, the group manager may send the group notification message to a URI-List, and include a different I_MESSAGE for each UE. This will only be feasible where the group is small. 

4. The local group server forwards the group advertisement to the user’s serving signalling server.

5. The serving signalling server forwards the message to the public safety UE. The UE authenticates the sender and extracts the new GMK from the I_MESSAGE. The UE uses the last received GMK as the current group key (based on the timestamp in the I_MESSAGE).
6. Upon successful receipt and processing, the public safety UE confirms receipt of the group advertisement message (e.g. within SIP OK) to its serving signalling server. The confirmation contains no security information.

7. The serving signalling server forwards the confirmation to the local group server.

8. The local group server forwards the confirmation to the group manager.

Should rekeying of the GMK be required, the Group manager may repeat the above procedure. 

NOTE: It is anticipated that the Group Manager will be a network entity. However, it could also be a privileged UE without impacting the above security procedures. The group manager does not require an on-going interaction with the KMS to create a security association for a pre-configured group.
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6.3.1.3.3
Session Key Distribution for Pre-Configured Groups

6.3.1.3.3.1
General

Group communications within a session are protected using a Group Session Key (GSK). Hence, prior to beginning a communication, a session key is generated by the session initiator and be shared with the group members. For pre-configured groups, the Group Master Key (GMK) is used to protect the distribution of the GSK. The GSK may also be signed using the initiator’s IDENTITY UID.  

This process is summarised in Figure 6.3.1.3.3.1-1.
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Figure 6.3.1.3.3.1-1: Overview of Session Key Distribution for Pre-Configured Groups
6.3.1.3.3.2
Session key distribution for pre-configured groups (network connected)

These procedures assume the existence of a group controller. The group controller is aware of which UEs are members of the group and is also responsible for routing signalling and media traffic to the members of the group. The group controller need not be a member of the group or have access to the media that it routes. If this entity requires access to the group communication to fulfil its function, it should be treated as a member of the group and be provisioned with the Group Master Key by the group manager.

Figure 6.3.1.3.3.2-1 demonstrates the signalling flow for session key distribution.
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Figure 6.3.1.3.3.2-1: Security Procedures for Session Key Distribution for Pre-Configured Groups (network connected)
The procedure in Figure 6.3.1.3.3.2-1 is now described step-by-step:

1. Prior to beginning this procedure it is assumed that the security association for the pre-configured group has been created, as described in Section 6.3.1.3.2.

2. Public safety UE 1 generates a GSK and sends a session creation notification (e.g. SIP INVITE) to the group controller, via a serving signalling server and local group server. Within the SDP Offer of this message, UE 1 includes a MIKEY Pre-Shared-Key message, as specified in RFC 3830 [14]. The MIKEY-PSK message shall encapsulate the session key with the Group Master Key (GMK) which shall be denoted by a key identifier. The MIKEY message may be signed using the (key associated with the) identity of UE 1 by attaching a ECCSI SIGN payload, as defined in RFC 6509 [12] and RFC 6507 [15].
NOTE: This message may be pre-generated to increase the efficiency of the communication.
3. The group controller notifies UE 1 that it received the message (e.g. SIP TRY). This message does not contain any security information.
4. The group controller sends a session creation notification (e.g. SIP INVITE) to each public safety UE within the group, via each UEs local group server and signalling server. The SDP Offer of the message provided by public safety UE 1 is duplicated within each message, including the MIKEY-PSK content. The message is routed via each public safety UE’s local group server and serving signalling server.

5. Each member of the group uses the key identifier to find the GMK used by UE 1 and extracts the Group Session Key. The public safety UEs notify the group controller that they received the message. This message does not contain any security information.

6. Further messages are sent to setup the group session. These messages contain no security information.

As a result of this procedure, the members of the group will created a group session and shared a Group Session Key (GSK) to protect media within the session. 

6.3.1.3.3.3
Session key distribution for pre-configured groups (network independent)
This security mechanism is expected to be included as part of the procedures to create a media session over a one-to-many direct communication.

From a security perspective, this procedure follows exactly the same security mechanism as for network connected group communications described in Section 6.3.1.3.3.2, though the routing differs. In this case, the SDP Offer is broadcast by the initiating UE and no response is expected. The SDP Offer contains the Group Session Key (GSK) protected by the Group Master Key (GMK). Following the broadcast of the SDP Offer, the media is broadcast over the one-to-many direct link, protected under the GSK.

Figure 6.3.1.3.3.3-1 describes the procedure. As there are no responses or acknowledgements, this procedure must proceed on a ‘best-endeavour’ basis. 
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Figure 6.3.1.3.3.3-1: Security Procedures for Session Key Distribution for Pre-Configured Groups (network independent)
The procedure in Figure 6.3.1.3.3.3-1 is now described step-by-step. 

1. Prior to beginning this procedure it is assumed that the security association for the pre-configured group have been created, as described in Section 6.3.1.3.3.2.3.

2. Public safety UE 1 generates a GSK and broadcasts a ‘media session creation message’ containing an SDP Offer. Within the SDP Offer, UE 1 includes a MIKEY Pre-Shared-Key message, as specified in RFC 3830 [14]. The MIKEY PSK message shall encapsulate the session key with the Group Master Key (GMK) and shall be denoted by a key identifier. The MIKEY message may be signed using the (key associated with the) identity of UE 1 by attaching a ECCSI SIGN payload, as defined in RFC 6509 [12] and RFC 6507 [15].
NOTE: This message may be pre-generated to increase the efficiency of the communication.
3. Each member of the group uses the key identifier to find the GMK used by UE 1 and extracts the Group Session Key. Further messages are sent by UE 1 to setup the one-to-many broadcast media session. These messages contain no security information.
As a result of this procedure, the members of the group will have shared a Group Session Key (GSK) which is used to protect the media. 

*******END OF 1st PROPOSED CHANGE FOR PROSE TR*********
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