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Abstract of the contribution:

This pCR proposes the text for Sec.X.2.3 of Super-CR on SCE for TS 33.401. 
1. Introduction
This pCR proposes the text for Section X.2.3 “Synchronizing start of security”
Word comments are added so as to allow easy tracking how the text from the skeleton was addressed.  

The text does not yet quite live up to what is asked for in the Editor’s note, namely when exactly the UE and the SeNB start encryption in down-link and in up-link. The problem is, in particular, at what point in time the SeNB knows that it can start sending encrypted data to the UE. There are some indications about this in the reply LS from RAN2 in R2-140934. But this must be sorted out in cooperation with RAN2/3. A new editor's note is added to clarify what remains to be done.
2. Pseudo CR

************** Begin Changes ***************



Editor's Note:  The procedure described below, and in particular the names of the SeNB Addition/Modification Request, SeNB Addition/Modification Command and RRC-RECONFIGURATION message,s need to be aligned with the RAN2 and RAN3 specifications when they are stable.
The DRB offload procedure follows the steps outlined on the Figure X.2.3-1.
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Figure X.2.3-1. SeNB security synchronization 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the SeNB Addition/Modification Request to the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary.
Editor’s Note: Whether the MeNB delivers the fresh S-KeNB to the SeNB in this step depends on the agreement on the DRB Addition Option described in X.2.2.
Editor's Note: It is ffs whether the MeNB includes the SCC in message 2 and the SeNB includes it in the transparent RRC container to the UE, or whether the SCC is signalled to the UE directly from the MeNB as a separate parameter in addition to the transparent container. It is up to RAN2/3 to decide which way to signal the SCC to the UE is best suited.
3.
The SeNB allocates the necessary resources and select algorithm.
Editor's Note: The algorithm negotiation needs to be aligned with how RAN2/3 prefers to to negotiation of other UE capabilities.
4.
The SeNB sends the SeNB Addition/Modification Command to the MeNB indicating availability of requested resources and algorithms to serve the requested DRB for the UE.

5.
The MeNB sends the RRC Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter to indicate that the UE shall compute the S-KeNB for the SeNB and the KUPenc associated with the assigned bearer. 
NOTE: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCC cannot be tampered with, and the UE can assume that it is fresh.
6.
The UE accepts the RRC reconfiguration command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB. 
Editor's Note: The detailed procedures describing when precisely the UE and the SeNB respectively start encryption in down-link and in up-link needs to be be clearly specified, c.f. 7.2.4.4 and 7.2.4.5, possibly including a reference to procedures defined in TS 36.xxx [xx]. This applies, in particular, to the question at what point in time the SeNB knows that it can start sending encrypted data to the UE.
*************** End Changes *********************
�taken care of by the new text plus the new editori's note. 
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