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Abstract of the contribution:  This contribution introduces threats related to the superior rights that root/superuser type level access have, and provides a few such hardening requirements.
NSN agrees that there are certain threats originating from bad root-related configuration.

For simplicity, the collection of threats proposed in the original contribution was split up into three different individual threats.
In line with NSN's "Commenting contribution on [all contributions with threats and requirements]", this commenting commenting contribution proposes to introduce Security Objectives between the Threat and the Requirement in order to channel similar requirements.

To reduce complexity and improve readability, NSN proposes changes to the contribution as below. The Word-comments are only included to give reasoning for the proposed changes and shall be removed before the text is included into TR 33.806.
1 Introduction  
This contribution introduces threats related to the superior rights that root/superuser type level access have, and provides a few such hardening requirements. 
2 Analysis
Root/superuser is the top of the role-based access right hierarchy. Root special privileges cause special threat types. This role can mis-used, for ease-of-operation purposes. Also, the special rights intended for root shold not be accidentally given to normal users. Threat situation exist when system with respect to root level access is not securely configured. 
A file intended to be owned by root should not be modifyable by anyone else. Likewise, a file needed to be modifyable by a normal user should not be owned by root. In general, the system should encourage to not uneccessarily use root level access rights, for most operation types; fall into the the appeal that root level acces “makes operation simpler and faster”. 
Due to the high access rights at root/superuser level, the access form needs to be restricted. Root access should only be allowed via console. 
Attention to root level access type needs therefore to be given in the SAS for MME.
3 Proposal

It is proposed to add the below security threat and hardening requirements on MME in TR33.806. It is, in particular, proposed that root/superuser topics are handled in a separate subchapter under chapter 7 on Hardening. 
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***
BEGIN CHANGES
***
5.4.2.x Threat from certain critical root owned files being altered by others
· Threat Reference: to be done later
· Threat Category:tampering with data
· 

· Threat Description: If certain criticalfiles owned by root can be changed by other system users they might severely alter the secure intended operation of the system. 
Editor's note: It needs to be determined whether "certain critical files" need to be specified in more detail.
· Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Risk
: TBD

· Security Objectives: 
Certain critical root-owned files cannot be altered with by unauthorized users.
5.4.2.y Threat from root accidentally executing a planted executable due to bad search path
· Threat Reference: to be done later
· Threat Category:elevation of privilege
· Threat Description: It is dangerous if root by mistake executes programs in the current directory as this could lead to accidentially executing malicious files placed by attackers into a directory where they have sufficient write permissions. The same applies for other directories where users other than root have write access.
· Asset: all critical assets of ME as listed in 5.2, except hardware assets 
· Risk: TBD
· Security Objectives: The directories in which the root user searches for executables is to be restricted to safe locations.
5.4.2.z Threat from root able to log on from the network
· Threat Reference: to be done later
· Threat Category:elevantion of priviledge
· Threat Description: It is easier to fraudulently log onto a system via the network, e.g. via a brute-force attack. An attacker could directly log into the MME as root via the network.
· Asset: all critical assets of ME as listed in 5.2, except hardware assets
· Risk: TBD
· Security Objectives: The root/superuser cannot log onto the system directly from the network.
***
END OF CHANGES
***
***
BEGIN CHANGES
***
5.5.2 Other Objectives

Editor’s note: The security objectives defined in 5.4.2.x, 5.4.2.y, 5.4.2.z should be inserted.
***
END OF CHANGES
***
***
BEGIN CHANGES
***
5 Security Requirements related to Hardening 

Editor's note: An example is given in TR 33.805, clause 5.2.2.4.2.3.

Editor's note: The description of Security Requirements related to Hardening shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

7.x Root level access settings 
Editor's note: It should be evaluated whether this requirement should be split into its individual elements.
· Requirement Name: root level access settings
· Requirement reference: to be done later 
· Requirement Description: 
· RX-1: The umask for root is highly restricted.
· RX-2: The ”.” does not exist in the search path for root.
· RX-3: There are no certain critical root-owned files wich can be altered with by unauthorized users.
· RX-4: Root is only allowed to log on via console, not by the network.
· Security Objective References: 
· Certain critical root-owned files cannot be altered with by unauthorized users.
· The directories in which the root user searches for executables is to be restricted to safe locations.
· The root/superuser cannot log onto the system directly from the network.
· Test Cases:
· Check the umask setting for root, and that it is at least set to 027.
· Check, as root, ‘echo $PATH’; checking that “.” does not exist in search path.
· Check that root is unable to login by network, only via console.
· Check that certain critical root-owned files are not writable for unauthorized users
· Requirement evidences: Documentation showing that the above test cases have been performed.
***
END OF CHANGES
***
�Resorting lower as per the template in 33.916


�Adding this item as per the template in 33.916


�The risk level can be best evaluated after the attacker model has been finalized.


�Adding this item as per the template in 33.916


�This text already exists in 33.806 but was not yet present in S3-140464





