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Abstract of the contribution:

This contribution analyzes security requirement on compromised MME detecting and reacting.
NSN agrees that there need to be requirements to fulfil security objectives derived from certain threats originating from not detecting MME compromise in a timely fashion.
In line with NSN's "Commenting contribution on [all contributions with threats and requirements]", this commenting commenting contribution refers to Security Objectives instead of Threats.
The Requirement RX-3 in the original contribution refers to some "runtime integrity checking/monitoring system/method" which is not specified in any way. The requirement lacking any normative reference cannot be fulfilled in any meaningful way.
 Therefore, NSN proposes changes to the contribution as below. The Word-comments are only included to give reasoning for the proposed changes and shall be removed before the text is included into TR 33.806.
1 Introduction 
Compromised MME (e.g. virus attack by software update, denial-of-service attacked by a compromised or misbehaving UE, etc.) will harm to MME basic functionality. In the runtime, if the compromised MME cannot be detected and reacted timely, it will bring huge losses to communication system and/or user.
 This contribution analyzes the security requirements on compromised MME detecting and reacting as follows:
1) RX-1: Logs should be securely stored for MME which can help to log and detect potentially compromise MME.
2) RX-2: No user type, not even root/superuser, should be able to modify or delete logs.
3)
RX-3: Logs should be available for runtime integrity checking/monitoring system/method which is for raising alerts and alarms to the operator/responsible party in order to react to the compromised MME.

We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
6.X Security requirement for compromised MME detecting and reacting 
Requirement name: compromised MME detecting and reacting
Requirement reference: to be done later
Requirement Description: 

1) RX-1: Logs should be securely stored for MME which can help to log and detect potentially compromise MME.
2)  RX-2: No user type, not even root/superuser, should be able to modify or delete logs.
3) 

Security Objective References: SO-X
Test Case: 
1) Check if logs of MME are secure stored;
2) Check that no user type, including root/superuser, can modify or delete logs;

3) 
· Requirement evidences: A document in free form describing: logs of MME are secure stored, no user type, including root/superuser can modify or delete logs.
***
END OF CHANGES
***
�This method and its interfaces need to be specified before it can be used for any requirement.


�Note: this can only be fulfilled when logging is done by a 3rd party outside the system.





