3GPP TSG SA WG3 (Security) ad-hoc Meeting
S3-140529
31 March – 2 April 2014, Sophia Antipolis, France 
revision of S3-130400


Source:
China Mobile, China Unicom, comments by NSN
Title:
Comments on 400, Security threat and requirement of the console interface on MME
Document for:
Approval

Agenda Item:
4.4
Work Item / Release:
Rel-12 

Abstract of the contribution: This contribution analyzes the security threat and security requirement of the console interface on MME. 
NSN agrees that there are certain threats originating from an attacker with physical access to the console interface maliciously tampering with the MME's configuration or software.
In line with NSN's "Commenting contribution on [all contributions with threats and requirements]", this commenting commenting contribution proposes to introduce Security Objectives between the Threat and the Requirement in order to channel similar requirements.
For simplicity, the requirements earlier proposed in the original contribution have been removed as they should be split up into at least four requirements matching the four Security Objectives which are probably also relevant for other threats.
To reduce complexity and improve readability, NSN proposes changes to the contribution as below. The Word-comments are only included to give reasoning for the proposed changes and shall be removed before the text is included into TR 33.806.
1 Introduction  
This contribution analyzes the security threats of the console interface and gives the security requirement.
2 Analysis
The operator personnel or vendor/3rd party which has a contract with the operator can use the console interface to configure MME when MME is deployed and initialized in the operator’s network or when MME can not be remotely managed. In this case, then there will be only the insider attacker because of the MME is located in the closed environment and only the insider maintenance personnel can access the consonle interface. The insider attacker can tamper the MME’s configuration data or insert a virus/worm/Trojan to achieve the privilege of the MME via the console interface. After achieving the privilege of the MME, the attacker can do what he likes on the compromised MME. For example, the attacker can make the MME to work abnormally. More seriously, the attacker can utilize the MME to attack other operator’s network devices.
To prevent the above threats, the security protection for the console interface shall be needed.
3 Proposal

It is proposed to add the security threat and requirement of the console interface on MME in TR33.806.
4 pCR 

***
BEGIN CHANGES
***
5.4.2 Other Threats 

5.4.2.x Security threats on MME’s console interface
· Threat Reference: to be done later
· Threat Category (optional): Tampering with data
· Threatened Asset: configuration data, user account data and credentials, OS, application, mobility management data, processing capacity
· Threat Description: An attacker with physical access to the console interface maliciously tampers with the MME's configuration or software.
· Threat relevance:yes
· Security Objectives: 

· Require authentication from users on all interfaces.
· Log security relevant user activity.
· Protect configuration data from unauthorized tampering.

· Protect software from unauthorized tampering.
Editor’s note: The exact phrasing of the security objectives should be aligned to security objectives for other threats having the same intention.

***
END OF CHANGES
***
***
BEGIN CHANGES
***
5.5.2 Other Objectives

· Editor’s note: The security objectives defined in 5.4.2.x should be inserted.
***
END OF CHANGES
***
***
BEGIN CHANGES
***
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***
END OF CHANGES
***
�It becomes very obvious that Security Objectives are needed to channel the output of multiple threats into simple requirements. Those security objectives are likely to be usable for many other threats.


�This text already exists in 33.806


�Each security objective should get distinct requirements.





