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Abstract of the contribution: This contribution comments on the pCR in S3-140423 which proposes to add the assumption that NDS/IP is applied according to TS 33.401.The pCR also proposes to add text to the effect that assumptions on the environment does not need to be preceded by a separate threat analysis, if there are requirements in existing 3GPP specifications that show that the assumption can be made.
1 Summary of comments 

Contribution S3-140423 is proposed to be Noted, for the following reasons. 
(We also provide some in-line comments provided further below.)
1) The assumption that NDS/IP is implemented in “MME environment” is, one the one hand, so serious and, on the other hand, rather vague. Which interfaces are meant? 

2) It should also have been set earlier in the SCAM study phase, and mentioned in WID descriptions even. TeliaSonera would be less interested in a SCAS type WID, and of (GSMA) resources spent into the certification-process task, that has this precaution assumption.
3) NDS/IP is, after all, an option for the operator to consider. Not all operators have implemented NDS/IP. 
4) It would be beneficial for conclusion-quality on this topic if Ericsson (or NSN, c.f. S3-140420) could give an estimate on actual NDS/IP implementation penetration (and for which MME interfaces) and its growth (indirectly from their operator auditing work). 
5) Assuming NDS/IP in the environment threat assumption carries similar logic as if to say, for example, that random fill bits is not at all needed in GSM signalling, i.e. in GERAN specifications, since A5/4 has been specified since long.
6) A lot of SCAS specification and certification work investment is at risk to be waisted if based on a wrong threat assumptions. We believe that per se assumption of NDS/IP “in the MME environment” is an invalid assumption for the general case.
7) What should an operator who has not implemented NDS/IP do with MME SCAS certification which has NDS/IP deployment as initial assumption? 
8) There are several examples of security specifications that did not (yet) reach strong deployment penetrations. New specifications are built on current or foreseen reality, and not on what has been specified earlier. To what category NDS/IP belongs we do not know ourselves. But we would, again, be grateful if a penetration figure could be provided.
In short, we argue that MME SCAS cannot make any environmental assumption on NDS/IP usage.
2 Introduction 
If there is a requirement in an existing 3GPP specification, that a function shall be present in LTE, there is no need to provide a new threat analysis to make the assumption that this same function is present in the system.

It is proposed that SA3 approves the pCR below for inclusion in TR 33.806.
3 pCR 

***
BEGIN CHANGES
***
8
Security Assumptions on the Operational Environment

Editor's note: Assumptions on the environment complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. Note that to perform a threat analysis, one has to start with the assumptions made on the target of the analysis and what the target expects from its environment. 
Therefore, some of the assumptions will not be a result of a threat analysis, but rather be the basis for the threat analysis. An example of an assumption preceding the threat analysis is that NDS/IP is applied to IP based control plane signalling.

Editor's note: The description of Security Requirements related to assumptions shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

-
Assumption Name: each security assumption on the operational environment is assigned a unique name. 

-
Assumption reference: a unique identifier. The precise convention for the structure of the reference is ffs. 

-
Assumption Description: a detailed description of the assumption.

-
Threat References: the unique identifiers assigned to the threats the assumption intends to meet, or a reference to a requirement in another 3GPP specification that shows that the assumption can be made.
-
Test Case and Requirement evidences: are not applicable
-
Assumption Name: NDS/IP. 

-
Assumption reference: TBD. 

-
Assumption Description: The security for LTE was designed so that NDS/IP is required to be place. 
Since this assumption is already built-in to LTE via TS 33.401, there is no point in assuming NDS/IP not being used during the threat analysis of the MME NP, 
just to re-discover why LTE security is designed as it is. It is therefore assumed that NDS/IP is in use at the domain where the MME is located. 

 -
Threat References: Not applicable, Clauses 11, 12 and 13 of TS 33.401 already specifies that IP based control plane signalling shall be protected  according to NDS/IP as specified in TS 33.210.
-
Test Case and Requirement evidences: are not applicable

***
END OF CHANGES
***
�This sentence is a bit hard to understand.


�To expect that all operator environments are equal will not help the purpose of the work.


�For all interfaces to/from MME? 


�NDS/IP is a recommendation in the specifications for the cases when adequate protection cannot be met by physical means. This is clearly stated in TS 33.401.


�If so, then MME SCAS might have limited use in reality.


�What does “in use at the domain” mean? At all interfaces?





