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Abstract of the contribution: This pCR proposes to add the assumption that NDS/IP is applied according to TS 33.401.The pCR also proposes to add text to the effect that assumptions on the environment does not need to be preceded by a separate threat analysis, if there are requirements in existing 3GPP specifications that show that the assumption can be made.
1 Introduction 
If there is a requirement in an existing 3GPP specification, that a function shall be present in LTE, there is no need to provide a new threat analysis to make the assumption that this same function is present in the system.
NSN: we share this goal, but feel that the allocation of this text to clause 8 is not quite right, and is not fully in line with the systematic approach to the MME SCAS as outlined in 33.806, for the following reasons: 

· Clause 6.2 already has text covering this goal:  NDS/IP clearly falls into category 1) of clause 6.2, where it is stated that “This category of requirements is already covered by the interoperability and conformance testing performed independently of SCAS already today. So, nothing remains to be done in the present SCAS for this category” and “Editor's note: It is ffs whether to include a reference to documentation for this interoperability and conformance testing.”
· See furthermore the Editor’s note at the start of clause 6: “3GPP-related Security Functional Requirements are proposed to be contained in a subclause of their own as they are not expected to be listed in detail, but addressed by wholesale reference to the relevant 3GPP specifications”. 
· TS 33.401 takes no stance on the termination point of NDS/IP, it may be either the MME itself or an SEG in front of the MME.

· However, S3-130423 does not say what the termination point of NDS/IP is assumed to be. But the termination point makes a difference for the handling of NDS/IP in the MME SCAS:

· When the termination point is the MME network product itself then the MME SCAS needs to cover the requirements and tests for the corresponding functionality in the MME. As NDS/IP is a 3GPP-defined functionality the requirements and tests belong in clause 6.2. However, fortunately, by virtue of the text from clause 6.2 quoted in the first bullet above, a reference to documentation for this interoperability and conformance testing performed independently of SCAS already today will suffice. 

· When the termination point is an SEG in front of the MME then the corresponding functionality does not reside in the MME, and the MME SCAS does not need to cover the requirements and tests for it.  But the assumption that an SEG is present needs to be listed in the MME SCAS. This is an assumption on the environment of the MME and hence belongs in clause 8.  
· As TS 33.401 allows both options regarding the termination point, but requires that one of them be used, this needs to be captured in the MME SCAS. We propose to do this in such a way that we state in clause 6.2 that termination of NDS/IP in the MME is a conditional requirement on the MME, the condition being that no SEG as described in clause 8 is available. Similar text should be included in clause 8. We propose corresponding text below. 
It is proposed that SA3 approves the pCR below for inclusion in TR 33.806.
Changes by NSN are highlighted in yellow. 
2 pCR 

***
BEGIN CHANGES
***
6.2
Security Functional Requirements Deriving from 3GPP Specifications

NOTE: The term ‘security requirements’ is used in the present SCAS in a different, and more comprehensive, way from 3GPP TS 33.401, the EPS security architecture specification. Clause 5 of TS 33.401 contains high-level security features and requirements, while later clauses of TS 33.401 contain detailed security mechanisms that are required to be implemented by a compliant EPS system. The present SCAS considers both, the high-level security features and requirements and the detailed security mechanisms, to be Security Functional Requirements.
For the purpose of the Security Assurance Specification for the MME product class, we distinguish three categories of requirements (cf. also TR 33.916, clause 5): 

1)
Security functional requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 

This category of requirements is already covered by the interoperability and conformance testing performed independently of SCAS already today. So, nothing remains to be done in the present SCAS for this category.

NOTE: The presence of some 3GPP-defined security functions in an MME network product may be conditional on whether certain security assumptions on the environment are fulfilled. For example, the use of NDS/IP to protect the interfaces of the MME is described in clause 11 of TS 33.401 [xx] and clearly falls in the present category 1) of security functional requirement, but the functions terminating NDS/IP in the MME network product itself are only required if the security assumption on the operational environment that there is a Security Gateway terminating NDS/IP at the perimeter of the MME site does not hold.
Editor's note: It is ffs whether to include a reference to documentation for this interoperability and conformance testing.

2)
Security functional requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 

This category of requirements may not be covered by the interoperability and conformance testing performed independently of SCAS already today. In this case, the present SCAS document develops test cases for these requirements unless available from other sources.

Editor's note: Security requirements of the second category need to be identified, and test cases need to be defined. If they are available from other sources a reference is to be included. 

3)
Security functional requirements not related to protocols and behaviours necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. 

This category of requirements is within the scope of the present SCAS.

Editor's note: Determine whether there are security requirements of the third category for the MME network product class. If so, test cases need to be defined. If they are available from other sources a reference is to be included. 

***
NEXT CHANGE
***
8
Security Assumptions on the Operational Environment

Editor's note: Assumptions on the environment complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. Note that to perform a threat analysis, one has to start with the assumptions made on the target of the analysis and what the target expects from its environment. Therefore, some of the assumptions will not be a result of a threat analysis, but rather be the basis for the threat analysis. An example of an assumption preceding the threat analysis to be performed in the context of the present TR is that NDS/IP is applied to IP based control plane signalling because the corresponding threat analysis has already been performed during 3GPP work on TS 33.401. Cf. also clause 5.4.1 of the present TR which states: “The threats relating to 3GPP-defined MME interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. There is no need to repeat this work for the purposes of the present SCAS, and these threats and risks are therefore not considered here separately.”.
Editor's note: The description of Security Requirements related to assumptions shall follow the template given here, cf. TR 33.805, clause 5.2.2.4.2.3.3:

-
Assumption Name: each security assumption on the operational environment is assigned a unique name. 

-
Assumption reference: a unique identifier. The precise convention for the structure of the reference is ffs. 

-
Assumption Description: a detailed description of the assumption.

-
Threat References: the unique identifiers assigned to the threats the assumption intends to meet, or a reference to a requirement in another 3GPP specification that shows that the assumption can be made.
-
Test Case and Requirement evidences: are not applicable, therefore they need not be present in the description of individual assumptions in the present clause. 
-
Assumption Name: NDS/IP terminating in a Security Gateway (SEG). 

-
Assumption reference: TBD. 

-
Assumption Description: The security for LTE was designed so that NDS/IP is required to be in place. According to TS 33.401 [xx] the termination point of NDS/IP is either the MME itself or an SEG in front of the MME. The present assumption addresses the case of terminating NDS/IP in an SEG as specified in TS 33.401 [xx]. The present assumption needs to be made unless the MME network product itself terminates NDS/IP.   
 -
Threat References: Not applicable, Clause 11
of TS 33.401 already specifies that IP based control plane signalling shall be protected according to NDS/IP as specified in TS 33.210.

NOTE: TS 33.401 [xx] does not address protection of the remote management interface of the MME. This is therefore addressed separately in the present SCAS, cf. clause 6.x. 
***
END OF CHANGES
***
�clause 12 is about user plane protection, clause 13 is about protection of the management traffic towards the eNB over S1, it is not about remote management for the MME, cf. also clause 5.3.2 of 33.401, which is referenced from clause 13.





