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Abstract of the contribution:

This pCR proposes the text for Sec.X.2.3 of Super-CR on SCE for TS 33.401. 
1. Introduction
This pCR proposes the text for Section X.2.3 “Synchronizing start of security”
2. Pseudo CR

************** Begin Changes ***************

The DRB offload procedure follows the steps outlined on the Figure X.2.3-1.
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Figure X.2.3-1. SeNB Security synchronization 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the SeNB Addition/Modification Request to the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary.
Editor’s Note: Whether the MeNB delivers the fresh S-KeNB to the SeNB in this step depends on the agreement on the DRB Addition Option described in X.2.2.
3.
The SeNB allocates the necessary resources and algorithms.

4.
The SeNB sends the SeNB Addition/Modification Command to the MeNB indicating availability of requested resources and algorithms to serve the requested DRB for the UE.

5.
The MeNB sends the RRC Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter to indicate that the UE shall compute the S-KeNB for the SeNB and the KUPenc associated with the assigned bearer. Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB,.

6.
The UE accepts the RRC reconfiguration command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB, integrity protected using the KRRCint of the MeNB. At this point the UE is ready to communicate with the SeNB securely. 
*************** End Changes *********************
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