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Abstract of the contribution: This contribution clarifies whether the security requirement is related to CC’s security requirement. 
1 Introduction  
In the TR33.806 section 6.3 there is an editor’s note “it is ffs if the CC has the related requirements and whether the requirements are needed to be mapped CC if CC has.” This contribution is intended to solve this editor’s note.
2 Analysis
The security functional component Resource allocation (FRU_RSA) in section 16.3 of Common Criteria for Information Technology Security Evaluation describes the requirements which allow the TSF to control the use of resources by users and subjects such that denial of service will not occur because of unauthorised monopolisation of resources. This family contains two components, i.e. FRU_RSA.1 and FRU_RSA.2. These requirements are very high level.
The security requirement “1)
R3-1: Method for prevention of signaling congestion method shall be supported by MME” in the section 6.3 of TR 33.806 means that the MME needs to support the resource allocation for UE based on criteria such as maximum number of active EPS bearers per APN (see the section 4.3.7.4 of TS23401). This is the detailed resource allocation requirements and it can be covered by the FRU_RSA. 
The difference between FRU_RSA and R3-1 is the R3-1 is the detailed signalling resource allocation requirement and we prefer the detailed requirement because it will be helpful to test. So we propose to revised the EN “it is ffs if the CC has the related requirements and whether the requirements are needed to be mapped CC if CC has”
3 Proposal

It is proposed that the EN “it is ffs if the CC has the related requirements and whether the requirements are needed to be mapped CC if CC has”shall be revised.
4 pCR 

***
BEGIN CHANGES
***
6.3 R3 Security requirement for T3: Resource exhaustion attacks prevention 
-
Requirement name: Resource exhaustion attacks prevention
-
Requirement reference: to be done later
-
Requirement Description: 
1) R3-1: Method for prevention of signaling congestion method shall be supported by MME
2) R3-2: The network, e.g. the MME, needs functionality to detect the compromised or misbehaving UE.
-
Threat reference: T3
-
Test case: 
3) Check if MME has supported the NAS signalling congestion.prevention
4) Check if the network can provide the method to detect the compromised or misbehaving UE. 
-
Requirement evidences: A document in free form describing: the signaling congestion method and compromised or misbehaving UE detection method.
Editor’s Note: some overload control of MME has been defined in 23.401, yet it needs ffs to see if it cater for this requirements of SAS. 
Note: The requirement R3-1 “Method for prevention of signaling congestion method shall be supported by MME” has been covered in the FRU_RSA in CC in a general way.  
Editor’s note: it is ffs whether the requirements are needed to be mapped CC if CC has.
***
END OF CHANGES
***
