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The present contribution proposes text for clause 5 on risks and requirements and for a new clause 6.1.x on security considerations for the scenario using pools of IMS subscriptions newly introduced into 23.228 in SA2’s January meeting.  
1. Introduction
While the starting assumption for the scenario using pools of IMS subscriptions is quite different from the scenario addressed in TR 33.871, clause 6.1.2, much of the registration procedure is quite similar, though not identical.  
It is explained in the text below that the difference to the scenario addressed in clause 6.1.2 is that, in the present scenario, the IMS subscriber is the WWSF, not the user. There is no linkage between the user’s web identity that may be authenticated by a third party authentication service and the assigned IMS identities. 

This also leads to modified risk considerations. 
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5. Assumptions, Risks, and Security requirements

5.1
Assumptions

Editor’s Note: If needed, this clause will define the underlying assumptions of the work.

5.2
Risks

5.2.x Risks relating to assignment of IMS identities to WebRTC IMS Client from pool of IMS subscriptions held by WWSF
This risk relates to the third registration scenario described in TS 23.228 [xx] and in clause 6.1.x of the present TR. In that scenario, the IMS subscriber is the WWSF, not the user. There is no linkage between the user’s web identity that may be authenticated by a third party authentication service and the assigned IMS identities. This implies that the risks described for the second registration scenario do not apply to the third registration scenario in the same way. 

However, the following risks remain: 

· A WIC may falsely claim that the WIC is allowed to use one of the IMS subscriptions from the pool owned by the WWSF.

· A (potentially compromised) WWSF may falsely claim to own an IMS subscription and the related IMS identities, and may issue false authorization information to a WIC allowing the WIC to use this IMS subscription.  

5.3
Security requirements

Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].

The following security requirements have been identified by SA3:

· REQ 1: An IMS service provider relying on a third party authentication service for WebRTC shall ensure that at most IMS subscribers that have granted that third party the right to register them to the IMS with one of their own IMS identities are impacted by a potential security breach affecting that third party. 

· REQ 2: An IMS service provider should be able to identify and mitigate security anomalies or security breaches at one entity providing a third party authentication service selectively, without affecting clients associated with other entities providing a third party authentication service.
The following security requirements apply to the third registration scenario described in clause 6.1.x:

· REQy1: The WWSF or an authorization server shall provide authorization information to the eP-CSCF (possibly via the WIC) that allows the IMS core to ascertain that the WIC in possession of this authorization information is authorized to access IMS using the associated public and private IMS identities presented during registration or retrieved from the WWSF or authorization server through undefined means. 
· REQy2: An IMS service provider shall ensure that the private IMS identity provided in the authorization information from REQy1 belongs to an IMS subscription in the pool of IMS subscriptions assigned to the WWSF.

· Editor’s Note: This clause will define additional potential security requirements.

***********************NEXT CHANGE*********************************

6.1.x
Assignment of IMS identities to WebRTC IMS Client from pool of IMS subscriptions held by WWSF 
6.1.x.1
General

In this scenario it is assumed that the ”WWSF is provided with a pool of subscriptions with IMS and can assign individual Public User Identities within this pool.” (quoted from TS 23.228). This assignment is temporary and the same IMPU (and IMPI) may be re-assigned to a different user after some period. 

The user’s web identity may be authenticated by a third party authentication service (WWSF or authorization server), but “the WWSF may decide not to authenticate the user. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service” (quoted from TS 23.228).

NOTEx1: The difference to the scenario addressed in clause 6.1.2 is that, in the present scenario, the IMS subscriber is the WWSF, not the user. There is no linkage between the user’s web identity that may be authenticated by a third party authentication service and the assigned IMS identities.

NOTEx2: Considerations on Lawful Interception, e.g. when the user is anonymous to the third party, are outside the scope of the present document. 
The WWSF or the third party authentication service issues authorization information to the WebRTC IMS Client (WIC) that the WIC presents to the eP-CSCF. The eP-CSCF validates the authorization information. Provided the validation of the authorization information is successful, the eP-CSCF performs the IMS registration on behalf of the user.

6.1.x.2
Use of Trusted Node Authentication (TNA)

The scenario applies Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203 [5]. While TNA was specified mainly for interworking with the CS access domain, the technology is access and protocol independent. In TNA, the trusted node (i.e. eP-CSCF) can authorize the user for IMS access by means of authorization information received from the third party authentication services, that the trusted node can provide interworking between the IMS domain and the other domain, in which the WWSF resides, if necessary, and that the operator trusts the authorization information provided by the third party authentication service. It is clear that the operator trusts the eP-CSCF, performing the role of trusted node in TNA, as the eP-CSCF resides in the operator network, according to TS 23.228.

The authorization information is sent to the WebRTC IMS Client which includes it in the initial registration request to the eP-CSCF. Provided the validation of the authorization information is successful, the e-PCSCF will proceed with the IMS registration of the user using TNA.

An example of a signalling flow for when the Trusted Node performs registration on behalf of the WebRTC IMS Client is shown in Figure 6.1.x.2-1. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of TS 33.203 [5] in Figure 6.1.2.2-1.

In the example authentication protocol between the WebRTC IMS Client and the eP-CSCF the WWSF first obtains an access token from an Authorization server which contains information authorizing  access to one of the WWSF’s IMS subscriptions from the pool. The token is then sent to the WebRTC IMS Client which includes it in the initial registration request to the eP-CSCF. Provided the token validation is successful, the e-PCSCF will proceed with the IMS registration of the user using TNA. 

In the example, the access token is associated with one of the WWSF’s IMS subscriptions from the pool and has a certain lifetime and scope. This authorization information can either be encoded into the token itself and validated through a signature or MAC (so called self-contained token), or retrieved as part of the validresponse if the validation is performed against the Authorization server.  

NOTE 1:
In this release it is only the W2 interface that is partially described by way of example (but not fully specified); how the WWSF obtains the token and how it is made available to the WebRTC IMS Client is left out of scope.

NOTE 2:
In this release the format of the authorization information and the related validation procedure are left out of scope. It is assumed that the eP-CSCF can check the validity of the token and obtain the IMPU, IMPI, WWSF identity, lifetime, and scope parameters.

NOTE 3: W1 and W2 interfaces are out of scope of the present release. Nevertheless, consideration needs to given to the risk of token disclosure. Integrity and confidentiality protected using TLS is a mandatory requirement in the OAuth bearer token specification [14].  
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Figure 6.1.x.2-1: Trusted Node performs registration on behalf of the WebRTC client (example flow)

The details of the example signalling flows are as follows:

1. REGISTER request (WebRTC IMS Client to Trusted Node)

The WebRTC IMS Client establishes a secure WebSocket connection with the eP-CSCF and sends a REGISTER request. The Authorization header includes authorization information, e.g. a OAuth 2.0 access token, which the WebRTC IMS Client has previously obtained. A so called "bearer" token type may be used; see RFC 6750 [14].

NOTE 4:
OAuth bearer tokens can be used with signalling protocols that supports the Authorization header defined in RFC 2617, for example SIP and HTTP.

2. Validation of security token at eP-CSCF

The eP-CSCF extracts the authorization information, e.g. the access token, and validates it in some unspecified manner ensuring that only an authorized source can have generated the authorization information. If the authorization information is valid the eP-CSCF obtains the associated authorization information, including the IMPI and IMPU assigned to the user, the WWSF identity, and the authorization information scope.  The eP-CSCF verifies that the scope includes the value "webrtc-ims-client-access-to-ims".

Under certain assumptions, the eP-CSCF can also verify that the IMPI, if it exists at all in the IMS, belongs to an IMS subscription in the pool of IMS subscriptions assigned to the WWSF.

NOTE: Such an assumption would be e.g. that the IMPIs from the pool of IMS subscriptions assigned to the WWSF have a special form, and the IMS provider does not assign IMPIs of this form to any other WWSF. E.g., for the WWSF ‘socialnet.com’, the IMPIs could all be of the form ‘xyz@socialnet.com’. (This would not imply the converse that all IMPIs of this form actually do belong to an IMS subscription in the pool of IMS subscriptions assigned to ‘socialnet.com’ as the present scenario is not using wildcard IMPIs.) Then, if an IMPI of the form ‘xyz@socialnet.com’ is presented to the eP-CSCF for registration of a WIC, the eP-CSCF knows that the authorization information for using this IMPI needs to be provided by socialnet.com. So, the eP-CSCF retrieves the cryptographic verification key of socialnet.com to verify the received token, or the eP-CSCF contacts socialnet.com to obtain confirmation. No other WWSF, even if it was compromised, could issue false authorization information about this IMPI.  

The eP-CSCF further verifies other verifiable information, such as a time stamp and a validity period.

If the validation fails in some respect, the eP-CSCF declines the register request, closes the web socket and aborts the procedure.
3. REGISTER request (Trusted Node to S-CSCF)

The eP-CSCF proceeds if the previous step has provided it with IMPI, IMPU(s) of the user requesting registration, an assurance that the user is authorised to use this IMPI and IMPU, and an identity of the entity that provided this assurance (authorization entity). Then, the eP-CSCF generates a TNA Authorization header and forwards the request to the S-CSCF (via the I-CSCF). The format of the TNA Authorization header is specified in TS 24.292, Clause 6.2 [15], and contains, among others, the IMPI assigned to the user, an integrity-protected directive set to auth-done, and an empty response directive. 

Furthermore, if the eP-CSCF cannot not verify in step 2 that the IMPI, if it exists at all, belongs to an IMS subscription in the pool of IMS subscriptions assigned to the WWSF then the eP-CSCF includes the identity of the authorization entity, too. (Cf. also discussion of example countermeasures at the end of this subclause.)
4. Cx: S-CSCF Registration Notification

Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that the user’s authorization has already been validated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [16].
The HSS may further include a list of identities of the authorization entity allowed for this IMS subscription. If the S-CSCF received an identity of the authorization entity from the eP-CSCF, the S-CSCF checks whether it is contained in this list. The S-CSCF further checks whether the identity of the authorization entity received from the eP-CSCF, if any, is not barred. If both checks are positive, the S-CSCF proceeds with the next step; otherwise, it rejects the registration. (Cf. also discussion of example countermeasures at the end of this subclause.)
NOTE x5: The S-CSCF can obtain information about barred authorization entities from the HSS or via OAM. Barring may be useful in isolating the effects of security breaches in authorization entities.
5. 200 (OK) response (S-CSCF to eP-CSCF)

The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that registration was successful.

When TLS is used between WIC and eP-CSCF, then, similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the IMPI and all successfully registered IMPUs with the TLS Session ID when the 200 (OK) is received.

6. 200 (OK) response (eP-CSCF to WebRTC IMS Client)

The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.

NOTE 6:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.

Editor’s Note: It is desirable for 3GPP to provide a security mechanism for the interface between WIC and eP CSCF in Rel-12, but it is ffs whether this goal can be achieved in Rel-12. Furthermore, it is ffs, which authentication mechanism to specify. It is also ffs whether this security mechanism should be mandatory to implement, but not mandatory to use, or whether it should just be an example security mechanism. It is agreed that, if SA2 does not provide a full specification of the signalling interface as mandatory to implement, then it only makes sense to have an example security mechanism in SA3. It is not intended to make it mandatory to use. The advantages of such a 3GPP-defined security mechanism for the interface between WIC and eP-CSCF would include ensuring interoperability between WICs and eP CSCFs from a security point of view and ensuring a minimum level of security.

Example countermeasures to satisfy REQy1 from clause 5 are: 

Step 2 states that “Under certain assumptions, the eP-CSCF can also verify that the IMPI, if it exists at all in the IMS, belongs to an IMS subscription in the pool of IMS subscriptions assigned to the WWSF.” If this assumption cannot be made then similar countermeasures to the ones provided for the second registration scenario would be required. 

The countermeasures differ in the enforcement points:

· Control by eP-CSCFs:  TR 23.701, Annex A.1.3.3, states: “The eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.” This text suggests control by eP-CSCFs. In order to enable this verification all eP-CSCFs that may receive assertions (in the form of authorization tokens) issued by a certain third party authentication service have to be provided with the list of the IMS identities belonging to the pool of IMS subscriptions of WWSFs. But, considering that several eP-CSCFs can receive assertions issued by one third party authentication service, one eP-CSCF can receive assertions issued by several third party authentication services operated by different third parties, and that these lists would have to be updated dynamically, this solution may be difficult to manage and not scale well (unless the above assumption, e.g. about the form of IMS identities can be made, in which case the countermeasure would be easy to implement in the eP-CSCF). In view of these disadvantages one may want to look at using a different enforcement point, cf. next paragraph. 

· Control by S-CSCF and HSS: For each IMS subscription, an HSS entry indicates, which third party authentication service or WWSF owns the subscription relating to a given IMS identity. The HSS is the natural repository for subscription-related information. This information is sent to the S-CSCF over Cx during registration. The eP-CSCF sends the identity of the third party authentication service or WWSF (whichever acted as the authorization entity) to the S-CSCF with the REGISTER message. The S-CSCF can then check whether the third party authentication service identities or WWSF received from the eP-CSCF and the HSS respectively match.

Editor’s Note: The selection of the appropriate countermeasure is ffs.

The following Figure 6.1.2.2-2 shows an example registration flow illustrating the case when the control is enforced by S-CSCF and HSS. The new parameters are shown in red. 
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Figure 6.1.x.2-2: Example registration flow satisfying REQ 1

Example countermeasures to satisfy REQy2 from clause 5 are: 

· Control by eP-CSCFs:  When a third party authentication service or WWSF is under suspicion of a security breach an eP-CSCF can block all registration attempts involving assertions from that third party authentication service. All eP-CSCFs that can receive assertions from the third party authentication service under suspicion would have to be provided with the information, which third party authentication service to block. 

· Control by S-CSCF and HSS: The eP-CSCF has to explicitly send the identity of the third party authentication or WWSF service to the S-CSCF with the REGISTER message. (The mechanism from the countermeasures to satisfy REQ1 could be re-used.) Then the S-CSCF can block all registration attempts involving assertions from that third party authentication service. All involved S CSCFs would have to be provided with the information, which third party authentication service to block, either by OAM or from the HSS. 

Editor’s Note: The selection of the appropriate countermeasure is ffs.
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