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Abstract of the contribution: This contribution clarifies what is the OS’s security relevant asset.

1 Introduction  
In the TR33.806 section 5.2 there is an editor note “it is ffs whether only security relevant part of the OS or the whole OS is critical asset”. This contribution is intended to solve this editor note.  
2 Analysis
The security vulnerabilities can come from the security relevant parts of the operating system (e.g. cryptographic library) and also can come from the non-security relevant parts of the operating system (e.g. file driver, Inter-Process Communication or network interface module). An attacker can e.g. achieve an operating system privilege escalation by attacking an API or a service which, at a first glance, seems to be not a security relevant part of the OS. In fact, it is practically impossible to decide whether a part of an OS is security relevant or not without a full code analysis.
For example, Some OS’s will activate UPNP (Universal Plug and Play) by default and the attacker may successfully gain higher privileges (e.g. administrative privilege) by attacking the UPNP communication protocol which is not a security relevant part of the OS. Security patches are regularly issued by the OS’s software provider and some of which are meant to fix vulnerabilities which are caused by the non-security relevant parts of the operating system. Therefore, we propose to list the whole operating system as a critical asset to reflect the whole security threats on the operating system.
3 Proposal

It is proposed that the whole operating system is listed as a critical asset to be protected and the EN “it is ffs whether only security relevant part of the OS or the whole OS is critical asset” shall be deleted.
4 pCR 

***
BEGIN CHANGES
***
5.2
Critical assets 

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 

The critical assets of MME to be protected are:
· User account data and credentials (e.g. passwords)

· Log data.

Editor note: it is ffs if all of the log data is critical asset.
· Configuration data, e.g. MME’s IP address, ports, VPN ID etc.
Editor note: it is ffs whether only security relevant part of the configuration data is critical asset
· Operating System (OS)


· Applications 

Editor note: it is ffs what applications are critical asset.
· Mobility Management data: e.g. subscriber’s identities (eg. IMSI), subscriber keys (i.e KNASenc, KNASint, NH), authentication parameters, address of serving eNB, APN name, data related to mobility management like UE status, UE’s IP address,etc., session management like PDN type, QoS and so on, or node selection and routing selection, e.g. IP address of UE related S/P-GW, selected routing connection based on UE’s identity, etc. 
· Sufficient processing capacity: that processing powers are not consumed close to limits. 

· Hardware, e.g. mainframe, board, power supply unit etc.
· The  interfaces of MME to be protected and which are within SECAM scope: for example
· Console interface, for local access: local interface on MME

· O&M interface, for remote access: interface between MME and O&M system
Note: The detailed interfaces of the MME class shall be described in the clause 4,Network Product ClassDescription of this TR.
***
END OF CHANGES
***
