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Abstract of the contribution: This contribution copies the Key Issue on UE-to-Network relays from the study on GCSE security and adds a pair of security requirements.
1.
Introduction
TR 33.888 contains a Key Issue on the use of UE-to-Network relays in group communications which highlights a variety of potential threats from a malicious or compromised relay.  These include unauthorised listening, forwarding or redirection of confidential data, and spoofing of data.  As the security of relays falls under the ProSe work item we suggest copying the Key Issue across to TR 33.833.  We also add two security requirements to counter these threats:

· Communications between the UE and network over the relay must be confidentiality and integrity protected.
· It must be possible to be assured of the identity of the transmitting UE or network entity.

However, we also note that TS 23.703 v1.0.0 (SP-140119) states in Clause 4.5.4 that the UE-to-Network relaying function:

Acts as a default router to the Remote UEs forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection.

This implies that any layer-2 security provided by ProSe can only protect the link between the UE and the relay.  It is therefore only possible to achieve these security requirements by applying end-to-end protection at the application layer.
2.



Proposal
We propose including the following Key Issue in Clause 5.5 in TR 33.833.  The black text is copied from TR 33.888 and our proposed further changes are shown in red. These have been discussed and approved by ETSI TC TCCE WG6 (Security).
>>>Start of Additions<<<<

5.5.X

Key Issue #5.X   GCSE_LTE interaction with ProSe UE-to-Network Relays
5.5.X.1
Key issue details

Group communication is accessable to authorized users only. ProSe UE-to-Network-Relay can be part of the group, but maybe not. If not authorized to participate in the group but compromised (man-in-the-middle), group communication is not confidential anymore.
Security aspects specific to the interaction between GCSE_LTE and the ProSe UE-to-Network Relay need to be considered in potential solutions.

5.5.X.2
Threats 

Possible threats if a ProSe UE-to-Network-Relay is compromised include:

- unauthorized listening to group communication

- forwarding confidential data to other non-group members
- pretending to be a group member and distributing wrong data to the others (via GCSE AS) by using the compromised group key

- pretending to give access to the network, but re-directing to an attacker’s network

- attracting a UE to use the relay though it may have network access on its own

- pretend to send data received by the network, which could result in major damage

5.5.X.3
Security requirements

Communications between the UE and Network over the relay must be confidentiality and integrity protected.
It must be possible to be assured of the identity of the transmitting UE or network entity.
Note:
 SA2 have decided that UE-to-Network relays will act as layer-3 routers so any ProSe layer-2 security will only be able to protect the link between the UE and relay.  Consequently, these security requirements can only be satisfied by applying end-to-end protection at the application layer.
>>>End of Additions<<<<

