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Abstract of the contribution:

As a result of development work on the IDENTITY one-to-many group communications solution for ProSe, the signalling flow for one-to-one communications has also been defined. This submission updates Section 6.4.3 with the IDENTITY one-to-one signalling flow. The security processes described have not changed but the messages involved and the interaction with group communications is now clearer. 
As a result of development work on the IDENTITY one-to-many group communications solution for ProSe, the signalling flow for one-to-one communications has also been defined. This submission updates Section 6.4.3 with the IDENTITY one-to-one signalling flow. The security processes described have not changed but the messages involved and the interaction with group communications is now clearer.
This submission updates the IDENTITY solution for ProSe one-to-one communications in the following ways:

· The editor’s note requesting that IDENTITY be defined has been removed (as defining IDENTITY was objected to at the last meeting).
· The solution now references KMS provisioning processes defined in the group solution (Section 6.3.1).

· A more detailed architectural description with diagram is provided.
· The signalling flow for network-connected session-setup is provided. The previous generic, IMS-based and network-based descriptions are removed.

· The signalling flow for network-independent session-setup is provided.  The previous generic description is removed.

· A section on how the media stream should be protected is added.

*******START OF 1st PROPOSED CHANGE FOR PROSE TR*********
6.4.3
Solution #4.3: Security for ProSe one-to-one communications

6.4.3.1
General

This solution address key issue 5 in the current document and is aimed to provide the security solution for solutions C3, C4 in TR23.703 [4]. It is primarily aimed at meeting the public safety user requirements for one-to-one communication out-of-network coverage, but can also be applied for in-coverage scenarios.

6.4.3.2
IDENTITY Security Solution

6.4.3.2.1
General

The IDENTITY solution provides a flexible end-to-end security solution capable of setting up secure one-to-one or group sessions without requiring a connection to network infrastructure. It is intended for use by public-safety users who require direct one-to-one or group connections when a connection to the network does not exist. It provides a solution to perform authentication and key-agreement for direct one-to-one communications (C3 and C4) and for group communications (C1, C5, C6, C7, C8) as specified in TR23.703 [4].

The IDENTITY solution allows information to be encrypted to a given UE using solely their public identity (alongside pre-provisioned domain-level information). Only a UE with this identity (alongside private keys provisioned by the network infrastructure) is able to decrypt information encrypted to the identity and sign information as this identity. As a result, provisioning must either occur prior to deployment or while users are connected to the network infrastructure, but secure connections may be established without access to network infrastructure. The security mechanism which achieves this uses the MIKEY-SAKKE protocol as specified in RFC 6509 [12].
Full details of the IDENTITY solution, including procedures for provisioning of IDENTITY UEs, can be found in Section 6.3.1.2 of this document.
6.4.3.3
IDENTITY One-to-One communications

6.4.3.3.1
General

This section describes the generic setup of an IDENTITY one-to-one authentication and key-agreement procedure between two UEs. IDENTITY one-to-one communications are very similar to ad-hoc group communications detailed in Section 6.3.1.3.4. Ad-hoc group communications may be viewed as the creation of multiple simultaneous one-to-one communications with group members. Like for ad-hoc groups, for one-to-one group communications, a user of a public safety UE selects a public safety UE with which to securely communicate. The UE then generates a session key and securely transmits this key to the terminating UE’s IDENTITY using a MIKEY-SAKKE I_MESSAGE. The session key is used to protect media in the session. 
Figure 6.4.3.3.1-1 provides an overview of the security process for distributing session keys for one-to-one communications.
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Figure 6.4.3.3.1-1: Overview of one-to-one session key distribution

For a one-to-one session to be created, no prior security association need exist between the UEs. However, all UEs in the group must be provisioned as described in Section 6.3.1.2.
6.4.3.3.2
Configuration

The solution requires that public safety UEs have a public identity (e.g. IMPU). the network also configures each public safety UE with security parameters associated with the IDENTITY solution as detailed in Section 6.3.1.2 of this document. 
6.4.3.3.3
One-to-one security procedures for session key distribution using IDENTITY (network connected)
Figure 6.4.3.3.3-1 shows the set-up procedures for one direct one-to-one connection session using IDENTITY authentication and key-agreement.
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Figure 6.4.3.3.3-1: One-to-one security procedures for session key distribution using IDENTITY (network connected)
The procedure in Figure 6.4.3.3.3-1 is now described step-by-step. 
1. Prior to beginning this procedure it is assumed that the public safety UEs have been provisioned by a IDENTITY KMS as described in Section 6.3.1.2.
2. Prior to beginning this procedure it is assumed that the public safety UE has registered with its serving signalling server and local group server.

3. The initiating public safety UE generates a session key and sends a session initialisation message (e.g. SIP INVITE) to the terminating public safety UE. This message is routed via the signalling servers of the initiating UE and terminating UE. Within the SDP Offer of this message, UE 1 includes a MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [12]. The I_MESSAGE encapsulates the session key for the terminating public safety UE, encrypting the key to the IDENTITY UID of the terminating UE and is signed using (the key associated with) the initiating UE’s UID. 
NOTE: This message may be pre-generated to increase the efficiency of the communication.
4. The terminating UE receives the message, checks the signature on the message and extracts the session key using keys provisioned by the IDENTITY KMS. The terminating UE returns an acknowledgement (e.g. SIP 183) containing an SDP Answer. Optionally, the response may contain another MIKEY-SAKKE I_MESSAGE returning the session key.
NOTE: The optional return of an I_MESSAGE is not required to create a secure session, but allows explicit authentication of the terminating user and confirmation that the session key has been successfully extracted.
5. Further messages are sent to setup the group session. These messages contain no security information.
With a session key shared between the initiating and terminating users, the media communicated between the UEs may be protected with this session key.
6. 

7. 

8. 












6.4.3.3.4
One to one security procedures for session key distribution using IDENTITY (network independent)
This section assumes that the IDENTITY authentication and key-agreement procedure occurs directly, rather than via the network. This is designed to accommodate public-safety users who wish to establish connectivity when a connection to the network does not exist. This solution assumes that the public safety UEs have established connectivity sufficiently to transport a Direct Connection Request/Accept exchange containing MIKEY-SAKKE I_MESSAGEs. The procedure could also be performed via a relay.
From a security perspective, this procedure follows exactly the same security mechanism as for network-connected group communications described in Section 6.3.1.3.4.2. In this use case, the SDP Offer is broadcast by the initiating UE and no response is expected. The SDP Offer contains a set of MIKEY-SAKKE I_MESSAGEs protecting the Group Session Key (GSK). Following the broadcast of the SDP Offer, the media is broadcast over the one-to-many direct link, protected under the GSK.

Figure 6.3.1.3.4.3-1 describes the procedure. As there are no responses or acknowledgements, this procedure must proceed on a ‘best-endeavour’ basis. 
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Figure 6.4.3.3.4-1: One-to-one security procedures for session key distribution using IDENTITY (network independent)
The procedure in Figure 6.3.1.3.4.3-1 is now described step-by-step. 

1. Prior to beginning this procedure it is assumed that the public safety UEs have been provisioned by an IDENTITY KMS as described in Section 6.3.1.2.
2. Public safety UE 1 generates a session key and broadcasts a ‘session initialisation message’ containing the URI of the terminating UE and an SDP Offer. Within the SDP Offer, the initiating UE includes a MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [12], encapsulating the session key. The session key is encrypted to the IDENTITY UID of the terminating UE signed using (the key associated with) the initiating UE’s UID. 
NOTE: This message may be pre-generated to increase the efficiency of the communication.
3. The terminating UE extracts the session key from the I_MESSAGE and checks the signature on the message. Further messages may be sent to setup the one-to-one direct media session. These messages contain no security information.

As a result of this procedure, the UEs will have shared a session key. This is used to protect the media transmitted directly as part of this session. 
6.4.3.3.5
Media Stream Protection

As a result of completing a security procedure described in Section 6.4.3.3.3 or 6.4.3.3.4, the public safety UEs will have shared a session key as part of the session setup procedure. All transmitted media within this session will now be protected under this session key (e.g. to key an SRTP stream). The session may only last for a single transmission, or may be maintained for a period to allow on-going efficient communications. 

This applies whether the media is transmitted directly, via a relay or via signalling servers in the network.
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