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Abstract of the contribution: This solution addresses key issue #2.3 in TR 33.833. This contribution proposes a solution where a Discoveree UE provides a Token in the Direct Discovery response to the Discoverer UE.
1 Introduction 
The solution proposed in this paper addresses key issue #2.3 in the current document. Direct Discovery procedure is described in SA2 TS 23.303 for Rel-12. It should be noted that Model B is described in SA2 TS 23.303 for Rel-12, but no signalling flows have been provided.

This proposed solution is therefore based on some assumptions on possible combinations of broadcasted identities in Direct Discovery Request message and Direct Discovery Response message.

SA2 has agreed to support two discovery models referred to as ‘Model A’ and Model B’. The two discovery models for ProSe Direct Discovery are described in SA2 TS 23.303 as follows:

Model A ("I am here")

This model defines two roles for the ProSe-enabled UEs that are participating in ProSe Direct Discovery.

-
Announcing UE: The UE announces certain information that could be used by UEs in proximity that have permission to discover.

-
Monitoring UE: The UE that monitors certain information of interest in proximity of announcing UEs.

In this model the announcing UE broadcasts discovery messages at pre-defined discovery intervals and the monitoring UEs that are interested in these messages read them and process them.

NOTE:
This model is equivalent to "I am here" since the announcing UE would broadcast information about itself e.g. its ProSe Application Identities or ProSe UE Identities in the discovery message.

Model B ("who is there?" / "are you there?")

This model defines two roles for the ProSe-enabled UEs that are participating in ProSe Direct Discovery.

-
Discoverer UE: The UE transmits a request containing certain information about what it is interested to discover.

-
Discoveree UE: The UE that receives the request message can respond with some information related to the discoverer's request.

It is equivalent to " who is there/are you there" since the discoverer UE sends information about other UEs that would like to receive responses from, e.g. the information can be about a ProSe Application Identity corresponding to a group and the members of the group can respond.
This solution addresses key issue #2.3 in TR 33.833. This contribution proposes a solution where a Discoveree UE provides a Token in the Direct Discovery response to the Discoverer UE.

2 Proposal
It is proposed that SA3 agrees to include this pCR into the ProSe TR 33.833V0.4.0. 
3 pCR 
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6.2.6
Solution #2.6: Security for discovery response

6.2.5.1
General

This solution addresses key issue #2.3 in the current document. Direct Discovery procedure is described in SA2 TS 23.303[x] for Rel-12. Note that no signalling flows have been provided to the SA2 TS 23.303[x] for Model B. This solution is therefore based on some assumptions on possible combinations of broadcasted identities in Direct Discovery Request message and Direct Discovery Response message.
6.2.5.2
Overview of solution

In the discussion below the term ‘Discoverer UE’ could be mapped to either a ‘Discoverer UE’ as defined in Model B in TS 23.303 or an ‘Announcing UE’ as defined in Model A in TS 23.303.

In the discussion below the term ‘Discoveree UE’ could be mapped to either a ‘Discoveree UE’ as defined in Model B in TS 23.303 or an ‘Monitoring UE’ as defined in Model A in TS 23.303.

When the Discoverer UE wishes to discover users in vicinity, it broadcasts a Direct Discovery Request message.

The Discoveree UE process the Direct Discovery Request message and based on the information in the Direct Discovery Request message the Discoveree UE’s may decide to respond with a Direct Discovery Response message.

When the Discoverer UE receives the Direct Discovery Response message, then the Discoverer UE

· Needs to ensure that the Discoveree UE is authentic and that the Direct Discovery Response message is not replayed by a false UE, and

· Needs to ensure that the Discoveree UE is authorized by the ProSe Function in the network to respond to the announced Direct Discovery Request message.

This solution proposes that a Token is included in the Direct Discovery Response message from the Discoveree UE to the Discoverer UE.





Figure x1: Generation of Token

The Token is calculated by the ProSe Function in the network and provided to the Discoveree UE. The Discoveree UE includes the Token in the Direct Discovery Response message back to the Discoverer UE.

The Discoverer UE calculates the Token and compares it with the broadcasted Token in the Direct Discovery Response message. If the Tokens are equal then the Discoverer UE knows that the Discoveree UE is authentic and authorized to respond and the Direct Discovery Response message is not a replayed Direct Discovery Response message. 

6.2.5.3
Signalling flows

An example of a detailed signalling flow can be found below in the Figure x2 below.



Figure x2: Security for Model B 

1. The Discoverer UE sends a Discovery Request message to the ProSe Function in the network in order to request to be allowed to announce a ProSe code on that PLMN. The ProSe Function returns the Discovery Response message containing a ProSe App Code that the Discoverer UE can announce and a Discovery Key associated with it. The ProSe Function stores the Discovery Key with the Discovery Request message.

2. The Discoverer UE starts announcing the Direct Discovery Request message.

3. The Discoveree UE sends a Discovery Request message to the ProSe Function in the network in order to get the ProSe App Code that it wants to listen to. The ProSe Function in the network returns the ProSe App Code to the Discoveree UE.

4. The Discoveree UE listens for announced codes that contain a ProSe App Code that it is interested in.

5. On hearing such an announced code , the Discoveree UE sends a Match Request containing the ‘timevalue’ parameter related to the slot it heard the announcement and the announced code, i.e. the ProSe App Code and MIC, together with any other potential included identity in the Direct Discovery Request message. The Discoveree UE also sends an indication that it wants to announce a Direct Discovery Response message if the match is successful.

6. The ProSe Function in the network verifies the received ProSe App Code and MIC and if verification is successful, then the ProSe Function in the network generates a Token.

7. The ProSe Function in the network provides the Token to the Discoveree UE.

8. The Discoveree UE starts to broadcast the Direct Discovery Response message including the Token.

9. The Discoverer UE listens for Direct Discovery Response message and receives the Direct Discovery Response message which it is interested in.

10. The Discoverer UE verifies the Token using the Discovery Key. If the verification is successful then the Discoverer UE knows that authentic Discoveree UE is within proximity.
6.2.5.4
Token

Token = MAC (First parameter, Second parameter, Third parameter, Fourth parameter)

The First parameter could provide some freshness. Example of parameters which could provide this:

· ProSe App Code. The ProSe App Code included in the Direct Discovery Request message, which could provide freshness in a time window. The  ProSe App Code is constructed by the ProSe Function in the network and has an associated  validity timer. When the validity timer expires then the ProSe App Code is no longer valid.

· Time stamp or time value.
The Second parameter could make it difficult to forge tokens. Example of parameter which could be used:

· Discovery security key. The  Discovery security key can be shared by the Discoverer UE and the ProSe Function in the network.

The Third parameter could make the token unique per Discoveree UE. Example of parameter which could be used:

· Discoveree UE identity as ProSe UE identity.

The Fourth parameter could map the Direct Discovery Response to the Direct Discovery Request. Example of parameter which could be used:

· ProSe App Code. The ProSe App Code included in the Direct Discovery Request message. Note that if ProSe App Code has been used in the First parameter then it would not be needed to include it twice.
Editor’s Note: Other possible parameters of the Token are FFS.
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3. Starts announcing Direct Discovery Request message





4. Receives Direct Discovery Request message





5. Match Request (Response indication, Direct Discovery Request message)





7. Match Response (ok, Token)





8. Starts announcing Direct Discovery Response including the Token; 





9. Receives Direct Discovery Response including the Token





10. Discoverer UE verifies Token
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6. If match is successful and if Response indication, then ProSe Function generates a Token.








