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Abstract of the contribution:
A companion contribution proposed a new structure for clause 4 of TR 33.806 and explained the need for an MME model. We propose such a model for inclusion in a new clause 4.3. The existing text from clause 4.2 of the present version is copied into the new clauses 4.3 and 4.4. 
The present contribution also separates existing text into text pertaining to the MME model, and other text pertaining to the MME SCAS scope.

1. Pseudo CR
 (based on S3-140300)
Start of pCR
4.3.1 MME network product model overview

The following figure Fig 4.3-1 depicts the components of an MME network product model at a high level. These components are further described in the following subclauses. 
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Fig. 4.3-1 MME model

4.3.1 MME functions defined by 3GPP 
An MME network product will, in many cases, implement MME functions from various releases of TS 23.401 and other pertinent 3GPP specifications, in addition to those from the minimal set of functions in clause 4.1. Vendors are, to a large extent, free to select the features implemented in their MME network products. E.g. an MME network product could lack support for relay nodes, as introduced in Release 10, but implement all other features defined up to and including Release 10. 
4.3.2 MME functions not defined by 3GPP 

An MME network product will also contain functionality not or not fully covered in 3GPP specifications. 

Examples include, but are not limited to, local or remote management functions. 

Editor's note: It is ffs which functionality not or not fully covered in 3GPP specifications needs to be described in which level of detail.
4.3.3 Operating System

Editor's note: TBD

4.3.4 Hardware

The present specification assumes that the MME network product is implemented on dedicated hardware. Aspects of virtualisation and cloud are not taken into account in this version. 

NOTE: Aspects of virtualisation and cloud are ffs in future releases of the SCAS. They deserve separate study for finding out how to define the boundaries between the MME network product class and the hosting environment (e.g. shared HW and Virtual Machine) and which security assumptions to make on this environment. 
4.3.5 Interfaces

There are two types of logical interfaces defined for the MME network product, remote logical interfaces and local logical interfaces. 

A remote logical interface is an interface which can be used to access the MME network product functionality from a remote location, i.e., from a location outside of the site the MME network product is located in.. The entire protocol stack that can be accessed remotely is considered to be part of the remote logical interface. A local logical interface is an interface that can be accessed only via physical access to the MME network product. That is, the access requires physical access to the MME network product site. The entire protocol stack and the physical parts of the interface can be accessed this way. 

This means that for both, local and remote logical interfaces, the MME NP model does not only cover the application layer protocol, for which an MME function terminates the interface (e.g. S1-MME), but also the protocols (e.g. SCTP, IP) in the protocol stack below the application layer protocol. 

An MME network product hosts the following interfaces:

Remote logical interfaces:

-
S1-MME

-
S3

-
S6a

-
S10

-
S11

-
Remote OAM interface

Local logical interfaces:

-
OAM console

NOTE: There is some overlap between the present clause 4.3.5 and clauses 4.3.1 and 4.3.2 in as far as an MME function (e.g. S1-MME) is part of the termination point for a logical interface. 

Editor's note: This subclause is to include information about interfaces of the MME network product class. Title and content of this subclause are ffs. 

Editor’s note: It is ffs how the assets, as opposed to the critical assets in clause 5.2, should be reflected here. 

4.4 Scope of the MME SCAS 

Editor's note: The definition of the scope of the MME SCAS may require several rounds of iteration, depending on the findings from the discussions on critical assets, attacker model, threats, and environmental assumptions.

4.4.1 Introduction

The present subclause refers to the MME network product model in clause 4.3.

4.4.2 Scope regarding MME functions defined by 3GPP

The set of MME functions actually implemented in an MME network product is to be described in the SCAS instantiation. But the MME SCAS needs to explicitly address all MME functions that, if present in an MME network product, need to be evaluated and hence covered by requirements in the MME SCAS. Furthermore, it is to be avoided that a particular version of an SCAS becomes a moving target. This leads to the following requirement: 

The present SCAS shall cover the security problems and security requirements for all MME functions described in the versions of 3GPP specifications approved at 3GPP SA#xy.

Editor's note: It is ffs whether it would be sufficient to mention the release of the specs. If it is decided to mention the SA plenary meeting number then the meeting 3GPP SA#xy remains to be selected. It is to be chosen reasonably close to the 3GPP SA meeting approving the present SCAS so as to still allow for proper consideration in the present SCAS of recent changes in MME functions incorporated in other specs.4.4.3 Scope regarding MME functions not defined by 3GPP.
The following functions are in scope of the MME SCAS: 

· Remote management functions

· Local management functions

4.4.4 Scope regarding Operating System

Editor’s Note: text tba

4.4.5 Scope regarding Hardware

Editor’s Note: text tba

4.4.6 Scope regarding Interfaces
The interfaces listed in clause 4.3.5 are all in scope of the MME SCAS. 
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