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Abstract of the contribution:
We feel that the use of the different terms, and their relationship, in this clause can benefit from further explanations. We therefore propose an introduction section. We furthermore believe that an MME model is a useful thing to have. We suggest placing a subclause on the MME model in clause 4.
1. Pseudo CR
 (based on S3-140300)
Start of pCR

4
MME Network Product Class Description and Scope of MME SCAS
4.1 Introduction
The present Security Assurance Specification (SCAS) applies to the MME Network Product Class, it is hence also termed ‘MME SCAS’. 

This clause defines the terms ‘MME Network Product’ (MME NP) and ‘MME Network Product Class’ (MME NPC). MME stands for ‘Mobility Management Entity’, cf. 3GPP TR 21.905. 

Applicabilityof the MME SCAS to products: Assume a telecom equipment vendor wants to sell a product to an operator, and the latter is interested in following the SECAM methodology, then, before evaluation according to SECAM in a testing laboratory can start, it first needs to be determined which SCASs written by 3GPP apply to the given product. 

The following definitions apply:

-
The MME SCAS applies to a given product whenever the product is an MME NP.

-
A product is an MME NP if and only if the product implements the minimum set of functions listed in clause 4.2 (a short list of MME functions from TS 23.401 [xx]). 

-
The MME NPC is the set of all MME NPs.

Need for an MME network product model: This minimum set of functions listed in clause 4.2 is exclusively meant as a membership criterion for the MME NPC. It is not meant to restrict the functionality of an MME NP, or the scope of the MME SCAS, in any way. On the contrary, it is clear that MME NPs will contain many more functions than those from the minimum set listed in clause 4.2, and the MME SCAS will contain requirements relating to functions not contained in this minimum set. Some of these functions, beyond the minimum set, can be found from various 3GPP specifications, but by far not all these functions. This implies that there is a need to describe the functions that cannot be found from 3GPP specifications in some other way before the MME SCAS can be written so that the MME SCAS can make reference to this description. This description is the MME model, cf. clause 4.3. 

Example 1: 3GPP specifications do not describe a local management interface, but the MME SCAS will have to take it into account, so a local management interface needs to be part of an MME NP model.

Example 2: The MME SCAS may state e.g.: “Authentication events on the local management interface shall be logged.” This implies the presence of a logging function. The logging function is not part of the defining minimum set of functions from clause 4.2. If a product implements this minimum set, but no logging function, then this just means that the product is an MME NP, but will fail the evaluation against the MME SCAS.  
Editor's note: These examples may need revisiting when the work on the MME SCAS has progressed more.

Based on the MME network product model, clause 4.4 then proceeds to state what parts of the MME network product model are in the scope of the MME SCAS, and in which way. The MME network product model is further used in clauses 5 and 6 in various ways, e.g. the critical assets can point to parts of the MME network product model, threats and requirements can refer to interfaces shown in the MME model, etc.
4.2 Minimum set of functions defining the MME network product class


According to TR 33.916, a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the MME network product class it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for an MME.  

For the purposes of the present specification, we define this common set to be the list of functions contained in clause 4.4.2 of 3GPP TS 23.401, v8.x.0 [xx].  For the detailed description of these functions, TS 23.401, v8.x.0 [xx] or a later version may be applied.

Editor's note: The version v8.x.0 of TS 23.401 that is to be included here remains to be selected. It is to be a version that is approved at a meeting 3GPP SA meeting reasonably close to the 3GPP SA meeting approving the present SCAS.

NOTE 1: The reason why the definition of the common set of functions refers to a particular Release 8 version of TS 23.401, contrary to what is customary in 3GPP when referencing other 3GPP specifications, is that a Security Assurance Specification is to avoid having a moving target when defining a network product class. Nevertheless, the set of functions in clause 4.4.2 of 3GPP TS 23.401, v8.x.0 is expected to be stable, as only FASMO corrections are allowed to Release 8. Furthermore, this set is believed to be minimal, i.e. implemented by all MME network products, which may not be true for the corresponding set of functions from later releases of TS 23.401. For the description of these functions compliance with TS 23.401, v8.x.0 [xx] or a later version is allowed as, obviously, an MME network product should still remain a member of the MME class when it implements a FASMO correction to v8.x.0.

4.3 MME network product model
<see separate contribution, where the text below may undergo some modification.>

Editor’s note: It is ffs whether the classification as below is suitable. It needs to be cross-checked with other classifications used in the present document
4. 3.x  3GPP-defined functionality

An MME network product will, in many cases, implement MME functions from various releases of TS 23.401 and other pertinent 3GPP specifications, in addition to those from the minimal set of functions in clause 4.1. Vendors are, to a large extent, free to select the features implemented in their MME network products. E.g. an MME network product could lack support for relay nodes, as introduced in Release 10, but implement all other features defined up to and including Release 10. The set of MME functions actually implemented in an MME network product is then to be described in the SCAS instantiation. But the SCAS for the MME network product class needs to cover all such possible MME functions. Furthermore, it is to be avoided that a particular version of an SCAS becomes a moving target. This leads to the following requirement: 

The present SCAS shall cover the security problems and security requirements for all MME functions described in the versions of 3GPP specifications approved at 3GPP SA#xy.

Editor's note: It is ffs whether it would be sufficient to mention the release of the specs. If it is decided to mention the SA plenary meeting number then the meeting 3GPP SA#xy remains to be selected. It is to be chosen reasonably close to the 3GPP SA meeting approving the present SCAS so as to still allow for proper consideration in the present SCAS of recent changes in MME functions incorporated in other specs.
4. 3.y Non-3GPP-defined functionality

The MME network product class will also contain functionality not or not fully covered in 3GPP specifications. 

Examples include, but are not limited to, local or remote management functions. 

Editor's note: It is ffs which functionality not or not fully covered in 3GPP specifications needs to be described in which level of detail.
4. 3.z Interfaces

Editor's note: This subclause is to include information about interfaces of the MME network product class. Title and content of this subclause are ffs. 

This version of the present specification assumes that the MME product is implemented on dedicated hardware. Aspects of virtualisation and cloud are not taken into account in this version. 

Editor's note: Aspects of virtualisation and cloud are ffs. They deserve separate study for finding out how to define the boundaries between the MME network product class and the hosting environment (e.g. shared HW and Virtual Machine) and which security assumptions to make on this environment. 
4.4 Scope of the SCAS for the MME network product class 

<see separate contribution, where the text below may undergo some modification.>
Editor's note: The definition of the scope of the MME SCAS may require several rounds of iteration, depending on the findings from the discussions on critical assets, attacker model, threats, and environmental assumptions.
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