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Abstract of the contribution: This contribution provides an analysis of the solutions proposed in the TR 33.833 to secure direct discovery. 
Introduction 
This document provides an analysis of solutions to secure open direct discovery. This analysis takes into account the aspects described in TS23.303. Recall the process of direct discovery involves a UE that broadcasts discovery messages (without necessarily knowing anything about recipients), and a monitoring UE that receives such broadcasts and filters out the ones that are of interest to it—due to some application-sourced preferences. Also the content of the broadcast discovery messages can not automatically be interpreted by the monitoring UE without help from the network. 
Discussion

The security measures to be analysed are limited to those applicable to the discovery process. For example, the security of UE to network messaging (e.g. to obtain further information on this ProSe Code) is a separate issue not treated here.

On receipt of a discovery message, the monitoring UE has enough information to establish the discovery is potentially useful. For example, the Discovery Filter given to it in the Discovery Response message it received from the ProSe Function, happens to match one of the ProSe App Codes it received OTA (on PC5) in the discovery message. The monitoring UE would then like to check that the discovery message is authentic and also find out more details (or the meaning) of theProSe App. Code contained in that message. The latter is performed by the Match Report procedure that is described in TS 23.303. 
For open discovery, a large number of UEs wishing to be discovered may be present in proximity (the SA1 requirement is that “ProSe shall be able to accommodate potentially large numbers of concurrently participating ProSe-enabled UEs.”). Therefore, it is not practical to pre-equip each monitoring UE with the necessary information to perform an integrity check for each different UE that might be discovered. For example, the number of cafes that may be discovered in a particular city would be a very large number. This means that it is necessary to specify some security related procedure (e.g. to either fetch a key or check the integrity of the broadcast) that will be performed once the monitoring UE discovers the announcing UE.
Of course, a key shared amongst all UEs for the purposes of open discovery does scale but does not provide adequate security against impersonation, etc.
As is well known, the most efficient digital signatures require significantly more bits than similar symmetric key based solution as a digital signature is significantly longer than a MAC; this would cause the security overhead of over-the-air discovery messages to far exceed the actual discovery information itself and be beyond the size of message expected by RAN1 (see S2-140568 and S3-140070).  Note that increasing the number of bits in the discovery broadcast will negatively affect one or more of the following; the amount of spectrum needed to perform the discovery, the range at which UEs can be discovered or number of UEs that can be simultaneously discovered. 
From the above analysis, it can be concluded that the security for the discovery procedure requires network interaction. It is clearly preferable to add such interaction to existing messages. It can also be concluded that using symmetric key cryptography for the protection of discovery message is preferable due to the number of bits that need to be added to discovery broadcasts.
Proposal 

The solution #2.5 (clearly is the only one that) meets the above requirements and thus it is proposed that SA3 to include solution #2.5 into the SA3 TS. A pCR to achieve this is provided in S3-140467.
