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Abstract of the contribution:

This submission proposes a solution for maintaining security across unicast and multicast modes. Explicitally, it suggests that a session-layer security mechanism external to GCSE (e.g. SDES, KMS or IDENTITY) would meet the security requirement within this GCSE key issue. 
The fist addition below adds two new references (33.833 and 33.328).

The second proposes that a session-layer security mechanism external to GCSE (e.g. SDES, KMS or IDENTITY) would meet the security requirement within this GCSE key issue. The advantage of using a session layer security solution external to MBMS is that:

•
It can be applied to both unicast and multicast traffic so the routing of traffic can change dynamically without impacting security.

•
The BM-SC does not need to be considered as part of the security architecture for the communication.

•
There may be no need to create new security functionality or interfaces as part of GCSE.

*******START OF 1st PROPOSED CHANGE FOR GCSE TR*********

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.468:  "Group Communication System Enablers for LTE (GCSE_LTE)".

[3]
3GPP TR 23.768 "Study on architecture enhancements to support Group Communication System Enablers for LTE (GCSE_LTE)".

[4]
3GPP TR 23.703: "Study on architecture enhancements to support Proximity Services (ProSe)".

[5]
3GPP TS 23.401: ""General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[6]
3GPP TS 23.246:  "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".

[7]
3GPP TS 33.246: "3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)"
[8]
3GPP TR 33.833: “Study on security issues to support Proximity Services”

[9]
3GPP TR 33.328: “IP Multimedia Subsystem (IMS) media plane security”
*******END OF 1st PROPOSED CHANGE FOR GCSE TR*********

*******START OF 2nd PROPOSED CHANGE FOR GCSE TR*********
6.X
Key issue: Security across unicast and multicast modes

6.X.1
Key issue details

Group Communications are likely to be delivered over a mix of unicast and multicast bearers, to enable efficient use of radio resources, and provide scalability for large groups receiving the same GC from a single eNodeB.  
A consistent set of security mechanisms must be presented across the two modes.

Some proposed solutions include the short-term delivery of media streams over both unicast and multicast bearers, to ensure service continuity during transition.  Security mechanisms may therefore need to be consistent with this.

6.X.2
Security threats

There is a risk that an attacker might seek to use a transient state between the modes as an opportunity to breach confidentiality or integrity.

6.X.3
Security requirements

The level of confidentiality and integrity protection provided shall be the same, regardless of whether a unicast or multicast bearer is used, including during transition between the two.

6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
6.X.4.1 Using session layer security external to MBMS
This solution proposes that session layer security mechanism applied outside of the MBMS security architecture could be used to protect traffic. This includes either end-to-access-edge (e2ae) security (e.g. from GCSE-AS to UE) or end-to-end (e2e) security (e.g. from UE to UE). 3GPP SA3 have defined two e2ae solutions for media traffic, SDES and KMS (MIKEY-TICKET) as detailed in [9]. For e2e security solutions there are three options, SDES and KMS (as in [9]) or the IDENTITY solution proposed in Section 6.X of this document and Section 6.3.1 of [8].

Both SDES and IDENTITY naturally support MBMS multicast. KMS may need to be adapted to allow multiple UEs to submit the same ticket to the KMS.
The advantage of using a session layer security solution external to MBMS is that:

· It can be applied to both unicast and multicast traffic so the routing of traffic can change dynamically without impacting security.
· The BM-SC does not need to be considered as part of the security architecture for the communication.
· There may be no need to create new security functionality or interfaces as part of GCSE.
*******END OF 2nd PROPOSED CHANGE FOR GCSE TR*********

