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Abstract of the contribution: Requirements on BM-SC, UE, and MB2 interface for downlink data protection if MBMS security for downlink data protection is used.
Discussion
It is proposed to include normative text for GCS security in a new Annex to 33.246. This new Annex would have to contain a description of information flows and list explicitly which (sub)clause of 33.246 is relevant/non-relevant for GCSE security. 
The following pCR lists requirements on BM-SC, UE, and MB2 interface if MBMS security for downlink data protection is used. These requirements may lead to normative text for Annex 33.246 later on.
pCR
X
Requirements on BM-SC, UE, and MB2 interface for re-usage of MBMS security data protection function 
Editor’s Note: Mark each (sub)clause of 33.246 as relevant/non-relevant for GCSE security. 
X.1
Requirements on BM-SC
The following lists the functions from MBMS security to be re-used and also those that are not used due to GCS AS responsibilities with regard to the group management.

· MUK generation via GBA is not used. 

· Derivation of MSK and MRK from MUK is not used. 

· Registration procedure is not used. 

· MSK delivery is not used (since request and delivery procedures for group management are in GCS AS scope).

· MTK delivery procedures are used as described in 33.246 Clause 6.3.3. The MTK is carried in messages conforming to the structure defined by MIKEY (RFC 3830) and uses the MSK as the pre-shared secret. 

· The general Extension Payload (EXT) of MIKEY is used to be able to keep track of the MTK that is derived in the message including a Key Domain ID (as specified in Clause 6.3.2.1) and two Key Type ID sub-payloads, i.e. MSK ID and MTK ID (as defined in Clauses 6.3.2.1 and 6.3.3.1 of TS 33.246)
· MTK message structure is defined in Clause 6.4.5.3 of TS 33.246. MTK MIKEY Message Reception is specified in Clause 6.4.6.2 of TS 33.246.
X.2
Requirements on UE
The following lists the functions and message structure from MBMS security to be re-used by UE and also those that are not used due to GCS AS responsibilities with regard to the group management/key distribution.

· MUK generation via GBA is not used. 

· Derivation of MSK and MRK from MUK is not used. 

· Registration procedure is not used. 

· Procedure for receiving MSK is not used (since request and delivery procedures for group management are in GCS AS scope).

· Procedure for receiving MTK delivery procedures is used as described in 33.246 Clause 6.3.3. The MTK is carried in messages conforming to the structure defined by MIKEY (RFC 3830) and uses the MSK as the pre-shared secret. 

· The general Extension Payload (EXT) of MIKEY is used to be able to keep track of the MTK that is derived in the message including a Key Domain ID (as specified in Clause 6.3.2.1) and two Key Type ID sub-payloads, i.e. MSK ID and MTK ID (as defined in Clauses 6.3.2.1 and 6.3.3.1 of TS 33.246)
· MTK message structure is used as defined in Clause 6.4.5.3 of TS 33.246. MTK MIKEY Message Reception is specified in Clause 6.4.6.2 of TS 33.246.
X.3
Requirements on MB2 

3.2.1
Expected input from GCS AS to BM-SC 
· MSK, uniquely identifiable by its Key Domain ID and MSK ID, such that BM-SC can proceed without any delay.

· TMGI or another identifier by which BM-SC can map the group communication to the group
· Payload for downlink 

· Indication whether and what kind of protection is needed (confidentiality, integrity)

· Indication if GCS AS requests the MBMS protected data for distribution over unicast

3.2.2
Expected output from BM-SC to GCS AS

· Acknowledge reception of message 

· Acknowledge the forwarding of MTK protected data  to MBMS GW

· MBMS protected data if requested by GCS AS for distribution over unicast

