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Abstract of the contribution:
TR 33.833 contains in chapter 5 for most of the security issues a section on the implied requirement to the ProSe security solutions. Many of those requirements are repetitions of the ones in previous sections or are basically the same requirement in a slightly different wording. In this contribution we try to summarize and group the existing requirements together. This may provide in the next step of the work a foundation to compare and priotize the solutions.
Introduction

TR 33.833 contains 14 key issues, where most of them have some security requirements already defined. The phrasing and the way the requirements are written differ, but under closer investigation many of those are actually the same.

We try to map those requirements into generic requirements (in italics below).

5.2.1 is not mapped, since it is out of scope for Release 12.

pCR (all new sections)
--- change 1

Annex X (informative): Mapping of key issue specific requirements to generic requirements 

Editor’s Note: The mapping table below is for information and based on TR 33.888 – S3-140247 v0.4.0. FFS if it should stay in the final TR and be updated or if it should be removed before going for plenary approval.
	5.1.1
Key Issue #1.1: Configuration of ProSe-enabled UEs Security Requirements

	The only entities entitled to provide configuration data impacting the network operations (e.g. radio resource allocation) to the ProSe-enabled UE shall be operators. 3rd parties shall not be allowed to provide such parameters.

NOTE: The requirement above does not apply to all types of configuration data. For example, a parameter for how often an NSPS device shall poll a Certificate Revocation List server is something that indirectly impacts network operations: If there are many NSPS UEs in a certain area, the network may have to adapt to a higher traffic load at the times they request CRLs. The parameter setting this frequency may be an application layer parameter (ProSe APP parameter) and hence not directly related to the network operations, but it still may have impact on the network operation.

Editor’s Note: The scenario when the configuration data for the ProSe APP layer is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well.
	Generic requirement: Only authorized configuration data is accepted on the UE.



	The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.
	Generic requirement: Mutual authentication of UE and ProSe configuration server.

	The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be integrity protected. 
	Generic requirement: Integrity protection of configuration data between UE and ProSe configuration server.

	The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be confidentiality protected.
	Generic requirement: Confidentiality protection of configuration data between UE and ProSe configuration server.

Note: authorization is taken into account in the first requirement above.

	The transmission of configuration data between the authorized ProSe configuration server in the network and the ProSe-enabled UE shall be protected from replays 
	Generic requirement: Protection against replay attacks between UE and ProSe configuration server.

	The configuration data shall be stored in the UE in a protected way to prevent modification/eaves-dropping.
	Generic requirement: Confidentiality and integrity protected storage in UE of configuration and authentication data.

	5.2.2 Key Issue #2.2: Restricted ProSe Direct Discovery Security Requirements

	The system shall prevent impersonation attacks.
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized).

	The identities announced on the air interface must be able to be protected from being understood by a currently unauthorized UEs, in order to support restricted discovery. Furthermore, the tracking of UEs based on their announced identities over time should be minimized.
	Generic requirement: The identity provided by a UE to another UE can not be utilized for tracking a UE.



	The opportunity for replay attacks on identities announced over the air interface should be prevented.
	Generic requirement: An intercepted UE identity can not be re-used in a replay attack to another UE.

	5.2.3 Key Issue #2.3: Direct Request and Response Discovery Requirements

	The discovery request and discovery response messages should be integrity protected.
	Generic requirement: The discovery messages are integrity protected. 

	The entity which receives the discovery request or discovery response message should be able to verify the source authenticity. 
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.

	Replay protection on discovery request and response messages should be provided.
	Generic requirement: Replay protection on discovery messages is provided.

	Authorization and verification of UE that requests or responds for discovery should be provided.

	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.

	5.2.4 Key Issues #2.4: Security analysis for Open Direct Discovery Requirements

	The system shall support a method to mitigate the replay and impersonation attack for ProSe open discovery.
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.
Generic requirement: Replay protection on discovery messages is provided.

	5.2.5 Key Issue #2.5: Security analysis for registration in Network based ProSe Discovery

	The network should take measures to detect the DoS attack so that the impact from the attacker to ProSe server can be decreased.

Note: Existing security mechanism shall be reused whenever possible and appropriate.
	Generic Requirement: Mitigation of DoS attacks on ProSe Server in the network.



	5.2.6 Key Issue #2.6: Application Registration for ProSe Requirements

	Security means have to be in place to ensure that the EPSID and the ALUID belong to the same user.
	Generic requirement: Authorization of the UE to use the ProSe service needs to be validated.

	5.3.1
Key Issue #3.1: Mutual authentication of ProSe enabled devices in group owner mode Requirements

	The system should support mutual authentication of public safety UEs out of network coverage.
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.

	Compromise of a single UE should not affect the security of the others. 
	Generic requirement: Compromise of one UE does not affect security of other UEs.

	Authentication credentials should be securely stored in UE.
	Generic requirement: Confidentiality and integrity protected storage in UE of configuration and authentication data.

	5.3.2
Key Issue #3.2: One-to-many communications between Public Safety UEs requirements

	The system shall support providing the Public Safety ProSe UEs with the all the necessary keying material and chosen algorithms that will be used protect the data sent between the Public Safety ProSe UE(s). This material shall be provided without requiring interaction between the Public Safety ProSe UEs.
	Generic requirement: No direct interaction between UEs needed for public safety ProSe UE configuration.



	Confidentiality of one-to-many communications should be provided for both the in-coverage and out-of-coverage cases. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
Editor’s note: Requirements on integrity protection and replay of the data are FFS
	Generic requirement: Confidentiality protection of the communication between the UEs.



	Security mechanisms must scale effectively to large groups, and be compatible with rapid setup of group communications.
	Generic requirement: Security approach for ProSe scales to larger groups.

	5.3.3
Key Issue #3.3: ProSe Communications in Group Owner Mode Requirement

	All security requirements in subclause 5.4.2.3 apply to ProSe Communications in Group Mode. Following security requirements are for Group Mode ProSe communication.

ProSe UEs should be authencated by GO;
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.

	The communication data between ProSe UEs should be protected.  
	Generic requirement: Confidentiality protection of the communication.

	The data distributed by GO to all members in the same group in multicast mode should be protected from eavestrapping by other UEs who are do not belong to the same group as the GO.
	Generic requirement: Confidentiality protection of the communication between the UEs.

	5.3.4
Key Issue #3.4: key distribution for group communications requirements

	The shared keys and session keys, when used for out of coverage scenario, shall be protected in integrity and confidentiality during their distribution.

Editor’s Note: The type of key to be protected is FFS. 
	Generic requirement: ProSe credential distribution is secure (confidentiality and integrity protected and mutual authentication).

	Only authorized ProSe-enabled UEs shall receive the shared keys. 
	Generic requirement: Only authorized UEs receive ProSe credentials.

	It should be possible to authenticate the network entity distributing the shared keys or the group member distributing the session keys.

Note: expired keys may need to be kept.
	Generic requirement: ProSe credential distribution is secure (confidentiality and integrity protected and mutual authentication).

	It should be possible for the UE to store shared keys for past and future cryptoperiods.
	Generic requirement: Key storage in UE for a range of keys possible.

	The mechanism for distributing session keys should support late entry to group communications.
	Generic requirement: Late group entry should be supported by key distribution mechanism.

	5.3.5
Key issue #3.5: ProSe one-to-many communication in decentralised mode Requirement

	The pre-provisioned key should be securely stored in the ProSe UE；
	Generic requirement: Confidentiality and integrity protected storage in UE of configuration and authentication data.

	The security key should not be used when required by the group manager, its lifetime expires or when it is considered to be not secure any more.
	Generic requirement: Invalid keys should not be used.

	5.4.1
Key Issue #4.1: Security analysis for ProSe communication Requirement

	A ProSe-enabled UE should use different security contexts for ProSe one-to-one communication with different ProSe-enabled UEs.
	Generic requirement: Compromise of one UE does not affect security of other UEs.

	5.4.2
Key Issue #4.2: One-to-One Direct Communications using E-UTRAN Requirements

	Direct link signalling ciphering may be provided. Direct link signalling ciphering is a configuration option.

Direct link user plane ciphering may be provided.
	Generic requirement: Confidentiality protection of the communication between the UEs.



	Direct link signalling integrity protection and replay protection shall be provided.

Direct link user plane packets between UEs shall not be integrity protected.

Establishment of the security between the UEs shall be protected from man-in-the-middle attacks.

Editor’s note: Whether there is a split between user plane and signalling is FFS
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.
Generic requirement: An intercepted UE identity can not be re-used in a replay attack to another UE.



	5.4.3
Key Issue #4.3: Mutual authentication of ProSe enabled devices for public safety in out of coverage scenario Requirements

	The system should support mutual authentication of public safety UEs out of network coverage.
	Generic requirement: The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.

	Compromise of a single UE should not affect the security of the others. 
	Generic requirement: Compromise of one UE does not affect security of other UEs.

	Authentication credentials should be securely stored in UE.
	Generic requirement: Confidentiality and integrity protected storage in UE of configuration and authentication data.

	It should be possible to establish session keys securely between the UEs.

	Generic requirement: ProSe credential distribution is secure (confidentiality and integrity protected and mutual authentication).

	5.5.1
Key Issue #5.1:  ProSe enabled UE security aspects requirements

	None stated.
	

	5.5.2
Key Issue #5.2:  Ensuring a trusted and reliable accounting requirements

	For a trusted and reliable accounting, the VPLMN/HPLMN shall be able to produce CDRs for ProSe services. 

For “out of coverage” (Public Safety) ProSe scenarios CDRs created based on possible non-network based accounting mechanisms shall be trusted and reliable.  

Charging information shall be securely collected and communicated by the ProSe enabled UE to the network, so that the operator  may trust the accounting information.
	Generic requirement: ProSe should enable reliable charging for the operator.



	5.5.3
Key Issue #5.3: Data communication security between ProSe network entities requirements

	The ProSe network entities shall be able to authenticate the source of the received data communications.
The transmission of data between ProSe network entities shall be integrity protected. 

The transmission of data between ProSe network entities shall be confidentiality protected. 

The transmission of data between ProSe network entities shall be protected from replays.

Note: The requirements of this clause do not apply to ProSe UEs and ProSe UE-to-Network Relays.
	Generic requirement: ProSe network entities securely communicate with each other (confidentiality, integrity and replay protected and mutually authenticated).
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5.X Common Security Requirements (NEW SECTION)
This section contains a summary of the security requirements raised in the previous sections in chapter 5. The mapping with references to the key issues can be found in Annex X:

· Only authorized configuration data is accepted on the UE.

· Mutual authentication of UE and ProSe configuration server.

· Integrity protection of configuration data between UE and ProSe configuration server.

· Confidentiality protection of configuration data between UE and ProSe configuration server.

· Protection against replay attacks between UE and ProSe configuration server.

· The identity provided by a UE to another UE can not be utilized for tracking a UE.

· The discovery messages are integrity protected. 

· Replay protection on discovery messages is provided.
· Mitigation of DoS attacks on ProSe Server in the network.

· Authorization of the UE to use the ProSe service needs to be validated.

· No direct interaction between UEs needed for public safety ProSe UE configuration.

· Security approach for ProSe scales to larger groups.

· Only authorized UEs receive ProSe credentials.

· Key storage in UE for a range of keys possible.

· Late group entry should be supported by key distribution mechanism.

· Invalid keys should not be used.

· Confidentiality protection of the communication between the UEs.

· An intercepted UE identity can not be re-used in a replay attack to another UE.

· The identity provided by one UE to another UE is trustworthy (non-modifiable, verifiable, authorized) online and offline.
· Compromise of one UE does not affect security of other UEs.

· Confidentiality and integrity protected storage in UE of configuration and authentication data.

· ProSe should enable reliable charging for the operator.

· ProSe credential distribution is secure (confidentiality and integrity protected and mutual authentication).

· ProSe network entities securely communicate with each other (confidentiality, integrity and replay protected and mutually authenticated).
