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Abstract of the contribution:
The GCSE TR 33.888 has currently a list of key issues and requirements associated to each key issue. The presented attacks focus on different interfaces and different security properties. In this contribution, we introduce an overview section which outlines to which interface each requirement belongs.
Introduction

TR 33.888 contains in the moment 14 key issues. The key issues apply to different interfaces and security properties. We propose to add a new section 6.15 to outline the relationship between interfaces and requirements. The structure of 6.15 will follow the interface architecture as outline in TR 33.888:
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Some of the requirements are generic security requirements and not tied to a particular interface. We collected those in a separate section. It is for further discussion, if the chapter 8 is still needed if this P-CR is accepted.

For A2 and B no explicit requirements were identified. The AS-EPC was seen as related to interface C and MB2 as interface GC2.  It should be noted, that the current architecture figure in TR 33.888 does not include the SGi interface.
############ P-CR Start ##################

6.X
Interface Specific Security Requirements

6.X.1
Security Requirements related to GC1 / D
Issue 5: 
Group management procedures between the GCSE Application in the UE and the GCSE AS, including negotiation of used security for Group Communication, shall be authenticated and properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS and needs to be clarified if the negotiation of used security for Group Communication will be a part of GC1 procedures or if it needs to be a separate procedure. This is because GC1 standardization is not in scope of Rel-12 in SA2.

Issue 8:

A mechanism shall be provided to ensure availability of GCs when users are added to a GCSE group.

A mechanism shall be provided to ensure confidentiality and integrity of GCs when users are removed from a GCSE Group.

Editor's Note: Whether requirements for efficient mechanisms to change a group key are needed is FFS.

Issue 9:

Editor's Note: FFS if the following may result in requirements: 
The rest of the group should be affected as little as possible. 
Can other group members and/or the GCSE AS detect illegitimate access? 
What is the risk model on which requirements need to be based on?

The system shall support the ability to change the keys (i.e. re-key) if one or more group member(s) are removed from the group.

6.X.2
Security Requirements related to C / GC2 / MB2
Issue 4:
Editor’s Note:  Issue 5 discusses some solutions for improving GC2, but the actual security requirement section is currently empty.
Issue 5: 

Uplink Group Communication from the UE (Transmitter Group Member) to the GCSE AS over unicast shall be properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. 
Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using unicast delivery shall be properly protected against eavesdropping, modification and replay;

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. 

Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

-
Downlink Group Communication from the GCSE AS to the UEs (Receiver Group Members) using multicast delivery shall be properly protected against eavesdropping, modification and replay.

Editor's Note: It is FFS if this requirement should be met with end-to-end security or with hop-by-hop security. 

Editor's Note: It is FFS if protection from malicious group members needs to be achieved, e.g. protection against that a malicious group member modifies the group communication.

Issue 6: 

The BM-SC and the GCSE AS shall be able to mutually authenticate each other.
The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality protected.
Double encryption above the network layer should be avoided.
Editor's Note: Since it is not yet fully specified where media messages are protected, additional requirements on the GC2 interface may apply for the user plane.
Issue 11:

Editor’s Note: Issue 11 does not have yet clear requirements base on the threat scenario: “Group communication is accessable to authorized users only. A user is authorized to participate in a group by holding a group key. If this group key gets compromised, group communication is not confidential anymore.”

6.X.3
Security Requirements related to A1

Issue 10: 
Editor’s Note: The UE-Relay node security for GC is currently FFS 

Issue 13:

The authenticity, authorization, and integrity of signalling related to a Group's privacy settings shall be guaranteed.
NOTE: It is assumed that this affects A1 only, but potential A2 impacts may also need to be studied.
6.X.4
Security Requirements related to A3

Issue 3: The level of confidentiality and integrity protection provided shall be the same, regardless of whether a unicast or multicast bearer is used, including during transition between the two.
NOTE: It is assumed that this requirements focuses on MuSe – UE interworking, but potential impacts to A1 are for further study.
6.X.5
Security Requirements related to E
Issue 7:
Receiving Group Members shall be assured of the identity of the current Transmitting Group Member(s)  not being spoofed by malicious group members.

Receiving Group Members shall be assured of the identity of the current Transmitter Group Member(s) not being spoofed by attackers outside of group.
Editor’s Note: 
It is ffs if this requirement applies to interface E or if some other interface are also potentially impacted.
Issue 13:

It should be possible to configure the PtM settings in the entities capable of PtM transmission in a way that minimizes the exposure of the groups' presence. For example, the settings could be pre-configured.

Editor's Note: These security requirements may apply more generally and need to modify/update when the work progresses.

6.X.6
Generic Security Requirements not bound to a particular interface
In this section, we collect those requirements where it is not visible to which interface they actually apply.

Issue 1: The GC in some critical scenarios related to personal safety, even national security, if these communication comprised by the attackers, it will take huge damage. 

Editor’s Note: The requirements resulting from that threat are ffs in section 6.1 and therefore it is not clear to which interface they apply.
Issue 2: 

The security mechanisms chosen shall support the following requirement from 3GPP TS 22.468 [2]:

"The system shall support groups whose membership shall be the same irrespective of whether a Group Communication is made using ProSe Group Communication or GCSE Group Communication."

Issue 12: 
Issue 12 discusses how key management is done and how security credentials are managed, but no concrete requirements are given.

Issue 14: 

Security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability as defined by SA1 in 3GPP TS 22.468 [2].

############ P-CR End ##################
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