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Abstract of the contribution: The contribution provides a technical description of Option 3 for when the SCC should be incremented. The proposal of this option is very simple. The SCC is never increased for the same SeNB and UE pair. The contribution does not evaluate the option. The purpose is to clarify the difference between the two approaches.
1 Introduction
This discussion paper describes option 3 for when the SCC shall be increased in the MeNB. Option 3 does not use the SCC for ensuring that fresh S-KeNBs are derived for the same SeNB at all. Instead, the MeNB controls the DRB allocation (or is aware of whether the DRB ID that will be assigned to a DRB has been used before), and the MeNB performs a key-change on the fly of the KeNB in the MeNB, followed by a key-change of the fly in the SeNB before any DRB ID is reused.

The contribution describes the technical features and some of the main consequences. It does not attempt to evaluate or compare this to option 1. The purpose is to provide a high level description of the option to be able to see what the differences are between the options.
2 Analysis
2.1 Option 3: MeNB refreshes KeNB and S-KeNB before DRB ID re-use
2.1.1 Addition of one DRB

2.1.1.1 High level procedure
The MeNB first determines whether the new DRB will re-use a previously used DRB ID or not. This can be done by the MeNB allocating the DRB IDs for the SeNB, or that the SeNB remembers which DRB ID has been used and rejects an addition that would result in re-use of a DRB ID. DRB allocation, regardless of whether it is done by MeNB or SeNB, necessarily has to be done in such a way that the same DRB ID is not re-used with the same S‑KeNB. There may be further ways to do this; the purpose of the examples is just to show that it can be done.

The above is exactly the same as for option 2.

The MeNB derives a S-KeNB from the KeNB, using a static SCC for each SeNB, but different SCC values for different SeNBs. Alternatively, the MeNB does not use an SCC at all, but rather include the PCI/EARFCN-DL. The purpose of the SCC or the PCI/EARFCN-DL is only to ensure that different SeNBs get different S-KeNBs.

Since the MeNB knows when the DRB IDs space will be exhausted, it will use the same S-KeNB for all DRBs until that is about to happen. Before the DRB ID space is exhausted, the MeNB runs a key-change on the fly procedure for its own KeNB. After this, the MeNB derives a new S-KeNB from the fresh KeNB, and sends the new S-KeNB to the SeNB. The SeNB then uses this new S-KeNB for all the DRBs it has for this UE. The MeNB has to coordinate the change of encryption keys between the UE and the SeNB.
2.1.1.2 Using the same encryption key for all DRBs

With this option all DRBs will always use the same encryption key.
2.1.1.3 Storing or discarding the S-KeNB after KUPenc derivation

The SeNB can store the S-KeNB and treat it as the current KeNB if seen beneficial.
2.1.2 Addition of multiple DRBs

Although RAN2/RAN3 has not yet decided whether it will be possible establish multiple DRBs with a single run of the X2-AP SCG Addition procedure, it is plausible that they will.
Under the assumption that all DRB IDs in the SeNB will be distinct, the same procedure to derive a single S-KeNB as was used in the previous clause applies also here. All DRBs use the same encryption key.

2.1.3 Key change on the fly (originally initiated from the MME)

After a key change on the fly procedure in the MeNB, the MeNB shall initiate a re-keying of the DRBs in the SeNB. This follows the agreements from SA3#74.
Since the KeNB in the MeNB has been re-keyed, it is fresh. This implies that if a S-KeNB is derived from the KeNB, it will also be fresh even if no SCC is used as input. The MeNB simply provides the newly derived S-KeNB to the SeNB, and coordinates the change of encryption keys with the UE. 
2.1.4 Key refresh in the SeNB due to PDCP COUNT overflow in one of the DRBs in the SeNB

Before any of the PDCP COUNTs wrap around, the SeNB sends a notification message to the MeNB regarding this fact.  The notification could include an identifier for the DRB in question. The MeNB then proceeds to derive a fresh S‑KeNB for the indicated DRB according to the same rules as described in clause 2.1.1. Another variation is that the MeNB derives a fresh S-KeNB that will be used for all DRBs in the SeNB.

2.2 Summary

Option 3 for when to increase the SCC:

· Main characteristic: No SCC is needed if PCI/EARFCN-DL is used to create key separation between SeNBs. If that is not used, there is one SCC value used per SeNB. The same encryption key is always used for all DRBs in the SeNB. A key-refresh in the MeNB is required before the DRB ID space is exhausted in the SeNB.
