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*** BEGIN CHANGES ***
X
Dual connectivity
X.1
Introduction
This clause defines the security functions necessary to support a UE that is simultaneously connected to more than one eNB. The security functions are described in the context of the functions controlling the dual connectivity.
For architecture,3C the existing security functions in this specification is sufficient. The reason for that they are sufficient, is that the end-point for the encryption remains in the MeNB. That is, from a security point of view, the PDCP packets are still processed in the same locations in the architecture; they have only travelled a different path via the SeNB.
Editor's note: Here follows a figure showing the architectures 1A and 3C, and the relevant security termination points and security functions. S3-140211 states that SA3 agreed to make a definition for AS SCE security context according to what follows. When the MeNB establishes security between an SeNB and the UE for the first time for a given AS security context, the MeNB associates a counter with the current AS security context. This counter is the counter used as freshness input to S-KeNB derivations as described in the agreements above. When the security is established between the SeNB and the UE, they construct an  AS SCE security context, which includes at least the S-KeNB, the identifier for the currently used user plane encryption algorithm and encryption key used between SeNB and UE, and the uplink and downlink PDCP COUNTs.
X.2
Dual connectivity architecture 1A
X.2.1
Protection of the X2 reference point
Editor's note: Here should be a description of the protection of the X2 reference point. 
-
S3-140211: "Agreed that MeNB derives a base-key (S-KeNB) and sends it to SeNB over X2. The SeNB derives its user plane encryption key from the received S-KeNB". Therefore X2-C requires encryption and integrity protection.
-
There is no user plane traffic between MeNB and SeNB in architecture 1A, so X2-U does not exist and does hence not need to be encrypted and/or integrity protected.
-
A reference to clauses 5.3.4 and 5.3.4a may be sufficient for this sub-clause.
X.2.2
Addition and modification of DRB in SeNB
Editor's Note: Here should be a description of the security functions involved in adding or modifying a DRB. S3‑140211 contains the following relevant agreements: 
-
 Agreed to assume that SeNB does not establish RBs with relay nodes in Rel-12.
X.2.3
Synchronizing start of security
Editor's Note: Here should be a description and figure showing after/before which messages, the UE and the SeNB respectively starts encryption in down-link and in up-link.
X.2.4
Derivation of keys for the DRBs in the SeNB
X.2.4.1
Small Cell Counter maintenance
-
Agreed a freshness value shall be used in S-KeNB derivation, and that this freshness value shall be new for every time a DRB establishment procedure is run with a SeNB. The MeNB shall use a counter that is kept per KeNB as freshness value.
-
Agreed that the UE can assume the freshness value is fresh (RRC integrity and replay protection guarantees this under the assumption that the eNB is behaves correctly.)
-
Agreed that we will have as working assumption to use a counter per UE in the MeNB as freshness value in the S-KeNB derivation. The counter is increased for every time a S-KeNB is derived, and is transmitted to the UE in the RRC reconfiguration procedure. The counter is not allowed to wrap around; wrapping around would lead to a security weakness. Before the counter wraps around, the MeNB must either perform an intra-cell handover to refresh the KeNB for the UE and then derive new S-KeNB, or release the SeNB of the UE. SA3 requests RAN2 input to decide an appropriate size of this counter that would not lead to the MeNB having to run the KeNB refresh procedures too often. SA3 had a counter of 16 bits in mind.
X.2.4.2 
Security key derivation

Editor's Note: S3-140211 contains the following relevant agreements:
-
Agreed that the SeNB only need a user plane encryption key; we need to check that we can add integrity protection in the future in a reasonable way should it ever be necessary.
-
Agreed that, to derive the user plane encryption key from the S-KeNB, we shall use the construction of the input to the KDF defined in TS 33.401 clause A.7 "Algorithm key derivation functions". This implies that the same Algorithm type identifier value is used as when deriving the user plane encryption key in the MeNB. The reason this is acceptable is that the S-KeNB is derived from the KeNB in the MeNB using unique input, so the user plane encryption key in the MeNB and the encryption key in the SeNB will be cryptographically separated. The same rationale applies for any other type of key mentioned in clause A.7, should they be needed any time in the future.
-
Agreed to give the name S-KeNB to the base-key, which the MeNB derives from the currently active KeNB and sends to the SeNB when establishing RBs in the SeNB.
X.2.4.3
Negotiation of security algorithms
Editor's Note: S3-140211 contains the following relevant agreements:
-
Agreed that S3-140118 shall be the working assumption for the algorithm negotiation. Additional optimizations may be made, for example, the MeNB may learn which algorithms the SeNB are selecting and may make the selection itself when it knows what the SeNB supports. The MeNB may also be configured with the algorithms supported by the SeNB and make the selection based on this.

X.2.5
Key refresh and re-keying procedures
Editor's Note: S3-140211 contains the following relevant agreements: 
-
Agreed that the key modifications procedures below are necessary and shall be based on S3-140125. 
-
Agreed that if there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then the MeNB shall also initiate a re-keying of the S-KeNB. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB. If the SeNB initiates a refresh of the S-KeNB, then it is FFS how the MeNB enforces that refresh.
-

KeNB key change on-the-fly 
-

KeNB refresh initiated by the MeNB
-

S-KeNB refresh initiated by the SeNB
X.2.6
Handover procedures
Editor's Note: This clause describes handover procedure(s).

X.2.7
Periodic local authentication procedure
Editor's Note: This clause describes the counter check procedure.

X.2.8
Radio link failure recovery procedure

Editor's Note: This clause describes the procedure for radio link failure recovery if necessary. If there is no difference to normal RLF recovery, the clause can be deleted. S3-140211 states that SA3 assumes that DRBs between the SeNB and the UE will not be given any special treatment, and hence will be re-established by running their setup procedure once again.

*** END CHANGES ***
