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Abstract of the contribution: The contribution provides a technical description of Option X for when maintaining PDCP COUNT when a DRB is re-used.
1 Introduction
Since there is a finite number of DRBs that can be allocated and used, a DRB can be used if SeNB cannot add another DRB. This contribution discusses yet another option that when SeNB needs to add a DRB. If the DRB ID that SeNB intends to add has the same DRB ID as one that was previously in use, SeNB caches the context of the previous DRB (e.g. remembers the DRB ID and the COUNT value in use).  Instead of resetting the COUNT value to 0 when a DRB ID is re-used, the COUNT value will be the previous COUNT +1. In this manner, no new S-KeNB is needed.
For example:

DRB1:  COUNT = 100;

…

DRB32: COUNT =200;
When DRB1 is released, SeNB and UE remembers (DRB_ID, COUNT) pair for DRB1. When SeNB reuses DRB1 after all DRBs have been deemed exhausted, the COUNT value does not reset. Instead, the COUNT is remembered and incremented to COUNT+1, so there is no need for MeNB to send a new S-KeNB to SeNB and SeNB does not need to generate new KUPenc for DRB 1. 
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Advantages of this option:

· X2-AP SCG to add DRB in SeNB does not automatically trigger S_KeNB generation in MeNB

· S_KeNB refresh and KeNB refresh procedures do not need to change and will take place as in the current specifications (i.e. COUNT wraparound, etc.)
· DRB management at MeNB and SeNB remains independent

Disadvantages of this option:

· UE and SeNB (and possibily MeNB) logic need to be modified to cache the context information for every (DRB ID, COUNT) pair.

· There may be existing implementations that use other solutions to deal with DRB ID re-use case, such as triggering an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition as mentioned in TS 36.331.
2 Analysis: Option X: SeNB maintains COUNT for DRB
2.1.1.1 Initial DRB allocation
When the first DRB (i.e. DRB 1) is added, the MeNB derives a S-KeNB1 from the KeNB, irregardless of which DRB ID is used. MeNB sends S-KeNB1 to SeNB. SeNB derives KUPenc  from S-KeNB1. The COUNT value for DRB 1 is set to 0 and the inputs to the cipher stream are (KUPenc,COUNT=0, DRB ID=1, DIRECTION…). As time goes by, the COUNT value increase as the number of packets transmitted over DRB 1 increases, for example to COUNT=N.
2.1.1.2 Adding DRBs
At some point, DRB 2 – 32 are also added where the COUNT associated with each DRB 2 – 32 are reset and start from 0. The input since the DRB IDs are different, there is no re-use of cipher stream. 

2.1.1.3 DRB ID exhaustion and re-use DRB ID
When DRB ID space is exhausted, DRB ID will need to be re-used.  But when SeNB releases DRB 1 to be re-used again during the next X2-AP SCG event, the context for that DRB (i.e. DRB 1) is remembered (DRB1, COUNT=N) instead of reset or deleted. 

When DRB addition is called for again, DRB ID 1 will be used.  But since COUNT value is not reset, there is no need to update either KUPenc or S-KeNB and the entire the same KUPenc continues to be used to cipher packets associated with DRBs currently in use. The new COUNT value used for generating cipher stream for this re-allocated DRB ID 1 will start from N+1 where N is the last cached COUNT value for this DRB with ID being 1.
2.1.1.4 Using the same encryption key for all DRBs

With this option all DRBs in SeNB will always use the same encryption key derived from S-KeNB.
2.2 Summary

Option X for SeNB maintaining COUNT:

· Main characteristic: No need to generate new S-KeNB when DRBs are added, even in case of DRB ID re-use. S-KeNB refresh is only associated with COUNT wraparound or KeNB update.
