3GPP TSG SA WG3 (Security) ad-hoc Meeting
S3-140404
31 March- 2 April, 2014, Sophia Antipolis, France



Source:
China Mobile, Ericsson, Huawei
Title:
Evaluation on the countermeasures to satisfy REQ 1 and REQ2
Document for:
Discussion & Approval
Agenda Item:
4.5
Work Item / Release:
Rel-12 
Abstract of the contribution: Based on the progress of TR33.871, this contribution evaluates the two countermeasures in accordance with REQ1 and REQ2, respectively.
1 Introduction  
This contribution proposes the evaluation of the example countermeasures in terms of REQ1 and REQ2, and proposes the pCR for the selection of the countermeasures. 
2 Discussion
In the clause 6.1.2.2 of TR33.871, there are two example countermeasures to satisfy the REQ1 and REQ2, respectively.

In order to satisfy REQ1, clause 6.1.2.2 contains the text as follows:
The two example countermeasures require that the third party WWSF is only authorized to assign IMS identities from a well-defined set of IMS subscribers that have chosen the option to access the IMS via this third party’s web authentication scheme. 
And it leaves a related Editor’s Note to select the appropriate countermeasure. Therefore, it provides the evaluation of the selection below: 
Countermeasure 1_ Control by eP-CSCFs: 1) All eP-CSCFs must maintain a list which contains plenty of IMS identities corresponding to the different third party authentication service, the eP-CSCFs maybe equipped with the extra entity (e.g., database) to store the list. 2) When the user roams to the coverage of the different eP-CSCF and registers with this eP-CSCF initially, the eP-CSCF should update the list with the HSS. Because when the user contacts with a new eP-CSCF which has never registered with, that means the eP-CSCF has no specific information of the user in its list, so that this eP-CSCF should update it's own list with the HSS dynamically.
Countermeasure 2_ Control by S-CSCF and HSS: 1) The HSS is the natural repository for subscription-related information, there is no need to set an extra database to process. 2) The HSS has stored all users’ subscription information so that it has no need to update its database dynamically. 3) The register measage from the WIC to the eP-CSCF contains a new parameter socalled the WWSF identity which means that the SIP signaling needs to change. 4) The diameter interface between the S-CSCF and HSS needs to be extended as well, since the S-CSCF receives the authorized WWSFs identities associated with a specific user from the HSS over the diameter interface.
In addition, for those two countermeasures satisfy REQ2, they align with the evalution of countermeasures satisfy REQ1. 
3 Proposal

It is proposed to update TR 33.871 as follows.
4 pCR 

***
BEGIN CHANGES
***
6.1.2.2
Use of Trusted Node Authentication (TNA)
Example countermeasures to satisfy REQ 1 from clause 5 are: 

The two example countermeasures require that the third party WWSF is only authorized to assign IMS identities from a well-defined set of IMS subscribers that have chosen the option to access the IMS via this third party’s web authentication scheme. The countermeasures differ in the enforcement points:

· Control by eP-CSCFs:  TR 23.701, Annex A.1.3.3, states: “The eP-CSCF verifies that the WWSF is authorized to allocate IMS identities that it assigns to a WIC.” This text suggests control by eP-CSCFs. In order to enable this verification all eP-CSCFs that may receive assertions (in the form of authorization tokens) issued by a certain third party authentication service have to be provided with the list of the IMS identities that a third party authentication service is authorized to assign. But, considering that several eP-CSCFs can receive assertions issued by one third party authentication service, one eP-CSCF can receive assertions issued by several third party authentication services operated by different third parties, and that these lists would have to be updated dynamically, this solution may be difficult to manage and not scale well. In view of these disadvantages one may want to look at using a different enforcement point, cf. next paragraph. 
· The evaluation of the countermeasure control by eP-CSCFs:
· 1) All eP-CSCFs must maintain a list which contains plenty of IMS identities corresponding to the different third party authentication service, the eP-CSCFs maybe equipped with the extra enetity (e.g., database) to store the list. 2) When the user roams to the coverage of the different eP-CSCF and registers with this eP-CSCF initially, the eP-CSCF should update the list dynamically.
· Control by S-CSCF and HSS: For each IMS subscription, an HSS entry indicates, which third party authentication service is authorised to assign a given IMS identity. The HSS is the natural repository for subscription-related information. This information is sent to the S-CSCF over Cx during registration. The eP-CSCF sends the identity of the third party authentication service to the S-CSCF with the REGISTER message. The S-CSCF can then check whether the third party authentication service identities received from the eP-CSCF and the HSS respectively match.
· The evaluation of the countermeasure control by S-CSCF and HSS:
· 1) The HSS is the natural repository for subscription-related information, there is no need to set an extra database to process. 2) The HSS has stored all users’ subscription information so that it has no need to update its database dynamically. 3) The register measage from the WIC to the eP-CSCF contains a new parameter socalled the WWSF identity which means that the SIP signaling needs to change. 4) The diameter interface between the S-CSCF and HSS needs to be extended as well.
Editor’s Note: The selection of the appropriate countermeasure is ffs.
The following Figure 6.1.2.2-2 shows an example registration flow illustrating the case when the control is enforced by S-CSCF and HSS. The new parameters are shown in red. 


[image: image1.emf]eP-CSCF

1. REGISTER

(with token from WWSF)

S-CSCF HSS

2. REGISTER

(Trusted Node 

Authentication, WWSF 

identity, IMS user identity)

3. Cx-AuthDataReq

(IMS user identity)

4. Cx-AuthDataResp

(identities of WWSFs authorized  

for this IMS subscription)

WIC

Compare, if no 

match: reject


Figure 6.1.2.2-2: Example registration flow satisfying REQ 1

Example countermeasures to satisfy REQ 2 from clause 5 are: 

· Control by eP-CSCFs:  When a third party authentication service is under suspicion of a security breach an eP-CSCF can block all registration attempts involving assertions from that third party authentication service. All eP-CSCFs that can receive assertions from the third party authentication service under suspicion would have to be provided with the information, which third party authentication service to block. 
· The evaluation of the countermeasure control by eP-CSCFs:
· 1) Each eP-CSCF must maintain an up-to-date list of authorized third party authentication services. If authorization tokens are verified using public key signatures, the eP-CSCF can determine if a third party authentication service has been blocked by checking the revocation status of its certificate, using e.g. CRLs or OCSP. Similar revocation mechanism for symmetric keys could be used if the authorization token is verified using MACs instead of public key signatures. If key revocation is not a suitable for some reason, another option is to store the identities of the third party authentication services in a white or black list. However, this option involves additional complexity and administration.
· Control by S-CSCF and HSS: The eP-CSCF has to explicitly send the identity of the third party authentication service to the S-CSCF with the REGISTER message. (The mechanism from the countermeasures to satisfy REQ1 could be re-used.) Then the S-CSCF can block all registration attempts involving assertions from that third party authentication service. All involved S CSCFs would have to be provided with the information, which third party authentication service to block, either by OAM or from the HSS. 
· The evaluation of the countermeasure control by S-CSCF and HSS:
· 1) The HSS is the natural repository for subscription-related information, there is no need to set an extra database to process. 2) The HSS has stored all users’ subscription information so that it has no need to update its database dynamically. 3) The register measage from the WIC to the eP-CSCF contains a new parameter socalled the WWSF identity which means that the SIP signaling needs to change. 4) The diameter interface between the S-CSCF and HSS needs to be extended as well.
Editor’s Note: The selection of the appropriate countermeasure is ffs.
***
END OF CHANGES
***
_1450796740.vsd
HSS


2. REGISTER
(Trusted Node Authentication, WWSF identity, IMS user identity)






eP-CSCF


Compare, if no match: reject


1. REGISTER (with token from WWSF)




3. Cx-AuthDataReq
(IMS user identity)






4. Cx-AuthDataResp
(identities of WWSFs authorized  for this IMS subscription)





S-CSCF


WIC



