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Abstract of the contribution: This contribution analyzes the usage of the token validation in the authentication for OAuth and proposes the related pCR.
1 Introduction  
This contribution analyzes there is no specific way to validate the token for the trusted node (eP-CSCF) exploiting OAuth, and proposes the related pCR.
2 Discussion
In the clause 6.1.2.2 of TR33.871, the part of the signalling flows indicates:
The step 2 describes:

Validation of security token at eP-CSCF”said: The eP-CSCF extracts the access token and validates it in some unspecified manner. If the token is still valid the eP-CSCF obtains the associated authorization information, including the IMPI/U of the associated user, the WWSF identity, and the token scope.  The eP-CSCF verifies that the scope includes the value "webrtc-ims-client-access-to-ims".
As aforementioned, the validation of the security token is the key point for the trusted node (eP-CSCF) to authenticate the identity of the user, but there is no specific method to solve the problem well.

Although the NOTE 2 said: 
In this release the token format and verification procedure is left out of scope. It is assumed that the eP-CSCF can check the validity of the token and obtain the IMPI, WWSF identity, lifetime, and scope parameters.
It still cannot escape the problem that this is no effective way for the trusted node (eP-CSCF) to validate the token forwarded by the WIC when this is no direct connection between the WWSF and the eP-CSCF. 
The key point is the issue of the token format and verification procedure has not been defined yet. More specifically, if the token includes the signature of the WWSF (e.g., JsonWeb Token), the eP-CSCF would achieve the authentication when the interface doesn’t exit. However, if the token format contains the string instead of the signature (e.g., Bearer Token), the eP-CSCF could not validate the token when there is no interface with the WWSF.
3 Proposal

It is proposed to update TR 33.871 as follows.
4 pCR 

***
BEGIN CHANGES
***
6.1.2.2
Use of Trusted Node Authentication (TNA)

The scenario allows applying Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203 [5]. While TNA was specified mainly for interworking with the CS access domain, the technology is access and protocol independent. The requirements include that the trusted node (i.e. eP-CSCF) can authenticate the user by means of authentication information received from the third party authentication services, that the trusted node can provide interworking between the IMS domain and the other domain, in which the WWSF resides, if necessary, and as the name applies, that the operator trusts the WWSF and the authentication provided by the third party authentication service. It is clear that the operator trusts the eP-CSCF, performing the role of trusted node in TNA, as the eP-CSCF resides in the operator network, according to TR 23.701.
Another supported use case is where the WWSF allocates IMS identities out of a pool (i.e. a set of IMS subscriptions owned by the WWSF). In this case the token may not be associated with the IMS subscription of the user behind the WIC (which be anonymous i.e. not authenticated). The token is sent to the WebRTC IMS Client which includes it in the initial registration request to the eP-CSCF. Provided the token verification is successful, the e-PCSCF will proceed with the IMS registration of the user using TNA.
The signalling flow for when the Trusted Node performs registration on behalf of the WebRTC IMS Client is shown in Figure 6.1.2.2-1. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of TS 33.203 [5] in Figure 6.1.2.2-1. The REGISTER message may, however, have to be enhanced with an additional parameter to satisfy the requirements from clause 5 of the present report.
OAuth 2.0 [13] may be used an example authentication protocol between the WebRTC IMS Client and the eP-CSCF. In this protocol the WWSF first obtains an access token from an Authorization server which authorizes it to access the user's IMS account. The token is then sent to the WebRTC IMS Client which includes it in the initial registration request to the eP-CSCF. Provided the token verification is successful, the e-PCSCF will proceed with the IMS registration of the user using TNA. 

The access token is associated with a specific user and WWSF and has a certain lifetime and scope. This authorization information can either be encoded into the token itself and verifiable through a signature or MAC (so called self-contained token), or retrieved as part of the validation response if the validation is performed against the Authorization server.  

Editor’s Note: It is to be explained how the entities in the WebRTC access to IMS architecture map to the roles in the OAuth 2.0 framework.

NOTE 1:
In this release it is only the W2 interface that is specified; how the WWSF obtains the token and how it is made available to the WebRTC IMS Client is left out of scope.

NOTE 2:
In this release the token format and verification procedure is left out of scope. It is assumed that the eP-CSCF can check the validity of the token and obtain the IMPI, WWSF identity, lifetime, and scope parameters.

NOTE 3: To protect against token disclosure, the W1 and W2 interfaces must be integrity and confidentiality protected using TLS. This is a mandatory requirement in the OAuth bearer token specification [14].  
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Figure 6.1.2.2-1: Trusted Node performs registraton on behalf of the WebRTC client
The details of the signalling flows are as follows:

1. REGISTER request (WebRTC IMS Client to Trusted Node)

The WebRTC IMS Client establishes a secure WebSocket connection with the eP-CSCF and sends a REGISTER request. The Authorization header includes the OAuth 2.0 access token which the WebRTC IMS Client has previously obtained. The access token is of the so called "bearer" token type; see RFC 6750 [14].

NOTE 4:
OAuth bearer tokens can be used with signalling protocols that supports the Authorization header defined in RFC 2617, for example SIP and HTTP.

2. Validation of security token at eP-CSCF

The eP-CSCF extracts the access token and validates it in some unspecified manner. If the token is still valid the eP-CSCF obtains the associated authorization information, including the IMPIU of the associated user, the WWSF identity, and the token scope.  The eP-CSCF verifies that the scope includes the value "webrtc-ims-client-access-to-ims".

NOTE 5:
The realm value "webrtc-ims-client-access-to-ims" is just a placeholder. The final syntax will be defined in the stage 3 specification.
Editor Note: It shall consider how the eP-CSCF can validate the token from the WIC when there is no interface between the WWSF and the trusted node (eP-CSCF). It is desirable to define the token category to solve the problem, and it is ffs in Rel 13.
3. REGISTER request (Trusted Node to S-CSCF)

Provided that the validation in the previous step was successful, the eP-CSCF replaces the Authorization header with a TNA Authorization header and forwards the request to the S-CSCF (via the I-CSCF). The format of the TNA Authorization header is specified in TS 24.292, Clause 6.2 [15], and contains, among others, the user’s IMPI, an integrity-protected directive set to auth-done, and an empty response directive. 

4. Cx: S-CSCF Registration Notification

Based on the presence of the "integrity-protected" directive set to indicate that authentication has already been performed, the S-CSCF knows that the subscriber has already been authenticated by the Trusted Node. The S-CSCF informs the HSS that the user has been registered. Upon being requested by the S-CSCF, the HSS will also include the user profile in the response sent to the S-CSCF. For detailed message flows see TS 29.228 [16].

5. 200 (OK) response (S-CSCF to eP-CSCF)

The S-CSCF sends a 200 (OK) response to the eP-CSCF (via I-CSCF) indicating that Registration was successful.

Similar to the registration procedure for SIP Digest with TLS, the eP-CSCF associates the IMPI and all successfully registered IMPUs with the TLS Session ID when the 200 (OK) is received.

6. 200 (OK) response (eP-CSCF to WebRTC IMS Client)

The eP-CSCF forwards the 200 (OK) response to the WebRTC IMS Client indicating that Registration was successful.
***
END OF CHANGES
***
