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Abstract of the contribution:

This submission adds signalling flows for the creation of ad-hoc groups using the identity solution. This submission also alters the solution for ad-hoc group communications by simplifying the process to setup communications. Previously, the ad-hoc key distribution process distributed GMKs which were used to protect the distribution of session keys. Now, the ad-hoc key distribution process just distributes session keys so that the communication can begin immediately.
Most of the time public safety users will use pre-arranged groups. Ad-hoc groups are described for the edge-cases where users wish to create a small new group without needing centralised support. The solution has been updated to include signalling flows, but also to alter the functionality so that an ad-hoc group is setup as follows. The initiating UE selects a list of users and sends a group session key to those users by encrypting the key for each group member’s identifier. Note that this is a different encryption for each user. The group members extract the seesion key and can then use the key to secure group communications. This differs from the current content, as this proposes distributing a group master key first by this method, and then a group session key protected by the master key.
The reason for changing the functionality for setting up ad-hoc groups is as follows:

· Ad-hoc groups are likely to be short-term. Hence there is no benefit in distributing Group Master Keys rather than just distributing Group Session Keys.

· By allowing the session key to be distributed directly, the session may begin sooner. This allows for the more efficient ad-hoc communications.
· The change means that ad-hoc group session setup with a group of two users is equivalent to a one-to-one communication.

· The change makes for a simpler solution with less functionality to be implemented.
Hence this submission makes the following changes:

· The previous content on ad-hoc groups is removed (although text is re-used, it is simpler to present the change in this way).

· A general description of ad-hoc groups is provided. This includes an overview diagram of the ad-hoc session key distribution process.

· Two signalling flows are provided. One where network connectivity exists, and one where this connectivity does not exist.

· The description of how the ‘out-of-the-box’ scenario is supported is moved to the bottom of the text.
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6.3.1.3.4
Session Key Distribution for Ad-Hoc Groups

6.3.1.3.4.1
General

Ad-hoc groups are designed to support edge cases that are not supported by pre-arranged groups. For ad-hoc groups, the user selects a set of users and invites them into a group session. Unlike in Section 6.3.1.3.3, there is no prior pre-arrangement of the group by a Group Manager and no GMK.

As it operates entirely independently of a group manager it allows any public-safety UE to setup a group with any set of other public-safety UEs. This allows group to be created dynamically. This mechanism also supports group creation for UEs which have never had access to the network (out-of-the-box group creation). 

The solution is intended for small groups of handsets (at most 20) which wish to dynamically setup a new group. It is not suitable for large groups, due to the number of individual MIKEY-SAKKE I_MESSAGEs required. As it is able to operate entirely without network connectivity, it is also well suited to supporting public safety UEs in highly remote locations which are unlikely to ever have access to the network. Furthermore, it is designed to ensure that if a single handset is stolen, the group is not compromised. 
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Figure 6.3.1.3.4.1-1: Overview of ad-hoc group session key distribution

Ad-hoc groups are created by a single UE. The UE distributes the same Group Session Key (GSK) to each user within its own MIKEY-SAKKE I_MESSAGE, though these I_MESSAGEs may be transmitted within a single session setup request. Figure 6.3.1.3.4.1-1 provides an overview of the security process for distributing session keys for ad-hoc groups.

NOTE: An ad-hoc group containing two users (initator and terminating user) is equivalent to an IDENTITY one-to-one connection as described in RFC 6509 [12].

For an ad-hoc group to be created, no prior security association need exist between the UEs. However, all UEs in the group must be provisioned as described in Section 6.3.1.2.
6.3.1.3.4.2
Session key distribution security procedures for ad-hoc groups (network connected)

Figure 6.3.1.3.4.2-1 describes the procedures for distributing a session key among ad-hoc group members via the signalling network.
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Figure 6.3.1.3.4.2-1: Security Procedures for Session Key Distribution for Ad-Hoc Groups (network connected)
The procedure in Figure 6.3.1.3.4.2-1 is now described step-by-step.

1. Prior to beginning this procedure it is assumed that all the public safety UEs within the group have been provisioned by an IDENTITY KMS as described in Section 6.3.1.2.
2. Prior to beginning this procedure it is assumed that the public safety UE has registered with its serving signalling server and local group server.

3. Public safety UE 1 generates a GSK and sends a session creation notification (e.g. SIP INVITE) to the group controller, via a serving signalling server and local group server. This message contains a URI List of the group members. Within the SDP Offer of this message, UE 1 includes a set of MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [12]. A different I_MESSAGE is included for each member of the ad-hoc group, encapsulating the GSK separately for each public safety UE. Each I_MESSSAGE encrypts the GSK to the IDENTITY UID of the UE group member and is signed using (the key associated with) UE 1’s UID. 
NOTE: This message may be pre-generated to increase the efficiency of the communication.
4. The group controller notifies UE 1 that it received the message. This message does not contain any security information.
5. The group controller sends a session creation notification (e.g. SIP INVITE) to each public safety UE within the group. This message may list the other members of the group. For each public safety UE within the group, the message sent by the group controller contains an SDP Offer containing one MIKEY-SAKKE I_MESSAGE received from UE 1 and designated for the UID of the UE group member. The message is routed via each public safety UE’s local group server and serving signalling server.

6. Each member of the group extracts the GSK encapsulated by UE 1 and checks the signature on the message using keys provisioned by the KMS. The public safety UEs notify the group controller that they received the message. This message does not contain any security information.

7. Further messages may be sent to setup the group session. These messages contain no security information.

As a result of this procedure, the members of the group will have shared a Group Session Key (GSK). This is used to protect the media transmitted by group members. 

NOTE: Using a similar signalling flow, the initiator can add members to the group using an appropriate message (e.g. SIP REFER) containing a MIKEY-SAKKE I_MESSAGE for this user.

6.3.1.3.4.3
Session key distribution security procedures (network independent)
This security mechanism is part of a procedure to create a media session over a one-to-many direct communication.

From a security perspective, this procedure follows exactly the same security mechanism as for network-connected group communications described in Section 6.3.1.3.4.2. In this use case, the SDP Offer is broadcast by the initiating UE and no response is expected. The SDP Offer contains a set of MIKEY-SAKKE I_MESSAGEs protecting the Group Session Key (GSK). Following the broadcast of the SDP Offer, the media is broadcast over the one-to-many direct link, protected under the GSK.

Figure 6.3.1.3.4.3-1 describes the procedure. As there are no responses or acknowledgements, this procedure must proceed on a ‘best-endeavour’ basis. 
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Figure 6.3.1.3.4.3-1: Security Procedures for Session Key Distribution for Ad-Hoc Groups (network independent)
The procedure in Figure 6.3.1.3.4.3-1 is now described step-by-step. 

1. Prior to beginning this procedure it is assumed that all the public safety UEs within the group have been provisioned by an IDENTITY KMS as described in Section 6.3.1.2.
2. Public safety UE 1 generates a GSK and broadcasts a ‘media session creation message’ containing a URI list of group members and an SDP Offer. Within the SDP Offer, UE 1 includes a set of MIKEY-SAKKE I_MESSAGEs as defined in RFC 6509 [12]. A different I_MESSAGE is included for each member of the ad-hoc group, encapsulating the GSK separately for each public safety UE. Each I_MESSSAGE encrypts the GSK to the IDENTITY UID of the UE group member and is signed using (the key associated with) UE 1’s UID. 
NOTE: This message may be pre-generated to increase the efficiency of the communication.
3. Each member of the group extracts the GSK from the I_MESSAGE containing their identity and checks the signature on the message using keys provisioned by the KMS. Further messages may be sent by UE 1 to setup the one-to-many broadcast media session. These messages contain no security information.

As a result of this procedure, the members of the group will have shared a Group Session Key (GSK). This is used to protect the media transmitted directly as part of this session. 

6.3.1.3.4.4
Using ad-hoc groups to meet the ‘Out-of-the-box’ requirement

The key distribution mechanism used to setup ad-hoc groups, may also be used to allow groups of public safety UEs to begin group calls ‘out-of-the-box’, and in particular, prior to a network connection.

To achieve this, separate security credentials shall be installed on each ME during the deployment process. Each ME is pre-configured with a unique IDENTITY UID per ME (e.g. public safety IMEI) and related private keys. This identity and related keys are fixed within the ME and absolutely tied to the ME. The ME is also pre-configured with a maximum key-period for ad-hoc groups.

‘Out-of-the-box’ groups can now be setup using the security procedures in Section 6.3.1.3.4.3. A group member creates the group by listing every ME identity (public safety IMEI) in the group, ensuring that only uncompromised MEs are listed. A GSK is shared using these security procedures and group communications can begin. This process operates entirely independently of the network.
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