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1. Introduction
The security solution #3.5 is based on SA2 agreement in TR23.703. SA2 TS 23.303 Section 5.4.1, TS23.303 described that One-to-many ProSe Direct Communication has the following characteristics about security: 
-
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  

-
Authorisation for one-to-many ProSe Direct Communication is configured in the UE by the ProSe Function using PC3 reference point.

-
ProSe UE configuration parameters (e.g. including ProSe Group IP multicast addresses, ProSe Group IDs, Group security material, radio related parameters) are configured in the UE.
This document provides update to solution #3.5 based on forementioned security characteristic.
2. Solution
2.1 Solution for configuration 
From SA2 agreements, a configuration procedure is performed to provision the security material, which is the shared group secret. From this group secret, SA3 may develop security solution for One-to-many ProSe Direct Communication.
The security solution for configuration data transfer is specifically defined in 6.1, TR33.833. Either solution defined could be used here to protect the configuration procedure.   

2.2 Slution for ProSe UE direct communication

There is no signalling over PC5 control plane, so only protection for user data should be considered. For en/de-crypting the user data, ProSe UEs of the same group should share the encryption key, the encryption algorithm and group ID, all of which is configured to ProSe UE as group secret. 
The ProSe UEs are authenticated by the ProSe Function during the configuration procedure. So the mutual authentication could be implicit by possessing the shared group secret. Then the ProSe UEs start communication protected by the configured key and algorithm. 
If the en/de-crytion key is expired, ProSe Function should reconfigure ProSe UEs with new key and algorithm. 
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3. Proposal
It is proposed to approve the pCR.
***************************************start first change*******************************************
6.3.5
Solution #3.5: Security for one-to-many communication 
6.3.5.1
General

This solution addresses key issues #3.1,#3.2 and #3.5 in the current document. It is aimed to provide the security solution for one-to-many direct communication solution described in 5.4.1, TS23.303.The one-to-many direct communication solution has the following characteristics about security: 

-
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  

-
Authorisation for one-to-many ProSe Direct Communication is configured in the UE by the ProSe Function using PC3 reference point.

-
ProSe UE configuration parameters (e.g. including ProSe Group IP multicast addresses, ProSe Group IDs, Group security material, radio related parameters) are configured in the UE.
The overall procedure is as follows:
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Fig. 1 security procedure for one-to-many direct communication solution
 6.3.5.2 Solution for configuration 

From SA2 agreements, a configuration procudre is performed to provision the security material, which is the shared group secret. From this group secret, SA3 may develop security solution for one-to-many ProSe Direct Communication.

The security solution for configuration data transfer is specifically defined in 6.1, TR33.833. Either solution defined could be used here to protect the configuration procedure.   

6.3.5.3 Slution for ProSe UE direct communication

There is no signalling over PC5 control plane, so only protection for user data should be considered. For en/de-crypting the user data, ProSe UEs of the same group should share the encryption key, the encryption algorithm and group ID, all of which is configured to ProSe UE as group secret. 

The ProSe UEs are authenticated by the ProSe Function during the configuration procedure. So the mutual authentication between UEs could be implicit by possessing the shared group secret. Then the ProSe UEs start communication protected by the configured key and algorithm. 
6.3.5.2
Key management

When the group en/de-cryption key is configured to the ProSe UE, it should be securely stored in the UICC or in the  ME.


The confidentiality key used to protect the communication data are the configured key and sent to the ProSe layer in the UE.The ProSe UE ditectly use this key and the configured encryption algorithm to protect all the user data. 
Once the confidentiality key used to protect the communication data expires or is not secure, the ProSe Function should reconfigure ProSe UEs with new key and algorithm.


If a ProSe UE intents to join the group, it should communicate with the group manager to get authentication and authorisation. In this phase the shared group security material is configured into the ProSe UE.The configuration may be performed online or manually.
***************************************end first change******************************************
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