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Abstract of the contribution: Provide solution for key refreshment of SeNB when KeNB in MeNB refreshes.
1. Introduce
In SA3 #74, it has been agreed on the following:

Agreed that if there is a key change on-the-fly of the KeNB in the MeNB (initiated by the MME), then the MeNB shall also initiate a re-keying of the S-KeNB. If the MeNB locally refreshes the KeNB from an NH value, then the MeNB shall refresh the S-KeNB in the SeNB (otherwise two-hop security will not be stringent). If the MeNB locally refreshes the KeNB from an old KeNB, then the MeNB may refresh the S-KeNB in the SeNB.
This document provides solution for key refresh of SeNB in case KeNB in MeNB updates.
2. Key refresh when KeNB updates
In case there is a key change on-the-fly or update of the KeNB in the MeNB, S-KeNB refresh will also be triggered. 
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Fig.1 Key refresh procedure intiated by MeNB

Generally key refresh procedure of SeNB could be devided into 3 sub-procedures:
1. MeNB decides that it is to perform a key change on-the-fly or key refresh procedure. Then MeNB will first release DRB(s) by initiating the SCG Modification procedure. UE and SeNB deletes security context for the DRB(s) after the release procedure.
2. MeNB performs the key change on-the-fly or key refresh procedure as normal eNB.

3. MeNB initiates the SCG Modification procedure to add DRB(s) between UE and SeNB.
There is no new security handling for the foregoing 2 steps. For step 3, all security handling are the same as if the SCG is added by MeNB for the first time. The detailed SCG Modification procedure for adding DRB(s) is as follows, where only security related parameters are included in the figure.
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Fig.2 DRB addition procedure 

 1.
MeNB completes key fresh procedure, updates local KeNB, KRRCint, KRRCenc and KUPenc.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the SeNB Addition/Modification Request to the SeNB via X2 to negotiate the available resources, configuration, and algorithms at the SeNB.

3.
The SeNB selects encryption algorithms according to UE security capability and local priority algorithm list.

4.
The SeNB sends the SeNB Addition/Modification Command to the MeNB indicating encryption algorithms to UE through MeNB.

5.
The MeNB sends the RRCConnectionReconfiguration to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter and the received encryption algorithm for the UE to compute the S-KeNB and the KUPenc.

6.
The UE accepts the RRCConnetionreconfiguration and computes the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the SeNB. 
7.  The UE sends the RRC Reconfiguration Complete to the MeNB, integrity protected using the KRRCint of the MeNB. At this point the UE is ready to communicate with the SeNB securely. 
8.
The MeNB sends the SeNB Status Transfer message to the SeNB. 
9. The SeNB generates the KUPenc for the assigned bearer. At this point the SeNB is ready for communicating with the UE securely.
***************************************start change*********************************************
X.2.3
Key refresh and re-keying procedures

x.2.3.y  key refresh when KeNB updates
In case there is a key change on-the-fly or update of the KeNB in the MeNB, S-KeNB refresh will also be triggered. 
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Fig.1 Key refresh procedure intiated by MeNB

Generally key refresh procedure of SeNB could be devided into 3 sub-procedures:
4. MeNB decides that it is to perform a key change on-the-fly or key refresh procedure. Then MeNB will first release DRB(s) by initiating the SCG Modification procedure. UE and SeNB deletes security context for the DRB(s) after the release procedure.

5. MeNB performs the key change on-the-fly or key refresh procedure as normal eNB.

6. MeNB initiates the SCG Modification procedure to add DRB(s) between UE and SeNB.
There is no new security handling for the foregoing 2 steps. For step 3, all security handling are the same as if the SCG is added by MeNB for the first time. The detailed SCG Modification procedure for adding DRB(s) is as follows, where only security related parameters are included in the figure.
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Fig.2 SCG addition procedure 

 1.
MeNB completes key fresh procedure, updates local KeNB, KRRCint, KRRCenc and KUPenc.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the SeNB Addition/Modification Request to the SeNBvia X2 to negotiate the available resources, configuration,S-KeNB and algorithms at the SeNB.

3.
The SeNB selects encryption algorithms according to UE security capability and local priority algorithm list.

4.
The SeNB sends the SCG Modification Command to the MeNB indicating encryption algorithms to UE through MeNB.

5.
The MeNB sends the RRCConnectionReconfiguration to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter and the received encryption algorithm for the UE to compute the S-KeNB and the KUPenc.

6.
The UE accepts the RRCConnetionreconfiguration and computes the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the SeNB. 
7.  The UE sends the RRC Reconfiguration Complete to the MeNB, integrity protected using the KRRCint of the MeNB. At this point the UE is ready to communicate with the SeNB securely. 
8.
The MeNB sends the SeNB Status Transfer message to the SeNB. 
9. The SeNB generates the KUPenc for the assigned bearer. At this point the SeNB is ready for communicating with the UE securely.
**************************************end change*********************************************
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