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TD S2‑140442 ProSe status. SA WG2-SA WG3 JM (Source: Qualcomm Inc. (Rapporteur)).
SA WG2 questions to SA WG3:
-
What security requirements apply between a remote UE and ProSe UE-Network Relay on PC5 control 

signalling?
-
What are the privacy requirements for Prose UE IDs or user ids transmitted for ProSe discovery that will 

affect our work?
Discussion and conclusion:
Qualcomm outlined the security requirements in clause 5.4.2 of the SA WG3 TR. Intel asked what type of signalling is intended for the PC5 control signalling (e.g. NAS, DHCP). This has not yet been decided in SA WG2. Vodafone commented that more information is needed from SA WG3 on what level of security is needed between the remote UE and Relay device. Alcatel-Lucent replied that the security requirement is to ensure the integrity protection of the links and 'level of security' cannot be specified, as either it is protected or not. Qualcomm added that the solution should be in the TR during the present meeting providing protection between the UE and UE ProSe Relay uses pre-established security. Intel asked whether mutual authentication could be used with public key signatures and what is the size of the signatures. Qualcomm replied that there is no proposal for this in SA WG3. Broadcom asked what is meant by signalling for integrity and added that there is a requirement to authenticate that the ProSe Relay is not a fake relay. Alcatel-Lucent replied that once the integrity key is established this can be used for authentication and that the integrity key should be fairly short (e.g. 64 bits). EADS commented that one possibility is to import the security information from the network and the time taken to change relays need to be considered from a service viewpoint. It was clarified that SA WG3 do not have a key issue 'Privacy requirements' but there are general security principles which protect privacy, such as not transmitting IMSI in clear. This contribution was noted.

TD S3‑140246 SA WG3 Input to SA WG2/SA WG3 Joint Meeting on ProSe. (Source: SA WG3 ProSe Rapporteur (Qualcomm Incorporated)).
Overview:
Slide on each of the following issues:
-
Discovery
-
One-to-many communications
-
Relays
-
Other area
Each slide contains
-
Questions from SA WG3:
-
Brief SA WG3 status (based on the expected state of the TR at the end of the meeting)

Discussion and conclusion:
Discovery: 
-
What is the SA WG2 status?
-
In non-PS open direct discovery, Does the monitoring UE know in advance all the possible codes that it 

might discover?

It was clarified that for discovery of new ProSe services, partial codes can be discovered and then full codes obtained using the D13 method. The UE wouldn’t know in advance about the possible codes.

One-to-many communications:
-
What is the SA WG2 status?

SA WG3 status:
-
Almost complete requirements and several incomplete solutions

Relay:
-
What is the SA WG2 status?

SA WG3 status:
-
More requirements needed and 2 incomplete solutions

Other areas, e.g. configuration:
The different functions of ProSe, e.g. Discovery, One-to-many communication, have their own configuration procedures/interactions between UE and ProSe Function. How much do these procedures/interactions have in common?
-
it may be easier for SA WG3 to specify the security for them all together rather than including a common 

security method in different clauses
-
Can the PC4 interface be used for the transfer of authentication/authorisation information?
-
Where is the termination point of PC4 inside EPC?

SA WG3 status:
-
Stable requirements and some (not all complete) solutions for configuration

Discussion and conclusion:
Ericsson commented that a likely SA WG2 conclusion is for HSS to ProSe registration. Alcatel-Lucent commented that this would mean many authorization transactions with the HSS.

TD S3‑140254 SA WG3 input for joint GCSE session (NSN).
Questions:
GC1 is a logical interface including both signalling and media plane (correct assumption? - Unicast UL/DL)
-
GC1 is over the user plane. The media flow path has not yet been specified.

This should be added to the TR at the present SA WG2 meeting.
Can SA WG3 assume that the scope of the Group Communication is the following?
Unicast
-
Downlink communication btw. AS to UE over unicast : Group communication between AS and UE with 

each member of the group receiving data by unicast connection
-
Uplink communication btw. UE to AS over unicast: AS will distribute UE data to the group by unicast or 

multicast
Multicast
-
Downlink communication from AS to UE over multicast bearer
-
MBMS is selected for multicast
-
Is unicast acknowledgement expected after multicast reception?

No. Not sure about later Releases.

We should keep in mind, that unicast/multicast are also required to be received by the UE at the 

same time, UE decides which one to listen to.
Which of the above functionality is expected in Rel‑12? And later Releases?

GC2 for Rel-12.
Which interfaces are expected to be fully defined in Rel‑12?

GC2 but not clear whether all functionality is fully specified.
What media types (voice/video/text/files/or left unspecified by 3GPP/…) and which transport mechanisms does SA WG2 plan to use?

No restrictions have been agreed in SA WG2.

All types of media should be supported, current assumption is that RTP is used.

Group management:
-
Does this apply for Rel‑12 only? i.e. Will SA WG2 specify GC1 in later releases?

GC1 is out of scope of Rel-12. GC1 requirements are being developed by SA WG1. SA WG2 have 

no WID for this at present and it has not been agreed whether to specify this in 3GPP or outside 

3GPP.
-
What protocols are expected to be used? (e.g. SIP, HTTP, or left unspecified, ...)

Undetermined
-
What is meant with the "application developer guideline"? Will it be included in a 3GPP specification?

It will not be included in a 3GPP specification

GC1 interface - the dilemma:
Dilemma, in case GC1 group management procedures are used to negotiate the used security for Group Communication media:
-
If the GC1 reference point is not standardised in Rel‑12, then no security mechanisms can be 

standardized to protect group management procedures such as GCSE group registration and 

procedures for service continuity.
-
If GC1 is standardised after Rel‑12 including security for GC1, then Rel‑12 and post-Rel‑12 GC1 

implementations will not interoperate.
-
In practice interoperability might be required anyway. This could lead to risk of downgrading attacks over 

GC1.

Do we need to consider backward compatibility?

No.


If we have no security in Rel‑12 we will face the dilemma in Rel‑13 of being able to achieve 


backward compatibility only at the expense of the risk of security downgrading attacks.

Basically, we only provide over GC1 signalling for transporting of media data:

-
GC1 is similar to IMS Gm interface

-
GC1 may run in a dedicated bearer

GCSE unicast Question:
GCSE-AS routes unicast traffic to UE via LTE network. Is it okay to touch GC1?
(We need to touch it, if we do not trust the EPS bearer)

No. This is fully Over The Top.

GC2 interface: Options for functional split using MBMS security:

Option A: Group management and all security related processes done by GCSE_AS; MBMS used without security
Option B/C: Group management by GCSE_AS; security management (key distribution? encryption?) split between GCSE_AS and BM-SC
Option D: Group management and all security related processes done by MBMS security (GCSE_AS needs to map to their group management)

Does any of these options conflict with current SA WG2 agreements?

For Rel-12, Option A. FFS for further Releases.

Operator in Rel‑12 will not take care of the group (EPC will not manage the group) 

over GC2 - TMGI mapping

Functional split, e.g. using MBMS security as in B and C option may be considered from security 

point of view (e.g. GCSE AS takes care of key distribution, but MBMS security function for 

encryption could be still used)

There was some discussion on the completion of the work in SA WG2 and SA WG3. It was recognised that no further agreements can be expected from SA WG2 at the present meeting. SA WG3 should continue work in parallel and Rel‑12 exceptions are expected to be necessary to complete this work correctly.

TD S2‑140441 GCSE_LTE JM-SA WG2-SA WG3-2. SA WG2 current status. This was introduced by NSN (Rapporteur).

Discussion and conclusion:
This was not handled at the joint meeting.
