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Abstract of the contribution:

It has been decided to stop with a TR. However, some aspects of risk analysis may need to be considered in case the TR is re-opened again one day. Therefore an editor’s note is added wrt risk analysis. 
In addition it is proposed to swap some text, because the circumvention attack is the key issue in the discussion and should be mentioned first.

New text to the section restructuring proposal is highlighted.
VF proposes adding editor’s note: Editor’s note: it is ffs where the attack is to be meant to be originated. 

Start of pCR
6
Security features of PWS

6.1
PWS threats and analysis

6.1.1
General

In the following potential threats and attacks are discussed.

It needs to protect against attacks that are in the interface between PLMN and the Warning Notification provider. However, this is outside scope of 3GPP. The attacks which are within the wired network can effectively be dealt with NDS methods. So the most crucial threat is the one over the air interface.

Furthermore, the operating conditions and liability that PWS Security can handle need to be clarified. One aspect to consider in particular is the size of the group that must be protected (individual user, small group of users, large crowd). Other aspects to consider are: the time frame needed by an attacker to prepare and execute an attack, the complexity of the attack (manpower and means), and the size of the geographical area the attacker is able to target.

Finally, assessing the type and amount of damage that can be done by an attack is useful when weighing the potential damage against the cost of additional features introduced for PWS Security. 

Editor's Note: It needs to be further clarified what are the relevant threats to PWS.

6.1.2
PWS Security circumvention attack
Note to Editor: no new text, only shifted up

The possibility to attack an unprotected PWS system is the motivation for PWS Security. The attack consists in setting up a false BS and sending false warning messages in order to create panic. The means required for the circumvention attack are largely the same as the ones required for performing the attacks that motivated the need for PWS Security in the first place. Hence, if an attack on unprotected PWS is assumed to be possible then also the circumvention attack described here has to be assumed to be possible. Or, in other words, if it is believed that PWS Security is necessary then it should be accepted that there is a need to prevent the circumvention attack. 
First, the assumptions made for the attack are listed and then two attack variants are described.
Assumptions: 

· (A1): All networks in country A implement PWS Security, as defined by 3GPP. All UEs that are capable of PWS Security, and whose home network is in country A, have PWS Security enabled. 

· (A2): [The network may or may not implement PWS] There is a network VN in country B that does not implement PWS Security; and UEs with home network in country A are configured to display unprotected warning messages while roaming in network VN. VN has roaming agreements with the networks in country A. 

· (A3): An attacker is capable of setting up one or more false BS, making a sufficiently large number of users camp on them and sending false warning messages through the false BS(s) to these users resulting in a large-scale panic or other significant damage. 

· (A4): The attacker is, in addition to (A3), capable of setting the (MCC, MNC) broadcast by the false BS(s) to that of VN from (A2). 

· (A5) (required only for one of the attack variants): UEs with home network in country A are configured to display unprotected warning messages while in Limited Service State (LSS). 

NOTE: (A1) can be enforced by a regulator of country A. (A2) and (A5) are compatible with the requirements in TS 22.268 [2] and in clause 4 of the present document. 
(A3) is the assumption that motivates the need for PWS Security in the first place. (A4) is seen as a trivial step, given (A3). 

Attack description:

The attack is easiest over a GERAN access network, but possible for UTRAN and E-UTRAN as well. Note that, in order to circumvent PWS Security, it would be sufficient if the attack worked only for one of the attack variants.

In all cases, the attacker looks for the weakest signal of a network in country A for the chosen access technology and makes his false BS broadcast with a very strong signal on the corresponding frequency. If necessary, the attacker could also jam all other frequencies to make sure that the UE cannot attach to a network broadcasting a weaker signal on another frequency (Note that operators and access technologies are separated by different frequency bands). 
If the (MCC, MNC) of the false BS is that of a network with which the UE's home network has a roaming agreement (which is true for the network VN in country B according to assumption (A2) ) the UE will try to attach to it. 

The cases are now described in turn. 

Attack over a GERAN access network: The false BS, emulating also the behaviour of an MSC/VLR or SGSN, will reply to the UE's LAU Request or RAU Request with an unencrypted LAU Accept or RAU Accept. 
The false BS will not send a Ciphering Mode Command, hence the communication will remain unencrypted. The UE will believe to have successfully registered to network VN. The false BS can then start to broadcast unprotected warning messages, which the UE will display to the user according to assumption (A2). 

Attack over any access network technology using Limited Service State (LSS): The false BS, emulating also the behaviour of an MSC/VLR or SGSN, will reply to the UE's LAU Request or RAU Request with an unencrypted LAU Reject or RAU Reject. As the UE does not find any other acceptable network around, the UE will be in LSS. The false BS can then start broadcasting unprotected warning messages, which the UE will display to the user according to assumption (A5).
6.1.3
Spoofing, tampering, and suppressing
For PWS Warning Notification messages, the security threats are similar with ETWS. There may be spoofing attacks, e.g. an attacker may forge and issue PWS Warning Notifications maliciously. The messages sent over the air may introduce spoofing attacks. Another threat may be tamper attacks, e.g. an attacker may record and tamper a PWS Warning Notification message over the air interface.

RAN2 has decided to broadcast PWS Warning Notifications to user via SYSTEM INFORMATION over air interface. However, broadcasts of SYSTEM INFORMATION are not protected. If an attacker can imitate the BS behaviour maliciously and broadcast false PWS Warning Notifications or tamper PWS Warning Notifications coming from CBE, it will cause serious panic among the population.

Note to Editor: text on circumvention attack not deleted, only shifted up; headlines of former 6.1.2+6.1.3 merged
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Suppressing the display of a genuine warning message is another possible attack. It should be noted that jamming the radio interface could help in suppressing warning messages, but not in forging them. The attack is geographically limited.
Note: A more detailed risk analysis is missing in this TR and would needs to answer at least the following questions: 
· Is it considered a relevant threat to PWS if an attacker can send a forged warning message to an individual user or a small group of users, or only if he can send it to a large crowd? 
· Is it considered a relevant threat to PWS if an attacker can suppress the display of a warning message to an individual user or a small group of users, or only if he can suppress it for a large crowd?
·  What would be the timeframe for preparing and executing these attacks? 
· Would the attacks be geographically confined? 

Editor’s note: it is ffs where the attack is to be meant to be originated. 

6.1.4
Threats to the delivery of the public key

This clause assumes that a digital signature is used to protect a PWS Warning Notification, for details see clause 6.2. 

The key for verifying the signature of a PWS Warning Notification is public. However, there is potential to tamper with it if not delivered in a secure way. 

An attacker could modify a public key and/or distribute a false public key and is therefore able to send signed faked messages. The UE verifies the message with the false public key. It believes to have received a correct warning message because it has been correctly verified. Thus, the main threat in PWS Security can be seen in compromising a public key. 

The public key must be issued by the entity that creates the signature, i.e. the national regulator or the authority to broadcast warning messages. It must be made available in an authentic way either by the CBE or any entity that is trusted by the CBE. 

Options for public key delivery discussed in this study comprise a 3GPP network element, an application server, the distribution during manufacturing time or OTA to the USIM, or the distribution together with the warning message, if a root certificate has been made available to the UE beforehand.

Thus, it needs to be answered who is responsible for the public key delivery and how does the terminal gain root key(s) (in case of certificate usage) or the public key (of a CBE or a signing proxy (in case of many CBEs))? 

