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Abstract of the contribution: Provide detailed security solution for one-to-many communication in ad-hoc mode on the basis of c5, c6 solution.
1. Introduction
In section 6.2.5,6.2.6, 6.2.8 TR 23.703, some initial security consideration has be provided. The common on these solutions is that the key for group communication is pre-provisioned in the group members. This document provides detailed security solution on the basis of pre-configured key.
2. Proposal

pCR to the TR on ProSe.
*****************************************start change***************************************

6.3.x  Solution #3.x: Security for one-to-many communication in ad-hoc mode
6.3.x.1 General
This solution addresses key issue #3.1,#3.2 in the current document and the key issue described in S3-140023. It is aimed to provide the security solution for solutions C5, C6, C8 in TR23.703. The basis idea of the security solution is the key for group communication is pre-configured in all the group members. 
6.3.x.2 Key management
When the group key is configured to the ProSe UE, it should be securely stored in the UICC or in the secure environment within ME.The pre-configured key shall never leave the secure environment within the UICC or ME.
Editor’s Note: It is FFS whether the group key is also the pre-configured key.

Editor’s Note: It is FFS where the pre-configured key can be stored  besides the secure environment within UICC or ME.
The integrity key and confidentiality key used to protect the communication data are derived from the pre-configured key in the secure environment and sent to the ProSe layer in the UE. The derivation function may be defined on demand of operator.
Once the integrity key and confidentiality key used to protect the communication data expire or are not secure, they should be refreshed by deriving new keys from the pre-configured key.
As the basis of secure group communication is the safety of the pre-configured key, it should be refreshed when it is expired or when it is not secure any more. In case the pre-configured key is stored in UICC, it could be refreshed by OTA. If the pre-configured key is stored in the secure environment within ME, it could be refreshed though OMA DM.
Editor’s Note: It is FFS whether OTA or OMA DM can be used to update the pre-configured key. 
If a ProSe UE intents to join the group, it should communicate with the group manager to get authentication and authorisation. In this phase the pre-configured key is configured into the ProSe UE.The configuration may be performed online or manually.  
*****************************************end change***************************************

