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Abstract of the contribution: This contribution analyses threats and security requirements of user identity. 
1 Introduction  
This contribution analyses the threats and security requirements of user identity. It is proposed to add the threats and security requirements of user identity to the TR. 
2 Analysis
Identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to serious attacks, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators. 
The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. These user identities shall be protected according to following security requirements:
Req 1: User identities shall be protected when they are stored, transferred and processed in the MME.
Req 2: The operation to access user identities shall be authorized.
Req 3: The operation to access user identities shall be logged for further audit.
Req 4: When the data containing user identities transferred out of operator’s network, user identities shall be anonymized using one-way hash algorithms except that operator permit to transfer user identities in clear.
3 Proposal

It is proposed to agree the attached pCR. 
4 pCR 

***
BEGIN CHANGES
***
X Threats and requirements of User identities
X.1 Threats
Identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to serious attacks, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators. 
X.2 Security requirements
The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. These user identities shall be protected according to following security requirements:
Req 1: User identities shall be protected when they are stored, transferred and processed in the MME.
Req 2: The operation to access user identities shall be authorized.
Req 3: The operation to access user identities shall be logged for further audit.
Req 4: When the data containing user identities is transferred out of operator’s network, user identities shall be anonymized using one-way hash functions except when the operator is explicitly permitted to transfer user identities in the clear.
***
END OF CHANGES
***
