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Abstract of the contribution:

1. Introduction
The companion contribution S3-140147 proposes a skeleton for TR 33.806. The present contribution proposes a pCR for clause 6.2 “Security Functional Requirements Deriving from 3GPP Specifications” according to this skeleton. 
2. Pseudo CR
Start of pCR
6.2
Security Functional Requirements Deriving from 3GPP Specifications

NOTE: The term ‘security requirements’ is used in the present SCAS in a different, and more comprehensive, way from 3GPP TS 33.401, the EPS security architecture specification. Clause 5 of TS 33.401 contains high-level security features and requirements, while later clauses of TS 33.401 contain detailed security mechanisms that are required to be implemented by a compliant EPS system. The present SCAS considers both, the high-level security features and requirements and the detailed security mechanisms, to be Security Functional Requirements.
TR 33.916, clause 5, contains text on ‘Incorporation of security requirements from existing 3GPP TSs in current releases’. Three categories are distinguished there: 

1)
Security requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function. 

2)
Security requirements related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action. 

3)
Security requirements not related to protocols and behaviours necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation. 

It can also be derived from TR 33.916 that
The (tests for the) security requirements in the first category are already covered by the interoperability and conformance testing. So, nothing remains to be done in the present SCAS for the first category.
Editor's note: It is ffs whether to include a reference to documentation for this interoperability and conformance testing.

The (tests for the) security requirements in the second category may not be covered by the interoperability and conformance testing. In this case, the present SCAS document develops test cases for these requirements unless available from other sources.
Editor's note: Security requirements of the second category need to be identified, and test cases need to be defined. If they are available from other sources a reference is to be included. 
The security requirements in the third category are within the scope of the present SCAS.
Editor's note: Determine whether there are security requirements of the third category for the MME network product class. If so, test cases need to be defined. If they are available from other sources a reference is to be included. The initial assumption is that there are no security requirements of the third category here as they largely relate to platform requirement (cf. example in TR 33.916). If the initial assumption is confirmed say so here explicitly. 
End of pCR

