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1. Introduction
The companion contribution S3-140147 proposes a skeleton for TR 33.806. The present contribution proposes a pCR for clause 4 “Network Product Class Description” according to this skeleton. 
2. Pseudo CR
Start of pCR
4
Network Product Class Description 


4.1 Minimum set of functions defining the MME network product class

This clause defines the ‘MME network product class’. MME stands for ‘Mobility Management Entity’, cf. 3GPP TR 21.905. 

According to TR 33.916, a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the MME network product class it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for an MME.  

For the purposes of the present specification, we define this common set to be the list of functions contained in clause 4.4.2 of 3GPP TS 23.401, v8.x.0 [xx].  For the detailed description of these functions, TS 23.401, v8.x.0 [xx] or a later version may be applied.

Editor's note: The version v8.x.0 of TS 23.401 that is to be included here remains to be selected. It is to be a version that is approved at a meeting 3GPP SA meeting reasonably close to the 3GPP SA meeting approving the present SCAS.
NOTE 1: The reason why the definition of the common set of functions refers to a particular Release 8 version of TS 23.401, contrary to what is customary in 3GPP when referencing other 3GPP specifications, is that a Security Assurance Specification is to avoid having a moving target when defining a network product class. Nevertheless, the set of functions in clause 4.4.2 of 3GPP TS 23.401, v8.x.0 is expected to be stable, as only FASMO corrections are allowed to Release 8. Furthermore, this set is believed to be minimal, i.e. implemented by all MME network products, which may not be true for the corresponding set of functions from later releases of TS 23.401. For the description of these functions compliance with TS 23.401, v8.x.0 [xx] or a later version is allowed as, obviously, an MME network product should still remain a member of the MME class when it implements a FASMO correction to v8.x.0.
4.2 Scope of the SCAS for the MME network product class 

4.2.1 3GPP-defined functionality

An MME network product will, in many cases, implement MME functions from various releases of TS 23.401 and other pertinent 3GPP specifications, in addition to those from the minimal set of functions in clause 4.1. Vendors are, to a large extent, free to select the features implemented in their MME network products. E.g. an MME network product could lack support for relay nodes, as introduced in Release 10, but implement all other features defined up to and including Release 10. The set of MME functions actually implemented in an MME network product is then to be described in the SCAS instantiation. But the SCAS for the MME network product class needs to cover all such possible MME functions. Furthermore, it is to be avoided that a particular version of an SCAS becomes a moving target. This leads to the following requirement: 

The present SCAS shall cover the security problems and security requirements for all MME functions described in the versions of 3GPP specifications approved at 3GPP SA#xy.

Editor's note: The meeting 3GPP SA#xy remains to be selected. It is to be chosen reasonably close to the 3GPP SA meeting approving the present SCAS so as to still allow for proper consideration in the present SCAS of recent changes in MME functions incorporated in other specs.
4.2.2 Non-3GPP-defined functionality

The MME network product class will also contain functionality not or not fully covered in 3GPP specifications. 
This may, e.g., apply to functions related to local or remote management of an MME. For the purposes of the present specification, it suffices to skip details and model these management functions by the presence of local and remote, i.e. accessible over a communication path, interfaces that allow access to and change of internal states of the MME. 
Editor's note: It is ffs whether a more refined description of local or remote management is needed. It is also ffs whether a description of other functionality not or not fully covered in 3GPP specifications is needed.
4.2.3 Logical and physical interfaces with external entities
The logical interfaces are defined by the MME functionality, cf. clauses 4.2.1 and 4.2.2.

The external physical interfaces are assumed to realise a subset of the logical interfaces. The precise set of external physical interfaces is to be described in the SCAS instantiation. 

NOTE 1: According to TS 23.401, clause 4.4.2, “The Serving GW and the MME may be implemented in one physical node or separated physical nodes”. Therefore, the S11 interface may be realised as an external physical interface or not, depending on the implementation. Similar considerations may apply to other logical interfaces.
This version of the present specification assumes that the MME product is implemented on dedicated hardware. Aspects of virtualisation and cloud are not taken into account in this version. 

Editor's note: Aspects of virtualisation and cloud are ffs. They deserve separate study for finding out how to define the boundaries between the MME network product class and the hosting environment (e.g. shared HW and Virtual Machine) and which security assumptions to make on this environment. 
End of pCR

