3GPP TSG SA WG3 (Security) Meeting #74
S3-140pws13

20 – 24 Januar, 2014; Taipei (China)

revision of S3-131074
Source:
Nokia Corporation, NSN, TeliaSonera
Title:
PWS security: Comparison of the use of signing proxies and implicit certificates
Document for:



Discussion and Approval




Agenda Item:
7.10 
Work Item / Release:
PWS_SEC / Rel-12
Abstract of the contribution:
Section 7.10 includes an overview of the use of signing proxies. In this contribution we compare the use of signing proxies with that of implicit certificates as both approaches are suitable to satisfy the most stringent length requirements.

This pCR is a resubmission of S3-131074, that was not discussed in the last meeting due to the general discussion on the way forward of PWS WID. After it has now been decided that the WID will stop at a TR, we suggest capturing important findings of the discussion. This will enable to gain a full picture of the WID status in the case of re-opening the WID again one day. 
Start of pCR
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8.6.x
Comparison of the use of signing proxies and implicit certificates
Introduction

Signing proxies may be used as a complement or an alternative to the implicit certificate approach in solution 6. Both approaches have in common that they can satisfy the most stringent requirement on the maximum length of PWS security information appended to a warning message, which is 75 bytes (cf. clause 6.2.7). No other approaches described in this TR would be able to do so, when the number of CBEs in a domain is greater than the number of root keys that can, in practice, be distributed to UEs; this justifies comparing the use of signing proxies with the implicit certificate approach in this subclause. 

It is assumed that there is only a small number of signing proxies per regulatory domain. In this way, only this small number of public keys per regulatory domain would have to be distributed to the UEs for verifying signatures applied by a signing proxy in that domain. Additionally, one public key on the UE for verifying signatures on key update and key revocation messages sent to the UE may be required.
In comparison, the implicit certificate approach requires a similar number of CA root keys per regulatory domain to be distributed to the UEs. This implies that the use of signing proxy can employ the same methods for distributing the related public keys to the UE that the implicit certificate approach employs for the distribution of root keys to the UE. 
Security level
As shown in clause 7.x
, ECDSA with a 128 bit security level would be possible to be used with a SP. According to NIST, applying systems with a 128 bit security level is acceptable up to, including and beyond 2031, cf. Table 6.2.4.1. In order to meet the length constraint of 75 bytes, the implicit certificate approach has to rely on a 112 bit security level, cf. clause 7.6.3.3, for which, according to NIST, applying is acceptable until 2030, disallowed in 2031 and beyond.

Distribution, update and revocation of root keys to the UE

The same methods can be used, as shown in clause 7.x. It should be noted, though, that, with the implicit certificate approach, the compromise of a private key in one CBE puts the integrity of the whole PWS in that regulatory domain at risk because a UE will accept any warning message signed by any of the CBEs in the domain. Hence, this approach also requires separate revocation messages in the case of a key compromise in one CBE so as to ensure that the compromised key cannot be used by an attacker to create false warning messages throughout the remaining lifetime of that key. It must also be ensured that the compromised key cannot be used by an attacker to revoke valid keys of other CBEs. It is true, though, that new public CBE keys do not need to be distributed separately, but are distributed together with the warning message. However, the distribution of new CA root keys does require separate messages
Support for roaming

The same methods can be used.

Architectural aspects from operator point of view 
When using implicit certficates without a signing proxy, the entry points from the regulatory domain would consist in all CBE-CBC interfaces, of which there could be very many.  When using signing proxies, the number of entry points would be quite small, cf. clause 7.x and Figure 8.3.4.1.

Architectural aspects from regulator point of view 

Signing proxies could be made physically redundant while sharing the same (public, private) key pair. The distributed signing proxies would have to be tightly secured but the same is true for CBEs, and, given the small number of signing proxies compared to that of CBEs, this task would be far less burdensome than that of securing the CBEs.  
Further security impact on the operator network
None, no difference between the two approaches. 

Further security impact on the regulator domain
With the implicit certificate approach, a compromise of a single CBE’s private key would suffice for an attacker to generate false warning messages accepted by all UEs in the regulatory domain as observed above. With potentially thousands of CBEs, the likelihood of a compromise of one of them is certainly greater than that of compromising a very small number of signing proxies. It is true, though, that CBEs need to be secured also with the signing proxy approach so that it can to be ensured that only authorised CBE entities can send warning messages to a signing proxy. 

Editor’s note: A detailed analysis comparing these two risks is FFS.

Trust considerations

With the implicit certificate approach, all CBEs, and associated agencies, in a regulatory domain need to trust a central certification authority (CA). This is true even for otherwise unrelated agencies in a regulatory domain, e.g. a large country. If each agency operated their own CAs, the purpose of minimising the number of CA root keys to be distributed to the UEs could not be achieved. With the signing proxy approach, the CBEs, and associated agencies, in a regulatory domain need to trust the signing proxies, and the body operating them. The difference between the two approaches hence lies not so much in the trust required in a central entity, but in the way of communicating with that central entity (only when keys and implicit certificates are distributed vs. always when warning message are to be signed). 
Key management effort for the regulator
With any approach, the regulator would have to secure the interfaces from the CBEs, probably with some sort of VPN, and provide the corresponding credentials to the CBEs. This is, however, standard IT technology. With the implicit certificate approach, however, the Certificate Authority of the regulator would have to generate implicit certificates on the signing keys of the CBEs, which is an additional effort and not standard IT technology. Furthermore, especially when the number of CBEs becomes relatively large, automated means of securely distributing the implicit certificates from the CA to the CBEs would have to be established. This CBE-related extra effort is not present in the signing proxy approach where only secure distribution of the public key for the small number of signing proxies is required.

Summary

The most important benefits of the use of signing proxies are:

· No dedicated Public Key Infrastructure with certificates required for the purpose of PWS security;

· More flexibility in the use of signature algorithms; 
· in particular the use of the more mainstream ECDSA would become possible (signature length 64 bytes);
· more space would be available for security parameters sent in addition to the signature (11 bytes when ECDSA signature is used)
· Higher security level: 128 bit level with ECDSA compared to 112 bit level with implicit certificates.   

· Low number of entry points to the operator network.
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